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1. Routing and NAT

USG ZyWALL is usually placed at the company network boarder, acting as company
network gateway. Routing and NAT are the indispensable functions of USG ZyWALL,
responsible for the routing among intranet networks, as well as comprehensive routing
between intranet and internet traffic. Thus, correctly set up routing and NAT are very
important for the USG ZyWALL to work properly as your requirements.

Server Zone

L3 Switch

Client
Zone WLAN Zone

In the scenario above, there’re various intranet subnets interconnected. The client
zone and WLAN zone are connected directly to the USG ZyWALL, server zone and
VOIP client subnets are connected to a switch, and the switch is connected to the USG.
All the intranet clients and servers need to be able to access internet, with proper
settings of routing and SNAT. The intranet servers should be able to be accessed by
internet clients, and also should be able to be accessed by the intranet clients. To
enable the branch office intranet clients communicate safely with the HQ internet
resources and clients, IPSec VPN are built between the HQ USG and branch office
security gateway, so correct VPN routing is also necessary. Telecommunicates not
only wants to access the HQ resources via SSL VPN, but also wants to access branch
office resources via SSL VPN first to the HQ, then is directed to the branch office via
IPSec VPN. To achieve this goal, we also need correct routings set on the USG
ZyWALL.
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1.1.Understand Packet Flow

Before start setting up Routing and NAT on your USG ZyWALL, understanding its
packet flow, Routing and NAT priority may help a lot for your correct setting up.

1.1.1.General Packet Flow

Below is the general packet flow in USG ZyWALL. It reflects how the USG
ZyWALL processes traffic from the time it enters ZyWALL from one interface, till it
leaves ZyWALL from another interface.

Traffic In

Clean
Traffic

| . Threat
REELEREY (pgate

— — — — — — — —

For example, USG ZyWALL receives VOIP packet from LAN interface.

1. The frames sent through network may be fragmented to meet the MTU settings on
each router through the path the traffic goes on network. When the USG receives
traffic, it will first defragment the frames.

2. The ALG (Application Layer Gateway) will check and alter the application layer
information, e.g. Contact information in the SIP message header and SDP
information in message body.
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3. Then USG will check whether there’s DNAT (Destination NAT) rule set, if there
is, it will translate the destination address according to the DNAT rule. If there’s
not, USG will remain the original destination address. Usually from traffic sent
from intranet to outside, there’s no DNAT rule set.

4. The traffic is sent to the routing procedure. USG decide where it should send the
traffic to, and via which interface.

5. The traffic is sent to the firewall processing stage. If according the firewall rule,
the traffic is allowed, USG will allow the traffic to pass, if it’s set to Block, the
USG will drop the traffic, and generates a log if the firewall rule is set to log.

6. The traffic is sent to the ADP processing stage. USG will perform ADP checking
according to ADP rules, and ADP signatures. If the traffic is detected as anomaly
attack, the USG will block/log the traffic according to the ADP signatures.

7. The traffic is sent to the IDP processing stage. USG will perform IDP checking
according to IDP rules, and IDP signatures. If the traffic is detected as intrusion
attack, the USG will block/log the traffic according to the IDP signatures.

8. The traffic is sent to Application Patrol processing stage. USG will check the
traffic application layer to determine its class according to relative IDP signatures.
If traffic matches some application class, USG will decide how to handle the
traffic according to the App Patrol rules.

9. Traffic is sent to Content Filtering processing stage if the traffic is web traffic.
USG check what action it should take according to Content Filtering rules.

10. The traffic is sent to Anti-Virus processing stage. USG will examine the traffic
with AV signatures. If virus is detected, it will give corresponding action
according to AV setting.

11. The traffic is sent to Anti-Spam processing stage if it is mail traffic (SMTP, POP3),
then gives corresponding action according to AS settings.

12. The traffic is sent to SNAT procedure. USG will map the traffic’s source address
according to SNAT rules (outgoing interface, customized address, NAT 1:1
address, etc, which is to be discussed later).

13. The traffic is sent to Bandwidth Management procedure. USG will allocate
bandwidth to the traffic if corresponding BWM rule is set.

14. The traffic will be fragmented if the frame is larger than the interface’s MTU
setting.

15. The traffic is finally sent out.

1.1.2.Routing priority

Understanding Routing Priority in USG ZyWALL helps a lot for you to correctly set
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up routing rules to fulfill your network scenario requirements.

The picture below shows the routing priority in USG ZyWALL. The priorities

determine which routing the USG will take according to the traffic’s source,

destination, and service type.

Checking Priority

—

| Policy Route#1 #2, .
[Many 1to 1 NAT#1,...,#n|
*

Auto-created VPN route

| Static and dynamrc route |

=

v

USG directly connected routing takes first priority over all other routings.
Take the following scenario as an example.

High

Destination
172.25.27.5

-

192, 168, 1. 33

200.0.1.1/24

Sgrver
172. 25. 27.5/24

200.0.1.2/24

Internet

On the USG ZyWALL, a policy route is set:

Incoming interface: LAN1

Source Address: LAN subnet 192.168.1.0/24

Destination Address: Any
Service: Any

Next Hop: WAN1 (200.0.1.1)

SNAT: Outgoing Interface
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USG receives traffic from LANL, destination is 172.25.27.5, which is in the direct
connected subnet of WAN2 172.25.27.3. Direct route takes first priority. So the traffic
will be sent out from WANZ, although in the policy route the next hop is WANL.

2. Policy Route takes the second routing priority.

There’s an advanced setting in Policy Route, which is “Use Policy Route to Override
Direct Route”. This function will enable Policy Route to take priority over Direct
Route. For detail, please go to 1.8 Policy Route vs. Direct Route

3. One to One NAT routing takes third priority.

Different from ZLD v2.1x, One to One NAT routing is generated automatically by
system after One to One NAT rule is set in Configuration>Network>NAT. For
detailed explanation, please go to section 1.4 Setting up One to One NAT

4. 1PSec VPN routing takes fourth priority.

Different from ZLD v2.1x, routing for IPSec VPN traffic is generated automatically
by system. There’s no need to add policy routes for IPSec VPN one by one. For
detailed explanation, please go to section 1.9 Routing for IPSec VPN

5. Static Routes and dynamic routes take fifth priority.

Static routes are manually added by administrator, specifying the next hop for certain
destination. Dynamic routes are system dynamically learned routes through routing
protocols, such as RIP and OSPF.

6. Default WAN Trunk takes the sixth priority.

From ZLD v2.20, there’s a default WAN Trunk for system routing. If no routings in
the higher priorities are present in the device, USG can use the Default WAN Trunk to
route traffic. Usually the Default WAN Trunk includes all the systems WAN interfaces
and ppp interfaces. For detailed explanation, please go to section 1.2 Default WAN
Trunk and Default SNAT.

7. Routings in system Main route table take last priority in routing.

Main route table generally contains default route learnt from interface default
gateway.

For example, in WAN2 interface, the default gateway is 200.0.0.2. If there’s not any
routings with higher priorities, the USG will use this route: Sending traffic to gateway
200.0.0.2.

11
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\«2) Edit Ethernet 2%
[ show Advanced Settings
Interface Properties -
Interface Type: external
Interface Mame: Wanz
Part: Pz
Zone: ik e
MaC Address: 00: 25 Fa:10:07:10
Description: (Optional)
IP Address Assignment
7)) Get Automatically
@ Use Fixed IP Address
IP Address: 200.0,0.1
Subnet Mask: 255.255.255.0
Gakeway! 200.0.0.2 {Optianal)
Metric: i} (0-15)
Interface Parameters
Egress Bandwidth: 1048576 Kbps [ 3
OF ] [ Cancel

NOTE: Default gateways in different interfaces also have priorities. They’re decided
by the interface Metric. The smaller the metric value, the higher the priority is. Thus,
metric 0 has the highest priority among all the interface default gateways.

If two or more interfaces are using the same metric value, e.g. 0, the first configured
interface gateway will have priority over all other later configured interface gateways

with the same metric value.

1.1.3.SNAT Priority

The picture below shows the SNAT priorities in USG ZyWALL. The priorities will
determine which SNAT rule the USG ZyWALL will use to map the traffic’s original

source address.

12
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- Checking
Doing SNAT Priority

Policy Route SNAT high

!
1to 1 SNAT
(including Many 1to 1)

NAT Loopback
] \/ low

1. Policy Route SNAT takes the first priority.

Usually we will set SNAT for traffic in Polity Route.

=] Hide Advanced Settings
BWM Global Setting
Enable By

Configuration

[] Use Policy Route to Override Dirsct Route

@ Add . i @ M

# . Status User Schedule Incoming Source Destination DSCP Code: Sepvice Mext-Hop DSCP Marking | SMNAT Bt

TR any none alant, SLANT_SUBNET - any any any 2EYSIEM DED preserve outgoing-interface | 0
Page: of 1 Show| 50 | items

Displaying 1 -1 of 1

You can set SNAT to map the original source address to:
= Qutgoing interface

= Customized single address

= Customized group address

Outgoing interface:

13
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Address Translation

Source Mebwork Address Translation: oukgoing-inkerface] v |

Port Triggering none
oukgoing-interface
LAMNT_SUBMET
LAMZ_SUBMET
EXT_WLAMN_SUBNET

Maximum Bandwidth: DMZ_SUBMET
WLAM-1-1_SUBNET
WaN1_IP
WaNZ_IP

YR e ] [

Trigger Service

Bandwidth shaping

Cancel
wieb_swr

Customized single address:
a. Go to Configuration > Object > Address, add one address object with Type as
Host.

Address Address Group

Configuration

i
# Name = Type Address
1 DMZ_SUBMET INTERFACE SUBMET dmz-192.168 30124
2 EXT_ WL AN_SUBMET INTERFACE SUBMET ext-wlan-10.59.0 0524
3 LANT _SUBNET INTERFACE SUBMET lan1-192.168.1 0524
4 LANZ_SUBNET INTERFACE SUBMET lan2-192.168 2.0/24
5 SWR HOST 192.168.1.33
6 WWANT_IP HOST 192.168.10.34
7 A2 P HOST 192.168.20.34
8 WAN_alias HOST 200.00.2

b. Go to Configuration > Network > Routing, add one policy route, and choose the
SNAT as the added address object. The source address will be translated to this
address 200.0.0.2.

Address Translation

Source Metwork Address Translation: m -
none
Bandwidth Shaping

oukgoing-interface
LAMT_SUBMET
LAMNZ_SUBMET
EXT_WLAN_SUEMET
DMZ_SUEMET
WLAN-1-1_SUBMET

Maxirurm Bandwidth:

Customized group address:
a. Go to Configuration > Object > Address, add one address object, with Type as
Range.
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Configuration
]
# Mame Type Address
1 DMZ_SUBMET INTERFACE SUBMNET dmz-182.165.3.0/24
2 EXT_WLAN_SUBNET INTERFACE SUBMET ext-wian-10.59.0.0/24
3 LANT _SUBMET INTERFACE SUBMET lan1-192.166.1 0024
4 LANZ_SUBMET INTERFACE SUBMET lan2-182 165.2.0/24
5 SWR HOST 1921881 33
[} WANT_IP HOST 192.168.10.34
7 WaNZ_P HOST 192.168.20.34
8 WA _alias HOST 200002
9 WAN_range RANGE 2000.0.2-200005

c. Go to Configuration > Network > Routing, add one policy route, and choose the
SNAT as the added address object. The source address will be translated to
addresses in this range randomly.

Address Translation

Source Metwork Address Translation:

none
Bandwidth Shaping outgaing-interface
LANL_SUBMET
LANZ_SUBMET
ERT_WLAM_SUBNET
DMZ_SUBNET
WILAR-1-1_SUBMNET

flazirmum Bandwidth:

NOTE: If you want to set SNAT as customized single/group address, you cannot set
the next hop as Trunk.

2. One to One SNAT takes the second priority. If traffic doesn't match any policy
route SNAT, the USG will goes to check whether there’s One to One SNAT set.
One to One SNAT is set in Configuration > Network > NAT.

For detailed explanation, please go to section 1.4 Setting up One to One NAT.

Configuration

Note:
If you want to configure SHAT, plase go to Policy Route,
D add i
# Status  Mame Mapping Type Interface Criginal IP Mapped IP Protocal Original Port Mapped Port
! W SR 11 NAT amand, VUANT_IP web_svr tep SHITE 2HTTE
2 @ SWR_bk 1:1 WAT ayvan WVUANZ_IP nieh_sr cp aHTTRe aHTTR

3. NAT Loopback SNAT takes the third priority. NAT Loopback SNAT is generated
automatically when you enable NAT Loopback in Configuration > Network >
NAT.
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(&) Add NAT

5] Create new Object

General Settings

Enable Rule

Rule Mame:

Port Mapping Type

Classification:

Mapping Rule
Incoming Interface:
Criginal IP;

Mapped IP:
Port Mapping Type:
Original Service:

Mapped Service:

| Enable MAT Loopback [ |

Configure Firewall [

SYR_bk

) virtual Server

Wanz
WAz _IP
web_svr
Service
HTTP

HTTR

@ 1:1MAT

<

TCR, B0

TCR, &0

7%
A
1 Many 1:1 MAT
W
Ok ][ Cancel

For detailed explanation, please go to section 1.6 NAT Loopback.

Default SNAT takes the last priority. USG ZyWALL uses the Default WAN Trunk

to route traffic from intranet to internet, and maps the traffic’s original address to
the outgoing interface in the Default WAN Trunk.
Go to Configuration > Network > Interface > Trunk.

I Port Rale I Ethernet I FFP I Cellular I WLAN l VLA I Bridge: I Auxiiary ] Trunk _

[= Hide Advanced Settings

Configuration

Enable Link Sticking [
Tirneaut: 300

Default WaN Trunk

(30-600 secands) [

Enable Default SNAT
Default Trunk Selection

@ SYSTEM_DEFALLT ‘wan_TRUMNK

@) User Configured Trunk

User Configuration

& Add }
# Mame Algorithm
1 test spill-over
Page El of 1 Show 50w items
System Default
# Mame Algorithm
1 SYSTEM_DEFAULT WA _TRUMK It
Page El of 1 Show 50w items

Displaying 1 - 1 of 1

Displaying 1- 1 of 1
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For detailed explanation, please go to section 1.2 Default WAN Trunk and Default
SNAT.

1.2.Default WAN Trunk and Default SNAT

Default WAN Trunk and Default SNAT are the newly added features in ZLD v2.20.
They’re designed for user convenience. With Default WAN Trunk and Default SNAT,
user doesn’t need to configure policy routes to route intranet traffic to internet. This
new routing feature will apply to the traffic from intranet to internet.

USG ZyWALL determines whether the traffic is intranet or internet according to the
interface type, which is also a newly added feature in ZLD v2.20.

Internet

Intranet

1.2.1.Interface Type

In ZLD v2.2, user can define interface type as the following three types:

= Internal

= External

= General

You can flexibly define each interface’s type according to your network scenario.
Go to Configuration > Network > Interface > Ethernet.
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(e Edit Ethernet EIES

[ show Advanced Setkings

N
General Settings
Enable Interface
Interface Properties
Interface Type: W D
Interface Name: internal
external
Port:
general
Zone: TFT b
MAC Address: 00: 23 Fg:10:07:1E
Descripkion: (Optional)
IP Address Assignment
() et Automatically
@ Use Fixed IP Address
IF Address: 0.0.0.0
Subnet Mask: 0,0.0.0
Gateway: (Optional)
Patric n =15 ¥

’ oK ” Cancel ]

Internal interface is generally connected to the intranet which is behind the USG
ZyWALL. An internal interface can act as DHCP server or DHCP Relay. However, it
can’t act as DHCP client.

(=3 Edit Ethernet 7%

[ show Advanced Settings

Interface Properties -~
Interface Type: internal
Interface Mame: lan1
Port: P4, PS
Zong: LAaN1 b
MAC Address: 00:23:FE: 1007 1F
Description: {Optional)

IP Address Assignment

1P Address: 192,168.1.1

Subriet Mask: 255.255.255.0

Interface Parameters

Egress Bandwidth: 1048576 kKbps [
DHCP Setting
DHCP: DHCP Server »
IP Pool Start Address {(Optional): 192,168,133 Pool Size: 200
First DMS Server {Optional): ZyWaALL w
Second DMS server (Optional): Custom Defined w
Third DNS Server (Optional): Custom Defined w
— e eemmam = v
[0]4 ] [ Cancel
18
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External interface is connected to the WAN side of the USG ZyWALL. An external
interface can act as DHCP client. However, it can’t act as DHCP server or DHCP

relay.

NOTE: All ppp interfaces and aux interface are set as External by system.

i) Edit Ethernet

|| Show Advanced Settings
Interface Properties

Inkerface Type:

external

Inkerface Mame:
Pork:

Zone:

MAC Address:

Description:

wanl

Pl

WA

00 23FE 107 1C

@ et Automaticall

Metric:

Egress Bandwidth:

Connectivity Check

Check Method:

P Address Assignment

172.25.27 49

Interface Parameters

(©) Use Fixed IP Address

o (0-15)

1048576

Enable Connectivity Check

icmp

kbps [

{Optional)

v

General interface can act both as DHCP client or DHCP server and DHCP relay. It’s
forward compatible with older ZLD versions. Also, if user wants to flexibly configure

the interface, he also can set the type as General.
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General Settings

Enable Interface

Interface Properties

Interface Type: general » h

Interface Mame: ge?

Part: Pz

Zone: Wan w

MAC Address: 00:19:CE:96:FASF

Description: {Optional)

IP Address Assignment

) Get dutomaticalk

Use Fixed IP Address

IP Address: 172.25.27.93

Subnet Mask: 255,255,255.0

Gateway: 172,25,27.254 (Optional)
Metric: a (0-1

M as ™ W_MNW\VWW

DHCP Setting ™

DHCP: Mone w

Enahble IPMAC Binding

Enable Logs for IP/MAC Binding Yiolation

Skatic DHCP Table @ add =2 Edt [ Remove

# IP Acdiress - MAC Description

4 4 Pageofl v show 30w items Mo data bo display

Below is interface type comparison table of different USG models.

Tvpe Internal External General

USG 100/200: USG300/1000/2000:

USG 100/200:

Device Model Bﬁgl, LANZ, WAN1, WAN? 'gfl, ge?, ged, ged. geb
Set DHCP Client Not Support Support Support
Set DHCP Server Support Not Support Support
Set DHCP Relayw Support Not Support Support
Set Default Gateway Not Support Support Support
Set Metric Not Support Support Support
Set Ping Check Not Support Support Support
MAC Address Setting Not Support Support Support
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1.2.2.Default WAN Trunk and default SNAT

1.2.2.1. Default WAN Trunk

When an interface type is set as External, this interface will be added automatically to
the Default WAN Trunk. In other words, the Default WAN Trunk consists of all the
USG ZyWALL’s external interfaces.

For example, in USG200, interface wanl and wan2 type are both external.

Interface Tyvpe: external

Intetface Mame: wanl

Piart: P1

Zone: WAN w

MaC sddress: 0025 Fa 1007 1C

Description: (Optional)
Interface Type: exkernal

Inkerface Mame: wWanz

Part: Pz

Zone: Wl v

MAC Address: 00:23:FE:10:07:10

Description: {Optional)

Go to Configuration > Network > Interface > Trunk, check the
SYSTEM_DEFAULT _WAN_TRUNK.
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[ Show Advanced Settings

Configuration
Enable Link Sticking  [[1]
Timeout: 300 (30-600 seronds) [
Default WaN Trunk

Default Trunk Selection
(@ SYSTEM_DEFALILT _Wan_TRUNK

() User Canfigured Trunk

User Configuration

@ add i

# MName Algorithm

1 test spill-oever
Page |1 of 1 Show 50 | items

Displaying 1 -1 of 1

System Default

# hlame Algorithm
1 SV ESTEM_DEFALLT_WAN_TRUNK It
Page |1 of 1 Show 50 | items

Displaying 1 -1 of 1

Double click this default WAN trunk, you will find it consists of all the external
interfaces.

Please be noted that all ppp interfaces and aux interface are external type by default.

(=3 Edit System Default 7%

Marme: SYSTEM_DEFALLT _Wak_TRINE

Load Balancing Algorithm: Least Load First w

# Member Modle: Ingress Bandwicth Egress Bandwidth

1 swean] Active 1048576 kphs 10483576 kphs

2 wEn2 Active 1048576 kphs 1048576 kphs

3 aLx Passive 56 kpbs 56 kpbs

4 wean! _ppp Active 1048576 kpbs 1048576 kphs

5 wWan2_ppp Active 1048576 kpbs 1048576 kphs

[ opt_ppp Active 1048576 kpbs 1048576 kphs

Page |1 |of1 Show | 50 | items Displaving 1 - 6 of &
[0]4 ] [ Cancel

User can also add customized default WAN trunk. Go to Configuration > Network >
Interface > Trunk. Add customized WAN trunk in User Configuration, then choose
User Configuration Trunk, and select the customized WAN trunk.
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I Port Role I Ethernet l FFP I Cellular I WLAN I WLAN I Eridge l Auiliary ] Trunk _

[ Show Advanced Settings

Configuration

Enable Link Sticking (1)
Timeout: 300 (30-600 seconds)  [)

Default WAN Trunk

Default Trunk Selection
(7) SYSTEM_DEFAULT_\WAN_TRUNK

@ User Configured Trunk test w7
User Configuration
@ Add . i
A Name Algorithm
1 test spill-over
Page |1 |of 1 Show 50w items Displaying 1- 1 af 1

1.2.2.2. Default SNAT

Default SNAT is enabled by default. Click Show Advanced Settings, the Default
SNAT setting will show. Default SNAT will map traffic’s source address to the
outgoing interface address in the default WAN Trunk.

|._'| Show Advanced Settings | |

Configuration

Enable Link Sticking [
Timeout: 300 (30-600 seconds) ([

Default WaN Trunk

Default Trunk Selection
() SYSTEM_DEFAULT _WAN_TRUMNEK

@ User Configured Trurk, test

[ Part Rale ] Ethernet ] PRF I Cellular ] WLAN I WLAN I Bridge I Ausdliary ] Trunk _

[=] Hide Advanced Settings

Configuration

Enable Link Sticking [[)
Timeout: 300 (30-600 seconds) [

Default WAN Trunk

Enable Defaulk SHAT

Default Trunk Selection
(0) SYSTEM_DEFALILT_WAaN_TRUMK

@ User Configured Trunk test v [%

1.2.2.3. Using Default WAN Trunk and Default SNAT

When USG receives traffic from an internal interface, and there’s no direct route,
policy route, one to one NAT route, static route or dynamic route applicable to this

traffic, USG will send it out from the Default WAN Trunk.
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Network scenario:

In the example below, client 192.168.1.33 from intranet wants to ping an internet
server 8.8.8.8.

(

Internet

There’s no policy route, or NAT 1:1 route set for the traffic.
Policy route setting:

[=] Hide Advanced Settings

BWM Global Setting

Enable BWM
Configuration

Use Policy Route to Override Direck Route

© Add [ Edt [l Remove @ Activate @ Inactivate M Move
# - | Status | User | Schedule

Incorming Source

Destination DSCP Code Service Mext-Hop DSCP Marking  SMAT | B ‘
4 4 |Page of1 | Show 50w items Mo data to display
NAT
Configuration
[ Note:
If you want to configure SMAT, plase go to Policy Routs,
@ add [ Edt W Remowe @ Activate @ Inactivate
# | Status |Nama Mapping Type Irterface Crigginal IP Mapped IP Protacol Original Port Mapped Port
1 Page UFI ¥ vl | Show 50 | |items Mo data to display

Clint 192.168.1.33 tries to ping an internet server e.g. 8.8.8.8, the ping is successful.
The traffic is in fact sent out from the Default WAN Trunk.
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C: “Documentz and Settings“Administrator>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix

IP Address. . . . . - - - . . - . = 192.168.1.33
Subnet Mask : 255.255.255.8
Default Gateway D 192.168.1.1

Ethernet adapter ﬂijﬂi *§=

Media State : Media disconnected
C:“Documents and Settings“Administrator>ping 8_.8_8_8
Pinging 8.8.8.8 with 32 hytes of data:

.8z bytes=32 time=122ms TTL=236
: hytes=32 time=1i16msz TTL=236
.8: bytes=32 time=Bdmsz TTL=236
= bytes=32 time=82msz TIL=236

Ping statistics for 8.8_.8_8:

Packets: Sent = 4, Received = 4, Lozt = 8 (Bx loss),.
Approximate round trip times in milli-seconds:

Minimum = 82ms. Maximum = 122ms,. Average = 1@1ims

1.3.Setting up Virtual Server

It’s a common practice to place company servers behind the USG ZyWALL’s
protection, and at the mean time, letting WAN side clients/servers accessing the
intranet servers. For example, the company may have mail server, which needs to be
able to be connect by internet mail servers and clients; the company may also have
web server, ftp server, etc, which all need to be accessed from internet. We should
configure Virtual Server rules to achieve these applications.

1.3.1.Network Scenario

In the scenario below, network administrator wants the web server (192.168.1.5) to be
accessed from WAN1, and the web server (192.168.1.6) to be accessed from WAN2.
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192. 1
web_g

........

68.1.5

192.168. 1.6
mail server/
SMTP POP3

1.3.2.Configuration steps

Stepl. Go to Configuration > Network > NAT, click Add button to add one NAT rule.

AT

Configuration

[ Note:

IF yau want to configure SHAT, plase go to Policy Route,

|2 add | i

# Mapping Type Interface Criginal IP Mapped IP Protocol Criginal Port Mapped Port

add & riew rule
Page |1 |of1 Show |50 | |items Mo data ko display

Step2. In the rule editing window, fill in all the necessary fields.

Port Mapping Type: Select Virtual Server

Incoming Interface: For the web server, since you want it to be accessed from WANL1,
select wanl.

Original IP: You can choose User Defined, and manually enter the WAN1 IP. Or you
can first create one address object from the Create new Object field, and then choose
this object from the Original IP dropdown list.

Mapped IP: Specify the server IP address. In this case, it’s 192.168.1.5. You may also
first create one object then select from the dropdown list.

Port Mapping: In this case, to avoid conflicting with the http port of USG itself, we
set the original port as TCP 8080, and mapped port as TCP 80.
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() Add NAT 2%

(15 Create new Object »

~
General Settings 1
Enable Rule
Rule Name: weh
Port Mapping Type
Classification: @ virtual Server ) 1:1NAT () Many 1:1 NAT
Mapping Rule
Incoming Interface: wanl v
Criginal IP: User Defined v
User-Defined Criginal IP; 200.0.0.1 (IP Address)
Mapped IF: User Defined w
User-Defined Mapped IF: 192.168.1.5 (IP Address)
Part Mapping Type: Part »
Prokocol Type: TCP ~
Original Part: 8080
Mapped Port; i)
v

N =

Following the steps above, add the virtual server rules for the mail server to forward
SMTP and POP3 from WAN?2 to the server 192.168.1.6.

Configuration

Note:
If yau want to configure SNAT, plase go ko Policy Route.

@ add i )
# Status  Name Mapping Type Interface Qriginal P Mapped IP Protocal Criginal Port Mapped Port
1 Q weh Yirtual Server avan] 200.0.01 19216815 tcp 8030 a0
2 Q miil_stmitgy Wirtuial Server avEn2 200011 19216816 top asMTP aSMTR
3 Q mail_pop3 Wirtual Server avan 200011 19216816 top aPOR3 aPOP3
Page El of 1 Show 50 | items Displaying 1 - 3af 3

Don’t forget to configure corresponding firewall rule to allow the http, smtp and pop3
traffic from WAN to the LAN servers.

Firewall Session Limit

General Settings

Enable Firewall

[T Allov Asymmetrical Route

Firewall Rule Summary

From Zone: any v To Zone: any v

@ Add . Tir & H

Status  Priority = From To Schedule User Source Destination Service ACCESS Log
Q 1 none any any amail aPOP3 alloenye no
Q 2 none any any [ allorne no
Q 3 M none any any c " allarwy no
g AN ZywiaLL none any amy Ay aDefaul_Allow b sllow no
Q E ayan Iywiall none any any any any deny log
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Please not that for the web server forwarding firewall rule, the service is http TCP port
80 instead of TCP 8080. Because in general packet flow, DNAT process precedes
firewall checking.

1.4.Setting up One to One NAT

1.4.1.Network Scenario

One to One NAT makes sure one local IP maps to one unique global IP, no matter the
traffic is outgoing from local to internet, or incoming from internet to local.

Destination Destination
192.168.1.5 200.0.0.1
-4 -%

WAN/200.,0. 0. 1

—

192. 168. 1. 5
web server/
HELp Source o Source
192.168.1.5 200.0.0.1

In the scenario above, we map the WAN global IP 200.0.0.1 to the intranet web server
192.168. 1.5. So, when an http client on the internet wants to access the server, its
original IP is 200.0.0.1. After the USG receives the traffic, it maps the destination
address to 192.168.1.5. When the server replies, its original source IP is 192.168.1.5,
when USG receives it, it will translate the source to 200.0.0.1 and send out to the
internet client.

After the One to One NAT rule is set, the USG will automatically generate a One to
One routing rule in the system, as discussed in section 1.1.2 Routing priority. So
when the server 192.168.1.5 initiates traffic to access internet, if there’s no applicable
policy route, the USG will use this One to One routing, send out the traffic through
the WAN interface 200.0.0.1, and maps the source address to 200.0.0.1.

1.4.2.Configuration Steps

Stepl. Go to Configuration > Network > NAT, click Add button to add one NAT rule.
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O

Configuration

Note:
If you want to configure SMAT, plase go to Policy Route,

|2 add | ]

# Mapping Type Interface Criginal IP Mapped IP Protocol Criginal Port Mapped Port

Add a new rule
Page [I [of 1 Show |80 | items Mo data to display

Step2. In the rule editing window, fill in all the necessary fields.

Port Mapping Type: 1:1 NAT.

Incoming Interface: Select the WAN interface you want the USG to receive the
incoming traffic to the server.

Original IP: You can choose User Defined, and manually enter the WAN1 IP. Or you
can first create one address object from the Create new Object field, and then choose
this object from the Original IP dropdown list.

Mapped IP: Specify the server IP address. In this case, it’s 192.168.1.5. You may also
first create one object then select from the dropdown list.

Port Mapping: In this case, we choose mapping type as “Service”, and service HTTP.

() Add NAT 2%

5] Create new Cbject «

General Settings -~

Enable Rule

Rule Marne: server

Port Mapping Type

Classification: ) Wirkual Server @ 1:1MAT ) Marry 1:1 MAT

Mapping Rule

Incoming Interface: wanl -
Original IP: User Defined w
User-Defined Original IP: 200.0.0.1 (IP Address)
Mapped IP: User Defined w
User-Defined Mapped IP: 192.168.1.5 (IP Address)
Port Mapping Type: Service w
Original Service: HTTP ~  TCP, 80
Mapped Service: HTTP ~ | TCP, 80

Related Settings

[T Friahls MAT | annback T8

Ok ] [ Cancel

Don’t forget to configure corresponding firewall rule to allow the http traffic from
WAN to the LAN server 192.168.1.5.
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Firewall Session Limit

General Settings

Enable Firwall

[C] Allow Asymmetrical Route

Firewall Rule Summary

From Zone: any v Ta Zone: any v

© add ] . N

Status  Priority From To Schecule User Sourcs Destination Service Access Log
o] [ SN al Ak none anvy any e SHTTR allovs o
Q@ 2 aWAN IyWALL none any any any aDefault_Allow b allow na
Q 3 aWAN IpALL none anty any any any deny loy
@ 4 21AN any (Excluding Zy none any any any any deny log
o] 5 aDMZ IyiaLL none any any any aDefault_Alow [ sllow no
] B almz TyialLL none any any any any deny Ingy
] 7 aoMz any (Excluding Zy none any any any any deny log
(o | AVLAN awan none any any any any allow no
Q@ El 2NLAN IyWALL none any any any aDefault_Allow b allow na
@ 10 aWLAN ZvivaLL none an any any any denw ot

1.5.Setting up Many One to One NAT

Many One to One NAT rule equals setting up the corresponding number of One to
One NAT rules.

The number of IP addresses in the original IP Subnet/Range should equal number of
IP addresses in the Mapped Subnet/Range. The first IP in the original range will be
mapped to the first IP in the mapped range, the second IP in the original range will be
mapped to the second IP in the mapped rang... and so on.

1.5.1. Application Scenario

Original range Mapped range

200.0.0. 1 - 192, 168. 1.5

200.0.0.2 -~ 192. 168. 1.6

o 5
200.0.0.5 <« 192.168.1.9

WAN
200.0.0.1
200.0.0.2

200.0.0.5 i U L 1921168.1.5
— —— diemae
i — - e
Ly 192.168.1.9

The scenario above requires that a range of global addresses are mapped to a range of
local addresses with the same number of addresses.
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1.5.2.Configuration Steps

Stepl. Go to Configuration > Network> NAT, click Add button to add one NAT rule.

AT

Configuration

Note:
IF yau want to configure SHAT, plase go to Policy Route,

& add | ]

# Mapping Type Interface Criginal IP Mapped IP Protocol Criginal Port Mapped Port

add & riew rule
Page [t [oF1 Show |50 | |items Mo data ko display

Step2. In the rule editing window, fill in all the necessary fields.

Port Mapping Type: Many 1:1 NAT.

Incoming Interface: Select the WAN interface you want the USG to receive the
incoming traffic to the servers.

Original IP: First create address objects for the original IP range and mapped IP range
from the Create new Object field, and then choose this object from the Original IP
dropdown list.

Mapped IP: Choose the address object from the dropdown list.

Port Mapping: It can only set as any.

) Add NAT
15] Create new Object () Create Address
General Settings Mame: mapped
Enable Rule Address Type: RAMNGE >
Rule Mame: SEFVErS Starting IP Address: 192,168,1.5
End IP Address: 192.168,1.9
Port Mapping Type
Classification: () Wirtual Server ) 1:1 MAT @ Many 1:1 N
Mapping Rule ) Create Address
Incoming Interface: wanl w
Qriginal IP SubnetjRange: criginal ~ | RAMGE, 200,0,0,1-200,0,0.5 Mame: ariginal
Mapped IP Subnet/Range: mapped ~ | RAMGE, 192.168.1.5-192.168.1.10 Address Type: RANGE
Fort Mapping Type: any Starting IP Address: 200.0.0.1
End IP Address: 200.0.0.5

Related Settings

Enable MAT Loopback ()
Configure Firewall [

Below is the NAT rule overview after configuration is done.
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Configuration

[ Note:
If you want to configure SNAT, plase go ta Policy Route,
D add }
* Status  Mame Mapping Type Irtertace Criginal IP Mapped IP Protocol Origiral Port Mapped Port
1 ¥ Serers Many 1:1 AT awenl originel amapped any
Page El of 1 Shaw 50w items Displaying 1 - 1 of 1

After the Many 1:1 NAT rule is set up, a set of one to one routing rules will be
automatically generated in the USG ZyWALL.

Don’t forget to configure corresponding firewall rule to allow traffic from WAN to the
LAN server range.

General Settings

Enable Fireveal

[] Allow Asymmetrical Route

Firewall Rule Summary

From Zone: any v To Zone: any W

@ Add . i {

Status  Priorty - From To Schedule Lser Source Destination Service Access Log
@ 1 SN AL none any any amappet any Al no
[ 2 alWaAN aland none any any aweh aHTTP allow no
@ = awen ZywaLL nane any any any aDefault Al b allow e
[ 4 iR IywWiALL none any any any any deny log
[ 5 alian any (Excluding Zy none any any any any deny log

1.6.NAT Loopback

Company server is located in the local network of the USG ZyWALL. You can create
Virtual server rule or 1:1 NAT rule to allow WAN side clients to connect to the server.
You may also needs the server to be accessed by the local clients via the server’s
global IP address. For example, local clients try to access the company server by its
domain name. The domain name will be resolved to the global IP by DNS. Under this
circumstance, you can enable NAT Loopback.

1.6.1.Network Scenario

Company server (192.168.1.33) is placed in the local subnet, the local client
(192.168.1.33) which is in the same subnet with the server wants to access the server
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via the USG’s global IP address. Enable NAT Loopback can fulfill this application.

—

—

Client

|

Client Server
192. 168. 1. 33 192.168.1.5

1.6.2.Configuration Steps

Stepl. Go to Configuration > Network > NAT, click Add button to add one NAT rule.

[ NAT

Configuration

[ Note:
If you want to configure SHAT, plase go to Policy Route,
i) fdd | L] o
# o p—— Mapping Type Interface Criginal IP Mapped IP Protocol Criginal Port Mapped Port
Page |1 |of1 Show |50 | w litems Mo data ko display

Step2. In the rule editing window, fill in all the necessary fields. And enable NAT
Loopback.

() Add NAT 2 )%
(15] Create new Object +
Rule Mame: SEPVErS 5
Port Mapping Type
Classification: @ wirtual Server ) 111 MNAT ) Marry 1:1 NAT
Mapping Rule
Incoming Interface: wanl »
Criginal IP: User Defined 2
User-Defined Criginal IP: 172.25.27.75 (IP Address)
Mapped IF: User Defined »
User-Defined Mapped IP: 192.168.1.5 (1P Address)
Part Mapping Type: Service w
Criginal Service: SMTP ~ TP, 25
Mapped Service: SMTP ~ | TCP, 25
Related Settings
Enabls NAT Loopback ([
Configure Firewal (1]
v
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After NAT Loopback is enabled, no policy route is needed, USG will automatically
checking routing table. And it will only do SNAT for the local clients in the same
subnet with the server. The source addresses of clients from WAN side and local
clients in the other subnets will remain the original.

1.7.NAT with Proxy ARP

Sometimes user may want to use some non-interface IP as the global IP for some
servers, or want to do SNAT for some local traffic to map the source address to some
non-interface IP.

For example, user has 3 public IP from ISP, 200.0.0.1, 200.0.0.2, 200.0.1.1. User set
200.0.0.1 as WAN 1 IR, 200.0.1.1 as WANZ2 IP. But he/she wants users to use
200.0.0.2 to access the intranet server, e.g. 192.168.1.5, by adding one NAT rule as
below:

Incoming interface: WAN1

Original IP: 200.0.0.2

Mapped IP: 192.168.1.5

In ZLD v2.1x, after user added the NAT rule as above, it will automatically created
one Virtual Interface on the Incoming interface with the non-interface IP. In this
example, it will add one Virtual interface on WANL1, with IP address 200.0.0.2.
However, there’s a disadvantage in this way: after the NAT rule is created, not only
the traffic to access the intranet server will be allowed, but the USG can also be
accessed by this non-interface IP, which brings a security concern that some hackers
may use this non-interface IP to login USG to malicious actions on the USG.
Besides, you cannot map the outgoing traffic’s source IP to a non-interface IP.
Because the USG has no way to know that the non-interface IP belongs to itself.

In ZLD v2.20, after user added the NAT rule as above, it will automatically create
proxy ARP table to make the non-interface IP corresponding the incoming interface’s
MAC. It will only allow the traffic accessing the intranet server in this NAT rule,
other traffic will be dropped by the USG.

Also, in ZLD v2.20, the USG can map outgoing traffic’s source IP to a non-interface
IP by creating proxy ARP table to map the non-interface IP to the outgoing interface’s
MAC.
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1.7.1.Application Scenario

In the secnario below, the company gets 4 IP addresses: 200.0.0.1, 200.0.0.2,
200.0.1.1, 200.0.1.2. The network administrator set WAN1 200.0.0.1, WANZ2
200.0.1.1. And he/she wants the intranet server 192.168.1.5 to be accessed via
WANL1 by IP 200.0.0.2. Also, he/she wants the subnet clients 192.168.2.0/24 to go out
via WAN2, and maps the source IP to 200.0.1.2.

WAN1 200.0.0.1
cess by 200.0.0.2

192.168.1.5

Internet

WANZ 200.0. 1.1
SNAT to 200.0. 1.2

192.168. 2. 0/24

1.7.2.Configuration Steps

Stepl. Go to Configuration > Network > Interface, set up WAN1 and WAN2 address.

Configuration

#

o)
Z
2
=
3

IP Address Mask

1 [ wan! STATIC -- 200.0.0.1 255.255.2950
2 [ wan2 STATIC -- 20001 1 2552852550
3 @ opt STATIC -- 19216541 255.255.255.0
4 [ larr! STATIC -- 19216581 1 2552852550
5 @ lan2 STATIC - 19216521 255.255.255.0
G [ ext-wlan STATIC -- 10.59.0.1 255.255.2950
7 @ omz STATIC - 19216831 255.255.255.0

Step2. To fulfill the requirement that the intranet server could be accessed via WAN1
by the non-interface IP 200.0.0.2, go to Configuration > Network > NAT, add one rule
as below.

Incoming interface: WAN1

Original IP: 200.0.0.2

Mapped IP: 192.168.1.5
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) Add NAT 2)[x
15 Create new Object -
A~
/| Enable Rule

Rule Mame: SEPVEr

Port Mapping Type

Classification: @ Virtual Server 1:1 NAT Mary 1:1 NAT
Mapping Rule
Incoming Inkerface: wanl b
Criginal IP: User Defined w
User-Defined Original IP: 200.0.0.2 (IP Address)
Mapped IF: User Defined v
User-Defined Mapped IP: 192,168.1.5 (IP Address)
Pork Mapping Type: Service w
Original Service: FTP w  TCR,20-21
Mapped Service: FTFP w | TCR, 20-21

Related Settings

/| Enable MAT Loopback [T
Confiqure Firewall [

Check the ARP table. You will see the record for 200.0.0.2.

Houter> show arp-table
Address HWtype HWaddress Flags Mask
192. 168. 1. 33 ether 0@.18:78:86:686:89 C

200.0.0. 254 (incomplete)
chp.0.08.2 * <from_interface> WP

Step3. To fulfill the requirement that the local subnet 192.168.2.0/24 goes out from
WAN2, and source addresses mapped to the non-interface IP 200.0.1.2, go to
Configuration > Network > Routing > Policy Route, add one rule as below.

Source Address: 192.168.2.0/24

Destination: Any

Next Hop: WAN2

SNAT: Address Object WAN2_SNAT (200.0.1.2)
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2 Add Policy Route 2%
[15] Create new Object »

FIEGSE SEIECC ONE MEMDEF: lans v r

Source Address: LAMNZ_SIUBNET v

Destination Address: any w

DSCP Code: any v

Schedule: none »

Setvice! any v

RE-HOp
Type: Interface
Interface: wanz

Auto-Disable

s

DSCP Marking

DSCP Marking: preseryve v
Address Translation
Source Network Address Translation: WANZ_SNAT v al
- Crealte Address 7%
Bandwidth Shaping
Mairnurn Bandwidth: 0 Kbps Mame: WARZ_SHAT
Address Type: HOST £
IP Address: 200.0.1.2

Check the ARP table. You will see the record for 200.0.1.2.

Router> show arp-table
HWtype HWaddress Flaogs Mask
ether B@:1B8:78:86.86:83 C

(incomplete)
<from_interface> il
<from_interface> MP

*

*

1.8.Policy Route vs. Direct Route

Normally, in USG’s routing priority, direct route takes priority over policy routes.
Sometimes, you may need the policy route takes priority over direct route, there’s an
option to allow you to achieve this.

Go to Configuration > Network > Routing > Polity Route, click the icon Show
Advanced Settings. Then enable the function Use Polity Route to Override Direct
Route.
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Lz Show Adwanced Settings

BWM Global Setting

Enable BWM

Configuration

© add L. m @ N
# .~ Status User Schedule Incaming Source Destination DSCP Code Service Mext-Hop DSCP Marking  SMAT B
L any none alan2 SLAN2 SUBNET  any any any awan2 preserve SVVANZ SNAT 0

=] Hide Advanced Settings

BWM Global Setting

Enable BWM

Configuration

Use Policy Route to Override Direct Route

) Add r o =0
# . Status  User  Schedule Incoming Source Destination | DSCP Cade  Service Next-Hap DISCP Marking  SHAT BIAM
g any none alan2. ALANZ SUBNET any any any Smanz preserve iz SHAL 0

1.9.Routing for IPSec VPN

In ZLD v2.20, after you created IPSec VPN rules, you don’t need to add
corresponding Policy Route for routing the VPN traffic any more. The USG will
automatically add Policy Route according to the phase 2 Local/Remote Policy.

—

|POI|cy Route#1 #2,.
[Many 1to 1 NAT#1,...,#r1|

Auto-created VPN route

| Static and dynamlc route |

——

Since Policy Route has higher priority, you can create policy route to override the
system auto generated IPSec VPN routes. Or you can also add policy routes to let
traffic other than in the VPN Phase 2 Local/Remote policy to use this VPN tunnel.
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By default, “Use Policy Route to control dynamic IPSec rules” is enabled, so dynamic
VPN routes will be integrated to the Site-to-Site VPN routes.

If you disable this option “Use Policy Route to control dynamic IPSec rules”,
dynamic VPN routes will be moved to have higher priority in the routing priority
table.

| Policy Route #1,#2, ... #n |
¥

[Many 1to 1 NAT #1,..., #n|
________ .

| Static and dynamic route |

1.9.1. Application Scenario

192.168.1.0/24 192. 168. 4. 0/24

USG is placed at the HQ, local subnet: 192.168.1.0/24.
Remote security gateway ZyWALL 70 local subnet: 192.168.4.0/24.
USG and remote security gateway build IPSec VPN tunnel.

1.9.2.Configuration Steps

On the USG ZyWALL.
Stepl. Go to Configuration > VPN > IPSec VPN > VPN Gateway, add VPN gateway
(Phase 1) rule.
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Configuration

© add - o g =]
# Status MName My address Secure Gateway PN Connection
1 (SJ Default_L2TP_WPh_Gw awan! 0.0.0.0,0000 Defaut_L2TP_%PM_Connection
2 | Q to_70 awwani 17225.2789,0000 ta_70
Page [1 |of1| b bl | Show|S0 | fitems

Displaying 1 - Zof 2

Step2. Go to Configuration > VPN > IPSec VPN > VPN Connection, add VPN
Connection (Phase 2) rule.

Global Setting

Use Policy Route to control dynamic IPSec rules

[T 1gnore "Don't Fragment” setting in packet header [

Configuration

@ add | g @ ) ]
# Status Mame PN Gateway Encapsulstion Algorithm Palicy
1 [gl & Detault_L2TP_WPM_Cannection  Detault_L2TP_WPN_GW TRANSPORT 3DESISHA SDESMDS DESISHA  J
T 1270 1270 TuNEL DES/SHA aLA]_SUBNET subnet 70
Page El of 1 »|  Show 50w items

Displaying 1 -2 of 2

On the ZyWALL 70:
Go to Security > VPN, add VPN phasel and phse2 rules.

¥PN Rules {IKE) | ¥PN Rules {Manual)

SA Monitor Global Setting
Local * : Internet * i Remote
__ Network i -—mm—% . Network

—

VPM Rules
LIRS+ 200 € m172.25.27 9 i»172.25.27 95 B @ g&?
T to_z00 €T3 192188.4.0/255.255.255.0 £Ry 19246840/ 2552552550 Uff F 7 O

Establish the tunnel.

Global Setting

Use Policy Rouke ko control dynamic IPSec rules

[ Ignore "Don't Fragment" setting in packst header g

Configuration
© Add . ] 2 & =
# Status Mame WP Gatennesry Encapsulation Algorithm Policy
1 @ & Default_L2TP_%PM_Connection  Default_L2TP_VPR_GWY TRAMSPORT SDES/SHA ZDESMDS DES/SHA [
2 to_T0 to_T0 TUREL DES/SHA LA
Page of 1 | » | | Show| 50 |w |items

Displaying 1 - Zof 2
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Traffic can go through this tunnel.

C:“Documents and Settings“Administrator>ipconfig

Iindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . . - . . - . . . . = 192.168.1.33
Subnet Mask = 255.255.255.8
Default Gateway - 192 .168.1.1

Ethernet adapter ﬁiﬂﬂ%¥ - =

Media State I Media disconnected
C:“Documents and Settings“Administrator>ping 192 _.168_.4.33
Pinging 192_.168.4.33 with 32 bytes of data:

Reply from 192.168.4.33: hytes=32 time=3ms TTL=126
Reply from 192_.168.4.33: hytes=32 time=2ms TTL=126
Reply from 192.168.4.33: hytes=32 time=2ms TTL=126
Reply from 192.168.4.33: bhytes=32 time=2ms TTL=126

Ping statistics for 192.168.4.33:

Packets: Sent = 4, Received = 4. Lost = B (Bx loss),
Approximate round trip times in milli—seconds:

Minimum = 2ms. Maximum = 3ms. Average = 2ns

1.10. One to One NAT Link Fail Over

1.10.1. Network Scenario

In some cases, network administrator may want to make sure his/her intranet server

always available from outside.

In the scenario below, WANL1 is connected to ISP1, and WAN2 is connected to ISP2.

WAN1: 200.0.0.1. Non-interface IP: 200.0.0.4

WAN2: 200.0.1.1. Non-interface IP: 200.0.1.4

Requirements:

=  Qutside clients can access the intranet server 192.168.1.33 via both WAN1 and
WANZ2 from the non-interface IP, performing load balance for the server access
traffic between WAN1 and WAN2.

= In case WANL fails, the intranet server still can be accessed via WAN2.

=  The source address of the outgoing traffic initiated from the server will be

mapped to the non-interface IP.
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WAN1 200.0.0.1
Access via 200.0.0.4

ISP1
re
ISP2

Internet

server WANZ 200.0.1.1
192. 168. 1. 33 Access via 200.0. 1.4

1.10.2. Configuration Steps

Stepl. Configure WAN1 and WAN2 IP addresses from Configuration > Network >
Interface > Ethernet.

[ Part Rale ] Ethernet [ PRF I Cellular I WLAN I YLAN I Bridge ] fusiliary I Trunk _

Configuration
| 3
3 Status Mame IP Address hask
1 ™) v STATIC --200001 2552552550
2 ) wan2 STATIC --200011 2552852550
3 ™ opt STATIC --192.168.5.1 2552552550
4 ™) lant STATIC -- 18216811 2552852550
£l @ lan2 STATIC -- 18216821 2552852550
1 ™) enxt-vlan STATIC --105801 2552552550
T ™) dmz STATIC - 182168831 2552852550

Step2. Go to Configuration > Network > NAT. Add two NAT 1:1 rules.

L= Create new Object =

Enable Rule ~
Rule Name: Server_primary
Port Mapping Type
Classification: ) wirtual Server @ 1:1 NAT () Many 1:1 NAT
Mapping Rule
Incoming Interface: wanl W
Criginal IP; User Defined w
User-Defined Original 1P: Z00,0.0.4 (IF Address)
Mapped IP: User Defined »
User-Defined Mapped IP: 192,166.1.33 (IF Address)
Port Mapping Type: Service W
Criginal Service: FTP w TP, 20-21
Mapped Service: FTP W TCP,20-Z21
Related Settings
Enahle NAT Loopback ()
Confiqure Frewall [T1 b
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(15] Create new Object »

-~
/| Enable Rule
Rule Mame: server_backup
Port Mapping Type
Classification: 1 Virtual Server @ 1:1NAT () Many 1:1 NAT
Mapping Rule
Incoming Interface: wWanz v
Criginal IP: User Defined »
User-Defined Original IP: 200.0.1.4 (IP Address)
Mapped IP: User Defined w
User-Defined Mapped IF: 192,168.1.33 (IP Address)
Port Mapping Type: Service W
Criginal Service: FTP w TCP,20-21
Mapped Service: FTP W TCP,20-21
Related Settings
7] Enable NAT Loopback [[)
Confiqurs Firewall [T b
o Add
# Status  Mame Mapping Type Irterface Criginal [P Mapped [P Pratocal Original Port Mzpped Port
1 g SErver_primary 11 MAT = En] 200004 1921681 33 tcp aFTp aFTP
2 @ zerver_hackup 1:1 MAT awan? 200014 1921651.33 tcp aFTP afTp

Page |1 |ofi Show 50 |items Displaying 1 - 2 of 2

Please note that after the two NAT 1:1 rules are added, system will automatically
generate two 1:1 routing rules as below:

Source: 192.168.1.33 (server IP)| Destination: any| Next hop: wanl

Source: 192.168.1.33 (server IP)| Destination: any| Next hop: wan2

To prevent the traffic from the server to any always match the first 1:1 routing rule,
we need to add one policy route to over write these two 1:1 routings.

Step3. Go to Configuration > Network > Interface > Trunk, add one customized WAN

trunk.

Fort Role | Ethernet | FFF | Cellular | WLAN | YLAN | Bridge | Buxiliary | Trunk _

[ Show Adwvanced Settings

Configuration
¥ Enable Link Sticking [
Tirmeout: 300 (30600 seconds) (1)
Default WAN Trunk

Default Trunk Selection
@ SYSTEM_DEFALULT _WAH_TRUNK

() User Configured Trurk

User Configuration
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Name: trunk_cust

Load Balancing Algarithm: Least Load First £vs

e Add o

3 Member Mode Ingress Bandwwidth Egress Bandwicth
1 wean] Active 1043576 kphs 1043576 kphs
2 wran2 Active 1043576 kphs 1043576 kphs

Page |1 of 1 show &80 | W |items Displaying 1 - 2 of 2

Step4. Go to Configuration > Network > Routing, add one policy route as below:
Source: 192.168.1.33(server)| Destination: any| Next hop: <the newly added WAN
trunk>| SNAT: None.

& ndd
# « | Status User Schedule Incoming Source Destinstion DSCP Code Service Mext-Hop DSCP Marking  SMAT BN

1 L I any none any aftp_svr any any any atrunk_cust preserve none o

Page |1 |ofl Show 50w |items Displaying 1- 1 of 1

Please not that we set the SNAT to be None, because we still need the 1:1 NAT

mapping to translate the server’s outgoing traffic source address.

1.11. Accessing IPSec VPN Peer Subnet From SSL

VPN Clients

1.11.1. Application Scenario

USG ZyWALL is placed as the HQ gateway. Branch office builds IPSec VPN tunnel
to HQ office. Local subnets of branch office and HQ office can communicate via the
IPSec VPN tunnel.

SSL VPN client builds SSL VPN full tunnel to HQ to access HQ local subnet
resources. Besides, the SSL VPN client also wants to access Brach office local
resources first via SSL VPN full tunnel to HQ, then via the IPSec VPN tunnel to
branch office.
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—_SSL VPN
“ client

Let’s assume the IP information is as below:
HQ office:

WAN: 172.25.27.126

LAN: 192.168.1.0/24

SSL VPN range: 10.0.0.1~10.0.0.10

Branch office:

WAN: 172.25.27.99

LAN: 192.168.10.0/24

1.11.2. Configuration Steps

Configuration varies when the branch security gateway is a USG ZyWALL and when
it’s a ZyNOS ZyWALL (policy based). We will discuss the two situations below:

1.11.2.1. When Branch is a USG ZyWALL

On HQ USG:

Stepl. Go to Configuration > Object > Address, add two address objects. One is
ssl_pool (range 10.0.0.1~10.0.0.10), the other is branch office subnet
subnet_branch(192.168.10.0/24)

Address Address Group
Configuration
@ Add i
# Mame Type Address
1 DMZI_SUBMET INTERFACE SUBMET dmz-192.166.3.0/24
2 EXT_\WLAM_SUBMET INTERFACE SUBMET ext-wlan-10.59.0 0/24
3 LANT _SUBNET INTERFACE SUBMET lar1-192 168 1 .0/24
4 LANZ_SUBMET INTERFACE SUBMET lan2-192.166 2.0/24
5 WLAN-1-1_SUBMNET INTERFACE SUBMET wlan-1-1-10.59.1.0/24
[} 33l_pool RANGE 10001100010
7 subnet_branch SUBMNET 192.168.10.0/24

All contents copyright (c) 2010 ZyXEL Communications Corporation.



ZyXEL ZyWALL USG Support Notes

Step2. Go to Configuration > Object > User/Group, add SSL VPN user account, e.g.
“test”.

User Graup Setting

Configuration
@ Add . i
LS User Mame De=crigtion
1 admin Administration account
2 Idap-users External LDAP Users
3 radius-users External RADIUS Users
4 A-LIZEr External AD Llzet:
) | test Local User |

Step3. Go to Configuration > VPN > SSL VPN > Access Privilege, add one SSL VPN
rule.

Enable Network Extension (full tunnel).

In the Network List, make sure the subnet_branch object (192.168.10.0) is selected.

() Edit Access Policy 7

(5] Create new Object

Configuration
Enable Palicy
Name: test

[ 3ain S5L_¥PH Zone

Diescripkion: Mew Create {Dptional)

[] Clean browser cache when user logs out [

User/Group

Selectable User/Group Objects Selected User /Group Objects
=== Object === === Object ===

admin test

Idap-users

radius-users

N -..-4.—..4.’ S

S e e e - T AT
Metwork Extension {Dptional)
Enable Metwork Extension
Assign IP Poal; ssl_poal w RAMGE 10.0.0.1-10.0.0.10
DRS Seruer 1t none a
DNS Setver 2: none v
WINS Server 1 nong v
WINS Server 2: none v
Metwork List
Selectable Address Objects Selected Address Objects
EXT_WLAN_SUBMET LAM1_SUBMET
DMEZ_SIUBMET LAMNZ_SUBMET
WLARN-1-1_SUBKET subnet_branch
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Step4. Go to Configuration > VPN > IPSec VPN > VPN Gateway, add phasel rule to
branch office.

Configuration

@ Add . /]
# Status MName My address Secure Gatevvay 4P Connection
il M) Default_L2TP_WPh_Gid =2wan! 0.00.0,0000 Defautt_L2TP_WPN_Connection
2 | 1% to_branch awanl 17225.2799,0000 to_branch
Page of 1 Show 50 | w items Displaying 1 - 2 of 2

Go to Configuration > VPN > IPSec VPN > VPN Connection, add corresponding
phase2 rule to branch office. Local/Remote policy: 192.168.1.0/192.168.10.0

Global Setting

Use Palicy Route to control dynamic IPSec rules

[T gnore "Don't Fragment” setting in packet header [

Configuration

@ Add . ir g e
A Status Mame WPN Gateweary Encapsulation Algorithm Policy
1 ) & Defaut_| 2TP_%Ph_Connection  Detault_L2TP_WPR_GW TRANSPORT 3DES/SHA SDESMDS DES/SHA  J
2 @ to_branch to_kranch TUMMEL DESISHA al A1 _SUBNET/Rsubnet_branck
Page of 1 Shaow |50 v items Displaying 1 - 2 of 2

Step5. Go to Configuration > Network > Routing > Policy Route, add one policy
route to route the SSL VPN traffic (sent from SSL VPN client to the branch office
local subnet) to the IPSec VPN tunnel to_branch.

Source: ssl_pool (10.0.0.1~10.0.0.10)

Destination: subnet_branch (192.168.10.0/24)

Next Hop: IPSec VPN tunnel to_branch

SNAT: none

[ show advanced Settings

BWM Global Setting

Enable BY/M

Configuration

) Add . L] o N
# » | Status | User Schedule Incoming Source Destination DECP Code Service Mesd-Hop DECP Marking | SNAT =000
1 @ |any none any ass|_pool asubnet_branc any any to_aranch preserve none 0
Page af 1 Show 50 | items Displaying 1 - 1 of 1

On branch office USG:
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Stepl. Go to Configuration > Object > Address, add two address objects. One is
subnet_HQ (192.168.1.0/24), the other is ssl_pool (10.0.0.1~10.0.0.10).

Configuration

& Add |

# Mame « Type Addddress
1 DMZ_SUBNET IMTERFACE SUBMNET dmz-192.168 3.0/24
2 EXT _\WAWLAR_SUBMET INTERFACE SUBMET ext-wlan-10.58.0 0124
3 LAn _SUBMET IMTERFACE SUBMET lan1-192.168 10.0/24
4 LAN2_SUBMET IMTERFACE SUBMNET lan2-192.168 20524
) WL AN-1-1_SUBRET INTERFACE SUBMET welan-1-1-10.99.1.0/24
G} =sl_pool RANGE 10.0.01-10.0.0.10
7 subnet_HE SUBMET 192 1651 0/24

Page of 1 Show 50w items Displaying 1 - 7 of 7

Step2. Go to Configuration > VPN > IPSec VPN > VPN Gateway, add one phasel
rule to HQ.

Configuration

@ Add i
* Status MName My address Secure Gateway PN Connection
1 W Detautt_L2TP_WPRN_GW awan 0.00.0,0000 Detautt_L2TP_WPM_Connection
2 | @ to_Ha awan 172.25.27.126,0000
Page Ll of 1 Show | 50w ikems Displaying 1 - 2 of 2

Go to Configuration > VPN > IPSec VPN > VPN Connection, add corresponding
phase2 rule to HQ. Local/Remote policy: 192.168.10.0/192.168.1.0.

Global Setting

Use Palicy Route to control dynamic IPSec rules

[] Ignere "Don't Fragment” setting in packet header D

Configuration

@ add . i g &
# Status Mame WPN Gateweay Encapsulation Algorithm Policy
1 LT Default_L2TP_YPM_Connection  Default_L2TP_YPh_G\W TRANSPORT SDES/SHA SDESMDS DES/ZHA
2 |'\s] & to_HQ to_H@ TUMMEL DES/SHA alah _SUBMET/subnet_HG
Page of 1 Show | 80 | w items Displaying 1 - 2 of 2

Step3. Go to Configuration > Network > Routing > Policy Route, add one policy
route to route the SSL VPN traffic (from local subnet to the SSL VPN client) back to
the IPSec VPN tunnel.

Source: LAN1_Subnet (192.168.10.0/24)

Destination: ssl_pool (10.0.0.1~10.0.0.10)

Next Hop: IPSec VPN tunnel to_ HQ

SNAT: none
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Show Advanced Settings

BWM Global Setting

Enable BY/M
Configuration

© add [ Ede W Remove @ Activate @ Inactivate N Move

# + | Status | User | Schedule | Incoming ‘ Source Destination DECP Code Service Mesd-Hop DECP Marking  SMAT ‘ Efitd |
1 @ | any none any o any any to_HQ preserve none a |
U4 4 | Page of 1| [ Pl Show items Displaying 1 - 1 of 1

After all the settings on HQ and branch USG, user can verify the result.
Dial up the IPSec VPN tunnel.

© add [ Edv W Remove @ Activate @ Inactivate & Connect @ Disconnect [T Object Reference

# | Status ‘ NMame | WPN Gateway | Encapsulation Algorithm Policy
1 e Default_L2TP_WPN_Connsction  Defautt_L2TP_WPN_GWW TRANSPORT 3DESSHA 3DESMDS DESISHA  /
2 @ El to_HE ta_HG TURNNEL DES/SHA alAN1_SUBMNET/R subnet_HG

4 4 | Page El af 1 bl show items Displaying 1 - 2 of 2

SSL client builds a full tunnel to the HQ USG.

F& ZyWALL SecuExtender Status |

— Conhhection Statu
SecuE stender IP Address: 1000.0.1
DMS Server 1: 0.0.0.0
DMS Server 2 0.0.0.0
WINS Server 1: 0.0.0.0
WINS Server 2: 0.0.0.0
Metwark 1: 1592.168.1.0/255.255.255.0
Metwark. 2: 192.168.2.0/255.255.256.0
Metwark. 3: 192.168.10.0,/255. 255.256.0
Metwork 4: Mat configured
— Activity
Connection Time 00:04:13
Tranzmitted 4983 Bytes 39 Packets
Received 496 Bytes 8 Packets

The SSL VPN client can access both the HQ USG local resources 192.168.1.0/24,
192.168.2.0/24, and the branch office USG local resources 192.168.10.0/24.
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PPP adapter {567A1C?0-B4A8-4FEA-B362-1B773853884A3:

Connection—specific DNS Suffix

IP Address. . . . « . . . . . 18.8.8.1

Subnet Mask . . . . . . - 255.255 255255
Default Gateway . . . . . -

IC-“Documents and Settings“Administrator>ping 172.168.1.1
Pinging 192_168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: bytes=32 time=bms TTL=64
Reply from 192.168.1.1: bhytes=32 time=5ms TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = 2. Received = 2, Lost = B <(Bx loss).
Approximate round trip times in milli-seconds:

Minimum = %ms. Maximum = Sms, Average = Sms
Control-C
™G
IC-“Documents and Settings“Administrator>ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
Reply from 192.168.2.1: bytes=32 time=0tms TIL=64
Ping statistics for 192.168.2.1:
Packets: Sent = 1. Received = 1, Lost = B {(Bx loss).
Approximate round trip times in milli—seconds:
Minimum = Sms. Maximum = Sms. Average = Sms

IC=*Documents and Settings“Administratorping 192.168.18_.33

Pinging 192_168.18.33 with 32 bytes of data:

Reply from 192.168.18.33: bytes=32 time=14ms TTL=125
Reply from 192.168.18.33: bytes=32 time=10ms TTL=125

Ping statistics for 192.168.18.33:

Packets: Sent = 2. Received = 2, Lost = B (Bx loss>.
fpproximate round trip times in milli-seconds:

Minimum = 1@ms, Maximum = 14ms. Average = 12ms
Control-C
~C
C:“Documents and Settings~Administrator>

1.11.2.2. When Branch is a ZyNOS ZyWALL

On the HQ USG:

Stepl. Go to Configuration > Object > Address, add two address objects. One is
ssl_pool (range 10.0.0.1~10.0.0.10), the other is branch office subnet
subnet_branch(192.168.10.0/24)

Configuration

=) Add

# Name Type Address
1 DMZ_SUBKET INTERFACE SUBMET dmz-192168 3.0/24
2 EXT_\WLAN_SUBMET INTERFACE SUBMET ext-wlan-10.59.0 024
3 LANT _SUBNET INTERFACE SUBMET lan1-192.168.1 0724
4 LAN2_SUBNET INTERFACE SUBMET lan2-192 168 2.0/24
) WLAN-1-1_SUBMET INTERFACE SUBMET wilan-1-1-10.99.1.0/24
[} ssl_pool RANGE 100.01-1000410
7 subnet_branch SUBMNET 192163 10.0/24
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Step2. Go to Configuration > Object > User/Group, add SSL VPN user account, e.g.
“test”.

User Graup Setting

Configuration
@ Add . i
LS User Mame De=crigtion
1 admin Administration account
2 Idap-users External LDAP Users
3 radius-users External RADIUS Users
4 A-LIZEr External AD Llzet:
) | test Local User |

Step3. Go to Configuration > VPN > SSL VPN > Access Privilege, add one SSL VPN
rule.

Enable Network Extension (full tunnel).

In the Network List, make sure the subnet_branch object (192.168.10.0) is selected.

() Edit Access Policy 7

(5] Create new Object

Configuration
Enable Palicy
Name: test

[ 3ain S5L_¥PH Zone

Diescripkion: Mew Create {Dptional)

[] Clean browser cache when user logs out [

User/Group

Selectable User/Group Objects Selected User /Group Objects
=== Object === === Object ===

admin test

Idap-users

radius-users

N -..-4.—..4.’ S

S e e e - T AT
Metwork Extension {Dptional)
Enable Metwork Extension
Assign IP Poal; ssl_poal w RAMGE 10.0.0.1-10.0.0.10
DRS Seruer 1t none a
DNS Setver 2: none v
WINS Server 1 nong v
WINS Server 2: none v
Metwork List
Selectable Address Objects Selected Address Objects
EXT_WLAN_SUBMET LAM1_SUBMET
DMEZ_SIUBMET LAMNZ_SUBMET
WLARN-1-1_SUBKET subnet_branch
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Step4. Go to Configuration > VPN > IPSec VPN > VPN Gateway, add phasel rule to
branch office.

Configuration

@ Add [ L |
# Status MName My address Secure Gatevvay 4P Connection
il M) Default_L2TP_WPh_Gid =2wan! 0.00.0,0000 Defautt_L2TP_WPN_Connection
2 | Q to_branch awanl 17225.2799,0000 to_branch
Page of 1 Show 50 | w items Displaying 1 - 2 of 2

Go to Configuration > VPN > IPSec VPN > VPN Connection, add two phase2 rules
to branch office.

First rule for HQ to branch, Local/Remote policy: 192.168.1.0/192.168.10.0
Second rule for ssl vpn client to branch, Local/Remote policy:
10.0.0.1~10.0.0.10/192.168.10.0

Global Setting

Use Policy Route ko control dynamic IP3ec rules

[] Tgnore "Don't Fragment” setting in packet header 1)

Configuration

@ add ] o @
* Status Mame WPM Gateseay Encapsulation Alggorithim Policy
1 W & Detaut_L2TP_WPM_Connection  Default_L2TP_wPN_GWY TRANSPORT 3DESISHA 3DESMDS DES/SHA
2 Q & hey_to_kranch to_branch TUMMEL DES/SHA, alAh _SUBMETfa subnet_branct
3 Q @ =5_to_branch to_branch TUMMEL DESISHA
Page El of 1 Show 50 | w items Displaying 1 - 3of 3

On branch office ZyNOS ZyWALL:
Go to Security > VPN > VPN rules(IKE), add phase 1 rule to HQ.

¥PN Rules (IKE) | ¥PN Rules (Manual} SA Monitor Global Setting

¥PN Rules

Local * Internet ]
et : - 4 et

* =
ta_hq Quz‘zszrgg @172.25.27.125 |§9 ﬁ %?

Add two phase2 rules.

One is for traffic from branch to HQ. Local/Remote policy: 192.168.10.0/192.168.1.0
The other is for traffic from branch to ssl vpn client. Local/Remote policy:
192.168.10.0/10.0.0.1~10.0.0.10.
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¥PN Rules {(Manual) SA Monitor Global Setting

¥PN Rules

Internet
WVEN Tunnel

After the settings above are done on both HQ USG and branch ZyNOS ZyWALL, we
can verify whether the SSL VPN client can access the remote local resources.

SSL client builds a full tunnel to the HQ USG.

Fd ZyWALL SecuExtender Status |

— Connection Statu

SecuE stender |P Address: 10.0.0.1
DNS Server 1: 0.0.0.0
DNS Server 2: 0.0.0.0
WINS Server 1: 0.0.0.0
WINS Server 2 0.0.0.0
Metwark. 1: 192.168.1.0/255.255.256.0
Metwark 2: 1592.168.2.0/255.255.285.0
Metwark. 3: 192.168.10.0,/255.255.255.0
Mebwork. 4: Mot configured
— Bctivity
Connection Time 00:04:13
Transmitted 4983 Bytes 39 Packets
Feceived 496 Butes 8 Packets

The SSL VPN client can access both the HQ USG local resources 192.168.1.0/24,
192.168.2.0/24, and the branch office USG local resources 192.168.10.0/24.
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PPP adapter {567A1C?0-B4A8-4FEA-B362-1B773853884A3:

Connection—specific DNS Suffix

IP Address. . . . « . . . . . 18.8.8.1

Subnet Mask . . . . . . - 255.255 255255
Default Gateway . . . . . -

IC-“Documents and Settings“Administrator>ping 172.168.1.1
Pinging 192_168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: bytes=32 time=bms TTL=64
Reply from 192.168.1.1: bhytes=32 time=5ms TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = 2. Received = 2, Lost = B <(Bx loss).
Approximate round trip times in milli-seconds:

Minimum = %ms. Maximum = Sms, Average = Sms
Control-C
™G
IC-“Documents and Settings“Administrator>ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
Reply from 192.168.2.1: bytes=32 time=0tms TIL=64
Ping statistics for 192.168.2.1:
Packets: Sent = 1. Received = 1, Lost = B {(Bx loss).
Approximate round trip times in milli—seconds:
Minimum = Sms. Maximum = Sms. Average = Sms

IC=*Documents and Settings“Administratorping 192.168.18_.33

Pinging 192_168.18.33 with 32 bytes of data:

Reply from 192.168.18.33: bytes=32 time=14ms TTL=125
Reply from 192.168.18.33: bytes=32 time=10ms TTL=125

Ping statistics for 192.168.18.33:

Packets: Sent = 2. Received = 2, Lost = B (Bx loss>.
fpproximate round trip times in milli-seconds:

Minimum = 1@ms, Maximum = 14ms. Average = 12ms
Control-C
~C
C:“Documents and Settings~Administrator>
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2. Deploying EPS

2.1.EPS Introduction

EPS is short for Endpoint Security.

Endpoint refers to PCs, laptops, handhelds, etc. Endpoint Security is a security
concept that assumes each endpoint is responsible for its own security. Network
administrator can set restrict policies to allow only the endpoints that comply with its
defined security requirements to access network resources. The endpoint security
requirement items may contain current anti-virus state, personal firewall, and
operating system patch level, etc.

For example, a local endpoint doesn’t have any anti-virus software installed. If it surfs
internet, there’s a high risk that it may be infected with viruses. Then the viruses may
be propagated among the entire local network.

Another example is in SSL VPN case. If the SSL VPN client doesn’t have anti-virus
software installed, when it accesses the HQ local resources through SSL VPN tunnel,
it may propagate the virus to HQ local subnet.

To prevent such undesired situation, the network administrator can use EPS checking
to restrict endpoints’ network access privileges. Only the compliant endpoint can get
authority to access certain network resources.

2.1.1.EPS --- WebGUI

Go to Configuration > Object > Endpoint Security to create EPS objects, which can
later be used in User Aware and SSL VPN applications.

EPS Object Summar ¥

# Ohject Natne Descri iption Endpoint Operating System

Below is the EPS editing page.

For the Passing Criterion, you can choose “Endpoint must comply with at least one
checking item”, or “Endpoint must comply with all checking items”.

If you choose “Endpoint must comply with at least one checking item”, then the client

can pass the EPS checking as long as it matches at least one checking items that listed
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below the Passing Criterion.
If you choose “Endpoint must comply with all checking items”, then the client must
comply with all the checking items listed below to pass the EPS checking.

General Settings
Ohiject Mame: nkernet_windows_check

Drescripkion:

Passing Criterion
@ Endpoint musk comply with at least one checking item

Endpaint musk comply with all checking items

The first checking item is Operating System. You can select Windows, Linux, Mac
OSX, and other OS.

If you choose OS as Windows, you can define the OS checking item in detail for its
version and service pack.

Windows Version includes Windows 2000, Server 2003, XP, Vista, Windows 7,
Server 2008 and Server 2008 R2.

Endpoint must update to Windows Service Pack- We can enter the minimum
Windows service pack number the user's computer must have installed. The user's
computer must have this service pack or higher.

Checking Item - Operating System

Endpoint Operating System: Windows| ~
windaw Version: Windows
] . ) Limz .
Endpoint musk update to Windows Service Pack: for at least 3PZ update, blank For don't care)

Mac O5x
COthers

The other checking items vary according to the OS you selected.
If OS checking item is selected as Windows, there’re additional checking items as the
following:
=  Windows Update and Security Patch
= Personal Firewall
Personal firewall support list

»  Kaspersky_Internet_Security v2009

»  Kaspersky_Internet_Security v2010

*  Microsoft_Security Center

*  Windows_Firewall

*  Windows_Firewall_Public

56
All contents copyright (c) 2010 ZyXEL Communications Corporation.



ZyXEL ZyWALL USG Support Notes

*  TrendMicro_PC-Cillin_Internet_Security_v2010
*  TrendMicro_PC-Cillin_Internet_Security_Pro_v2010
= Anti-Virus Software
Anti-Virus Software support list
+ Kaspersky_Anti-Virus_v2009
» Kaspersky Anti-Virus_v2010
» Kaspersky_Internet_Security v2009
+ Kaspersky_Internet_Security v2010
» TrendMicro_PC-Cillin_AntiVirus_v2010
* TrendMicro_PC-Cillin_Internet_Security v2010
* TrendMicro_PC-Cillin_Internet_Security Pro2010
* Norton_AntiVirus, 2010
* Norton_Internet_Security, 2010
* Norton_360 Version, version 3
» Avria AntiVir Personal_v2009

@cking Item - Windows Update and Security Patl:_E)

Windows Update Settings
V| Endpoint must enable Windows Auto Update

Windows Security Patch that endpoint must have
) Add
# Windows Security Patch

Page |1 | of1 Show | 50 |items Mo daka to display

Example:
"windows Security Patch” | KBSAEZ

@:cking Item - Personal Firew@

V| Endpoink must have Personal Firewall installed

Available Allowed Personal Firewall List
Micrasoft_Security_Center Kaspersky_Internst_Security w2009
TrendMicro_PC-cilin_Internet_Security_Pro_v2010 Kaspersky_Internet_Security w2010
TrendMicro_PC-cillin_Internet_Security_w2010
Windows_Firewall
windows_Firewall_Public
Endpaink needs to match any of the personal Firewall
@ecking Itend - Anti-Yirus 50ftwa|9
| Endpaint must have Anti-¥irus software installed
Available Allowed Anti-¥irus Software List
Avira_ankivir_Personal w2009 - Kaspersky _Anki-wirus_»z009
kaspersky _Inkernet_Secority w2009 kaspersky _Anki-wirus_»2010
Kaspersky_Internet_Security_w2010

Micrasaft_Security_Center
Markon_360_v3

If OS checking item is selected as Linux, there’re additional checking items as the
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following:
= Application
*  Process that endpoint must execute

*  Process that endpoint cannot execute

=  File Information
Checking Item - Operating System

Endpoint Operating System:

Lirne: b
@ecking Item - npplicati@
@cess that endpoint must euecu@
e Add
# Trusted Process -
Page |1 | of1 Show| 50w items Mo data to display
@ucess that endpoint cannot execu@
) Add
# Forkidden Process -
Page |1 | ofl Show| 50w items

Mo data to display

m "Filename extension” is unnecessary on process check when 05 type is "Windows".

@ecking Item - File Infurmati@

e Add
# Filz Path - Opetation | File Size Operation | File Yersion
Page |1 |of1 Show| 50w items Mo data to display
Example:

"File Path" : Ci\Program FilesiInternet Exploreriiexplore. exe
"File Size" : 1-1073741524 bytes
"File Wersion" : 6.0,2900.2130

If the OS checking item is selected as Mac OSX or Others, there’s no additional
checking item.

General Settings
CObject Mame: test

Description:

Passing Critetion
@ Endpoint musk carmply with at lzast one checking item

(7) Endpoint must camply with all checking items

Checking Item - Operating System

Endpaint Operating Syskern: Others

2.1.2.EPS --- CLI
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You can use the CLI below to check your USG EPS information.

Router> show eps signature status

This command shows the current EPS signature status, including version, release date
and signature numbers on your USG.

Router> show eps signature status
EPS signature information:
Current version : [.0.0.2

Helease date . 2B3-1-21
aignature numbers : 13 .
Houter> show eps signature personal -firewal |

Router> show eps signature personal-firewall
This command shows current EPS signatures for personal firewall checking.

Houter> show eps signature personal-firewal |
Oetection

Kaspersky_[nternet_Security_uc@Pg
Kaspersky_[nternet_Security uc@10@
Microsoft_Security_Center

Windows_Firewal |
TrendMicro_PC-cillin_Internet_Security u2@10@
TrendMicro_PC-cillin_Internet_Security Pro u2@10@
Windows_Firewal | Public

N -F~Largy—

Router> show eps signature anti-virus
This command shows the current EPS signatures for anti-virus program checking.

Houter> show eps signature anti-virus .
Oetection

Norton_PAnti-Uirus_ucd1@
Norton_[nternet_Security v2@10@

Norton_36@_u3

Microsoft_Security_Lenter

TrendMicro_PC-cil lin_AntiVirus_u2@I@
TrendMicro_PC-cil lin_Internet_Security ue@lf
TrendMicro_PC-cil lin_Internet_Security Pro_ucB10@
Auira_Antivir_Personal _uch@g
Kaspersky_Anti-Uirus_ucd|B
Kaspersky_Internet_Security_uc@|B
Kaspersky_Anti-Uirus_ucBPY
Kaspersky_Internet_Security_ucl@g

l
2
3
4
5
b
?
B
g
l
l
l

NOTE: If the Detection status is “no”, it means this EPS signature can only detect
whether the software is installed, but it cannot detect whether it’s active or not. If the
Detection status is “yes”, it means this EPS signature can detect whether the software

is installed, as well as detect whether it’s active or not.
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2.1.3.EPS Application Note

1. If you want to use EPS feature, no matter in User Aware application or in SSL
VPN application, you should install Java, and make sure Java is enabled in your
browser.

2. Although EPS checking is achieved by EPS signatures, it doesn’t need license.
The signature is updated with firmware upgrade.

2.2.Deploy EPS in User Aware

To protect company network, the administrator can set Authentication Policies to
restrict clients that not only pass user aware authentication, but also pass EPS
checking, can reach certain network resources, such internet, or DMZ serves.

2.2.1.Application Scenario

The company has LAN zone and DMZ server zone. The network administrator makes
restrictions as following:

Only clients that have anti-virus software installed can access the servers in DMZ
zone.

Only clients that have both anti-virus software and personal firewall installed can
access internet.

DMZ server zone

LAN Zone

2.2.2.Configuration Steps

Stepl. Go to Configuration > Object > Endpoint Security, add EPS objects.
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Add EPS object that complies with DMZ checking requirements.

=" Edit EPS

[ show Advanced Settings

General Settings

Object Mamne: DMZ_check

Descripkion:

Passing Crikerion

() Endpaint musk camply with at least one checking item

Endpoint must comply with all checking items

Checking Item - Operating System
Endpoint Operating System: indows
Window Version: Windows %P

Endpoint must update to Windows Service Pack:

Checking Item - Windows Update and Security Patch

Windows Update Settings
Endpoint must enable Windows Auto Update

Yindows Security Patch that endpoint must have
@) Add
# Windows Security Patch -

Page |1 of 1 Show | 50w |ikems

Example:
"Windows Security Patch” ; KBSES2

Checking Item - Personal Firewall

Endpoint must have Personal Firewall installed

w

(ex: 2 For at least SPZ update, blank for don't care)

Mo data o display

Available Allowed Personal Firewall List

Kaspersky _Inkernet_Security w2009 i
Kaspersky _Inkernet_Security_w2010
Micrasoft_Security_Center
TrendMicra_PC-cillin_Internet_Security_Pro_w2010
TrendMicra_PC-cillin_Internet_Security w2010

Endpoint needs to match any of the personal firewall

Checking Item - Anti-¥irus Software

V| Endpoint must have Anti-Yirus software installed

Available Allowed Anti-¥irus Software List
Awira_Antivir_Personal_w2009 -~

Kaspersky _fnti-¥irus_»2009
Kaspersky _fnti-virus_»2010

Kaspersky _Inkernet_Security_w2009
Kaspersky _Inkernet_Security_w2010

Endpaint needs to match any of the anti-virus

Add EPS object that complies with internet checking requirements.
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=/ Edit EPS 7%

[ show advanced Settings

A~
General Settings
Object Mame: internet_chedk
Description:
Passing Criterion
() Endpaint rust cormply with at lzast one checking item
@ Endpoint must comply with all checking items
Checking Item - Operating System
Endpoint Operating System: indows >
Window Version: Windows %P w
Endpoint must update to Windows Service Pack: (ex: 2 For at least SPZ update, blank for don't care)
Checking Item - Windows Update and Security Patch
Windows Update Settings
[] Endpaint must enable \Windaws Auta Update
Windows Security Patch that endpoint must have
) Add T
# Windows Security Patch
Page |1 | of1 Show | 50 | w |items Mo data ko display
Example:
"windows Security Patch” @ KBSES2
Checking Item - Personal Firewall
Endpoint rmust have Personal Firewall installed
Awailable Allowed Personal Firewall List
Kaspersky _Inkernet_Security_w2009 -~
Késpersky_lnter.net_Security_VZD10
Microsoft_Security _Center
TrendMicro_PC-cilin_Internet_Security_Pro_v2010
TrendMicro_PC-cilin_Internet_Security_w2010 2
Endpaint needs to match any of the personal Firewal
Checking Item - Anti-Yirus Software
Endpoint rmust have Anki-Yirus software installed
Awailable Allowed Anti-¥irus Software List
Awira_Antivir_Personal w2009 -
Kaspersky _fnti-Yirus_»2009
Kaspersky _fnti-Yirus_»2010
Kaspersky _Inkernet_Security_w2009
Kaspersky _Inkernet_Security_w2010 2
Endpoint needs to match any of the anti-virus
|
EPS object summary.
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EPS Object Summary

@ add . i
# Ohject Mame Description Endpoint Operating System
1 DMZ _check wvincovys
2 internet_check wwinclowy s
Page El of 1 Show |50 |ikems Displaying 1 - 2 of 2

Checking Failure Message

Endpoint Security checking Failed, Please contact administrator for help,

Step2. Go to Configuration > Authentication Policy, enable Authentication Policy.

General Settings

| Enable Authentication Policy |

Add authentication policies for DMZ access and internet access checking.

General Settings

Enable Palicy
Description: DMZ_access {Optional)

User Authentication Policy

Source Address: LaN1_SUBMNET w | INTERFACE SUBMET, 192,165.10.0/24
Destination Address: DMZ_SUBNET w | INTERFACE SUBMET, 192,1658.3.0/24
Schedule: none v | MNiA

Authentication: required v

Force User Authentication (7]

Endpoint Security {(EPS)
Enable EPS Checking
[] Periadical checking time 1 (1-1440 minutes)
Available EPS Object Selected EPS Object
internet_check DMZ_check

®E
©B

Endpoint needs to match at least one EPS object.
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General Settings

| Enable Policy

Descripkion; internet_access (Optional)

User Authentication Policy

Source Address: LAM1_SUBMET ~ | INTERFACE SLUBMET, 192.168.10.0§24
Destination Address: any w  NfA

Schedule: nane w  NfA

Authentication: required >

| Force User Authentication [

Endpoint Security (EPS)

| Enable EPS Checking

Periodical checking time 1 [1-1440 minutes)
Available EPS Object Selected EPS Object
DMZ_check internet_check

Endpaint needs to match at least one EPS object.

Below is the Authentication Policy summary.

Authentication Policy Summary

o Add
Stetus  Priority  Source Destination Schedule Authentication EPS Description
[ 1 al ANt SUBMET any none force internet_check internet_sccess
[ 2 al ANT_SUBMET a0m7_SUBMET nang farce DMZ _check DMI_access
Defautt any ary none unnecessary nfa nia
Page 1 |aof 1 Show | 50w |ikems Displaying 1 - 3 of 3

2.2.3.Scenario Verification

Before LAN clients pass authentication, they cannot access internet.

C:~Jocuments and Settings“Administrator>ping 8_.8_8_.8

Pinging 8.8.8_.8 with 32 bytes of data:

Reply from 1922.168.18.1: Destination host unreachahle.
Reply from 192.168.10.1: Destination host unreachahle.
Reply from 192_168.18.1: Destination host unreachable.
Reply from 192.168.18.1: Destination host wunreachable.

Access the USG login page, and enter username and password to go through the USG
checking.
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USG will perform the EPS checking action.

If the client’s environment doesn't comply with the EPS checking criterion, the USG
will give out the message as below.
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After the client pass the USG authentication and EPS checking, the USG will grant
the client access to the internet.

test, You now have logged in.

Click the logout button to terminate the access session,
vou could renew yaur lease time by clicking the Renew buttan,
For security reason you must login in again after 24 hours 0 minutes,

Uzer-defined lease time (max 1440 minutes); 1440

[ updating lease time autommatically

Rernaining time before lease timeout

{hhrmmess): 235357
Rermnaining time before auth, timeout :
{hhimm): 2359

2.3.Deploy EPS in SSL VPN

In SSL VPN application, some SSL VPN clients may not have anti-virus software
installed. They may have some virus. If they access HQ network resources through
SSL VPN, they may propagate virus to the HQ network. HQ network administrator
can utilize EPS to restrict SSL VPN clients that only comply with certain security
criterion can build SSL VPN with the HQ USG.

2.3.1.Application Scenario

Internet clients can access HQ resources by building SSL VPN to HQ USG. To
prevent any SSL VPN client from bringing virus to HQ network, administrator can
enable EPS check in SSL VPN policy, to allow only clients that have anti-virus
software installed to build SSL VPN tunnel to USG.
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Pass EPS check
SSL VPN established

=_Ru.L#t g

=<
Internet

— —
— —
—

EPS check fail
SSL VPN not established =
\ p”

2.3.2.Configuration Steps
Stepl. Go to Configuration>Object>Endpoint Security, add EPS object for SSL VPN

check.
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General Settings

Object Mame: SSL_VPN_check
Description:
Passing Crikerion

() Endpoint musk camply with at least one checking item

@ Endpoint must comply with all checking items

Checking Item - Operating System

Endpoint Operating System: Windows v
window Yersion: Wwindows xP v
Endpaint must update ko Windows Service Pack: (ewx: 2 For at least SPZ update, blank For don't care)

Checking Item - Windows Update and Security Patch

Windows Update Settings
Endpaint rmust enable Windows Auto Update

Windows Security Patch that endpoint must have
) Add
# Windows Security Patch -

Page |1 af 1 Show 50w |items Mo data to display

Example:
"Windows Security Patch” | KBSG3Z

Checking Item - Personal Firewall

Endpaint nust hawve Personal Firewall installed

Available Allowed Personal Firewall List
Kaspersky_Internet_Security w2003 ~
Kaspersky_Internet_Security w2010
Microsoft_Security _Center
TrendMicro_PC-cilin_Internet_Security_Pro_wz010
TrendMicro_PC-cilin_Internet_Security w2010 .
Endpoaink needs to match any of the personal firewsll
Checking Item - Anti-¥irus Software
| | Endpoint must have Anti-Virus software installed
Allowed Anti-¥Yirus Software List
Avira_antivir_Personal_wz2009 ~
Kasperskv_.ﬂ.nti—'u'irus_vZDDg
Kaspersky_anti-Yirus_w2010

Kaspersky_Internet_Security w2009
Kaspersky_Internet_Security w2010

Endpoint needs to rmatch any of the anti-virus

Step2. Go to Configuration > VPN > SSL VPN > Access Privilege, add SSL VPN
policy.
Enable EPS checking, and select the EPS object for SSL VPN checking.
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|| ENanie Foncy
Marme: 5L
[ 3ain S5L_¥PM Zone

Descripkion: Mew Create (Optional)

[] Clean browser cache when user logs out [

User /Group

selectable User,/Group Objects Selected User,/Group Objects
=== Object === === Object ===

admin kest

ldap-users

E
radius-users

ad-users

Endpoint Security (EPS

[¥#] Enable EPS Checking

[ Petiadical checking time 1 (1-1440 minutes)
Selectable EPS Objects Selected EPS Objects
DMZ_check SSL_WPN_check
internet_check

Endpoint needs to match at least one EPS object.

SSL Application List (Optional})

Selectable Application Objects Selected Application Objects

@&

Metwork Extension (Optional)

Enable Mebwork Extension

Assign IP Poal: ss|_poal W RAMGE 10.0.0.1-10.0.0.10
DM Server 1t none w
DS Server 2: none w
WINS Server 1: nong w
WINS Server 2t none v
Mekwork List
Selectable Address Objects Selected Address Objects
ExT_WLAM_SUBNET LaM1_SUBMET
WLAN-1-1_SUBMET Lanz_SUBMET
subnet_HQ DMZ_SUBMET

2.3.3.Scenario Verification

SSL VPN client tries to login to build SSL VPN tunnel to USG.
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USG starts to perform EPS checking according to the EPS object selected in the SSL
VPN policy.

If the SSL VPN client doesn’t comply with the EPS criterion, the EPS check will fail,
and SSL VPN tunnel will fail to establish.
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EPS Check *®
& Endpoint Security checking faled. Please contact administratar for help,

If the SSL VPN client complies with the EPS criterion, it will pass the EPS check and
SSL VPN tunnel will be established.

<% Check Endpaint Security ..

Welcome X
Welcome to 5L WPN
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2.4.Deploy AAA and EPS in SSL VPN

2.4.1.Application Scenario

In the scenario below, there’re sales group users and CSO support group users in the
AD server. Support users and sales users can access company resources by building

SSL VPN to the company gateway USG.
The company requires that support users and sales users access different network

resources. For example, the support can only access company support fileshares, and
sales can only access company sales fileshares. So network administrator can
configure different SSL VPN rules for different group users. Also network
administrator can deploy different EPS checking policies for different SSL VPN rules.
For example, he/she can deploy EPS check for sales, while not deploying EPS check

for support.
SSL Support
VPN resources
= AD server | gf ’l—
support &

I
18

sales

Q/g 1

& EPS check for Sales
) sales group resources

2.4.2.Configuration Steps

Stepl. On AD server, add users/groups in AD server.
Go to Start > Administrative Tools >Active Directory user and computer.
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Go to Users > New > Users. Add user accounts.
In this example, we add new users “judy”, “nancy”, “chris” and “lucy”.
Please note your AD server’s domain name. In this example the AD domain is

€s0.0rg.
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Switch to menu Users > New > Group. Add groups. In this example, we add two “cso”
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and “sales”.
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Assign “judy” and “nancy” to the group “cso”. And assign “chris” and “lucy” to the

group “sales”.

(FEno... | [ #FE® |
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Step2. On USG, configure AAA Server.

Go to Configuration > Object > AAA Server > Active Directory. Edit the profile “ad”.
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General Settings

Mlarme; ad

Descripkion: Cpkianal

Server Settings

Server Address; 172.25.27.110 (TP ar FOQODMN)
Backup Server Address: (TP or FQDMNIOREoRE
Part: 350 {1-65535)
Base DM dr=cso,dc=org
Ise 550
Search kime lirmik 5 (1-300 seconds)

Server Authentication

Bind DM ch=administrakor, cn=us

Passwiord: TIIIIL

User Login Settings

Login Mame Attribuke: sAMACcountMame
Alkernative Login Mame aktribuke: userPrincipalMarme Cpkional
Group Membership Attribute: rmemberQF

Configuration ¥Yalidation

Please enter a user account existed in the configured server to validate above settings.

sername: | |

Put in the company AD server’s address in Server Address field.

The default port of AD server is UDP 389. If your AD server is configured as a
different port, please input the corresponding port number here.

For the Base DN field, if your AD server’s domain is cso.org, please input like below:
dc=cso, dc=org

The Server Authentication part is for the USG get authenticated by the AD server
before it can use AD server’s active directory database.

Bind DN: Please fill in the field like: cn=<administrator>,cn=users,dc=cso,dc=org
You can replay <administrator> with any user configured in the AD.
“dc=cso,dc=org” is the AD server’s domain. In this example is cso.org.

Password is the corresponding password of <administrator>.

When a Bind DN is not specified, the ZyWALL will try to log in as an anonymous
user.
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Please leave the “Login Name Attribute” and “Group Membership Attribute” as
system default.

Alternative Login Name Attribute is optional. You can fill in “userPrincipalName”
here. Then users can login the USG by email address as well as by user name.

After the configuration of AD is done, you can verify whether the configuration is ok,
and the communication between AD and USG is ok.

Marne: ad

Description: Cptional

Server Settings

Server Address: 172.75.27.110 (TP or FQOM)
Backup Server Address: (IP or FQDN)Optional
Port: 389 {1-65535)
Base DN de=cso,dc=org
Use 330
Search time limit: 5 (1-300 seconds)

Server Authentication

Bind Dif: crn=administratar, cn=us

Password: [TIITITITY

User Login Settings

Login Marme Atkribuke: sAMACcountMame
Alkernative Login Mame Aktribute: userPrincipalhane Cptional
Group Membership Attribute: memberof

Configuration ¥alidation

Please enber 3 user account evisted in the confiqured seruer ko walidate abowe sebting:

Username: judy| T%ft
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‘(.3 Test Result

Tesk Status:
04

Returned User Attributes:

dn: Chl=judy, Ch=Users, DC=cso, C=org
objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: user

cn: judy

an: judy

distinguishedharme: Ch=judy, CN=Users, iZ=cso,C’=0org
instanceType: 4

whenCreated: 200504080341 16.02
whenZhanged: 20100303204906,07
displayMame: judy

SRl Traskad PEAM04

If you have entered the attribute “Alternative Login Name Attribute” as shown in the
picture below, you can also verify by user mail address.
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[arne:

Description:

Server Sektings

Server Address;

Backup Server Address:

Park:

Base DM:

[[] Use 350

Search time limit:

Server Authentication

Bind DiM:

Passwoard:

User Login Settings

Login Mame Atkribute:

ad

Cptional
172.25,27.110 {IP or FOOM)

{IP or FQDM)Optional
359 {1-65535)

dc=cso,dc=org

5 {1-300 seconds)

cn=adminiskrator,cn=us

saMaAccountMarne

Alkernative Login Mame Attribute:

userPrincipaltame Cptional

Group Membership Attribute:

Configuration Yalidation

memberQF

Please enter a user account existed in the configured server to validate above settings.

Usernarme:

judy@cso,org Test
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{2 Test Result

Tesk Sktakus:
QK

Returned User Attributes:

dn: CH=judy, Ch=Users, iC=cso,DC=0rg
objectClass: kop

objectClass: person

objectiClass: organizationalPerson
objectClass: user

cry judy

an: judy

distinguishedMame; CN=judy, CMN=Users,iC=cs0,DiC=0rg
instanceType: 4

whenCreated: 200304020541 16,02
whenChanged; 20100303204906,02
displayMame: judy

SR ra skad PERNOL

Step3. Go to Configuration > Object > User/Group > User, add user groups
corresponding to the groups in the AD server.

In this example, we add two groups that correspond to the ones on the AD server:
“cso” and “sales”.

The User Name can be different from the group identifier. E.g. the group identifier of
“cs0” group is “cso”, but we can specify a different name such as “cso_support”.

The Group Identifier must follow the format as below:
CN=<cs0>,CN=Users,DC=<cso>DC=<org>

<cso0> is the group name on the AD server.

Add group “cso’:
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User Configuration

User Mame: Cs0_suppark

User Type: exk-group-user w

Garoup Identifier: CM=csn,i_h=Ilsers, D =cso,DiC=org
Associated AMA Server Object: ad w
Descripkion: Local User

Configuration ¥alidation

Please enter a user account existed in the confiqured group to validate above setkings.

User Marme:

You can verify whether a user is in this group.

=2 Edit User cso_suppork

User Configuration

Lser Mame: Cs0_suppark

User Type: ext-group-user v

Group Identifier: Ch=csa,iCh=Users, D =cso0,DC=arg
Associated A8A Server Object: ad W
Descripkion: Local User

Configuration Yalidation

Pleass enter a user account existed in the configured group ko validate above settings.

User Mame: juu:l';.-'| Test
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(2 Test Result (2 ][]

Tesk Skatus:
04

Returned User Atkribukes:
dr: Ch=judy, CN=Users,DZ=cso,DC=org
objectClass: top
objectClass: person
objectClass: arganizationalPerson
objectlass: user
cn: judy
sn; judy
distinguishedharme: Ch=judy, CHN=Users,DC=cso,DC=org
instanceType: 4
whenCreated: 2003040305341 16,02 I
whenChanged: 20100308204906.02
displavMarne: judy

ek raskad PESOO4 —

1>

[

Add group “sales™:
(5 Edit User sales (7 l[]
User Configuration
User Mame: sales
Uzer Type: exk-group-user b
Group Identifier: Chl=sales, CM=Users,iZ=csa,DC=arg
Associaked ARA Server Object: ad T|
Descripkion: Local User
Configuration Yalidation
Please enter a user account existed in the configured group ko validate above settings.
User Mame: Iy
You can verify whether a user is in the group “sales”.
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(. Test Result 2lix

Test Status:
004

Returned User Attributes:
dn: CH=Iucy, _MN=Users, Di_=Cs0,l_=0rg
objectClass: top
ohjerctClass: person
objectClass: organizationalPerson
objectClass: user
o lucy
distinquishediame: Ch=lucy ,CH=Users, DC=cso,DiC=org
instanceType: 4 I
whenCreated: 20100127031926.02
whenChanged: 20100303204943.02
displayMame: lucy
uShCreated: 307212
mermberOf: Ch=sales, Chi=Users,DC=cso,DC=arg

>

[

Step4. Go to Configuration > Object >Auth. Method, modify the authentication
method of “default”. Add “group ad”.

(&) Add Authentication Method 2lx

General Settings
MName: default

@ add =2 Edit W Remove oM Move
# | hethod List

| 1 group ad |

2 lacal

Step5. Go to Configuration > System > WWW > Service Control. In the
“Authentication” part, make sure the “Client Authentication Method” is chosen as
“default”.
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Service Control Login Page

[#] Hedrect HI TPt HI

Admin Service Control

5

@ Add | M
#~  Zone Address
ALL ALL
Page El af 1 Show 50w items
User Service Control
& add ) N
# « | Zone Address
ALL ALL
Page of 1 Show |50 | ikems
HTTP
Enable
Server Port: &0
Admin Service Control
@ add ) N
# - Lome Address
ALL ALL
Page El of 1 Show 50 |+ items
User Service Control
) add ) N
# . | Fone Address
ALL ALL
Page El af 1 Show 50w items
Authentication
Client Authentication Method: default .

Action

accept

Action

accept

Action

accept

Action

accept

Displaying 1 - 1 af 1

Displaying 1 - 1 of 1

Displawing 1 - 1 af 1

Displaying 1 - 1 af 1

Step6. Go to Configuration > Object > SSL Application, add applications for the

support and sales group.

@ add . /]

# MName = Address Type

1 sales_file W192.165.1 Blzales file-sharing
2 support_file %192 1658.1 Bicso file-sharing

Page El of 1

Show | 50

 litems

Displaying 1 - 2 of 2

Step7. Go to Configuration > Object > Endpoint Security, add EPS policy for
checking the sales group.
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[ Show Advanced Settings

Endpoint must comply with at lzast one checking item

@ Endpoint must comply with all checking items

Checking Item - Operating System

Endpoint Operating Syskem: Windowes »
Window Yersion: Windows %P »

Endpoint must update to Windows Service Pack: z {ex: 2 For at least SP2 update, blank for don't care)

Checking Item - Windows Update and Security Patch

Windows Update Settings
| Endpaint must enable Windows Auto Update

Windows Security Patch that endpoint must have

) Add
# Windowws Security Patch

Page |1 |afl Show | 50w |items Mo data ko display

Example:
"windows Security Patch" : KBS6S2

Checking Item - Personal Firewall

| Endpoint must have Personal Firevall installed

Available Allowed Personal Firewall List
Kaspersky_Internet_Security w2009 he Microsoft_Security_Center

Kaspersky _Inkernet_Security_w2010
TrendMicro_PC-cillin_Internet_Security_Pro_w2010
Trendiicra_PC-cillin_Internet_Security_w2010

Windows _Firewall

Endpoint needs to match any of the personal firewall

Checking Item - Anti-¥irus Software

| Endpaint must have Anti-Virus software inskalled

Available Allowed Anti-Yirus Software List
Awira_Antivir_Personal w2002 - Microsoft_Security_Center

Kaspersky _finti-Virus_»2009
Kaspersky _fnti-Virus_»2010

@R
Y

Kaspersky _Inkernet_Security_w2009
Kaspersky _Inkernet_Security_w2010

Endpoint needs to match any of the anti-virus

Step8. Go to Configuration > VPN >SSL VPN > Access Privilege, add two SSL VPN
rules for cso_support and sales.
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=] Create new Object »

CoTTrgTECrTT
Enable Policy
Mame: for_cso

[7] Jain S5L_YPN Zone

Descripkion: Mew Creake [(Dpkional)

[ Clean browser cache when user logs out 1)

User,/Group
Selectable User/Group Dbjects Selected User/Group Objects
=== 0Object === - === 0Object ===

ldap-users

‘-
radius-users
ad-users

“

Endpoint Security (EPS)

[7] Enable EPS Checking

[7] Periodical checking time 1 {1-1440 minutes)
Selectable EPS Dbjects Selected EPS Objects
ssl_check

Endpoint needs to match at least one EPS abject.

5SL Application List {Optional)

celectable Application Objects Selected Application Objects
sales_File suppork_File

[*] 3]

Network Extension {Dptional)

[7] Enable Network Extension

Assign TP Poal: Flease select one ... v
DMNS Server 1: nane b
DNS Server 2. nane v
WINT Server 1: nane v
WINS Server 2: none w
Mekwork, List
Selectable Address Dbjects Selected Address Dbjects

LAMNL_SUBMNET

LAMZ_SUBMET
EXT _WLAN_SUENET
DMZ_SUBMNET

WLAMN-1-1_SUBMNET
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L=] Create new Object

Configuration
Enable Palicy
Marme; for_sales
[ Jgin S5L_%PM Zone
Description: Mew Create (Optional)

[] Clean browser cache when user logs out [

User/Group

Selectable User,/Group Objects Selected User/Group Objects
=== Dbject === M === 0bject ===

ldap-users

6]

radius-users

ad-users

Endpoint Security (EPS)

| Enable EFS Checking

[7] Periodical checking time 1 (1-1440 minutes)
Selectable EPS Objects Selected EPS Objects

Endpoint needs to match at least one EPS object.

SSL Application List {Dptional)

Selectable Application Objects elected Application Objects
support_File

Metwork Extension {(Optional)

[ Enable Metwark Extensian

Assign IP Pool: Please select one ... w
DMNS Server 1: none W
DNS Server 2: none v
WINS Server 1: none W
WINS Server 2: none W
Mebwork List

Selectable Address Objects Selected Address Objects
LAM1_SUEMET

LAaMN2_SUEMET

ExT_WLAMN_SUBMET

DMZ_SUBNET

WLAN-1-1_SUBMNET



ZyXEL ZyWALL USG Support Notes

2.4.3.Scenario Verification

Open the USG login page. Make sure Java is installed and enabled on your browser.
Use a user “judy” in the group “cso” to login SSL VPN.

ZyXEL

ZyWALL USG 200

Lagin SSL VPN partal |

1, Turn on Javascript and Cookie setting in your web browser.
2. Turn off Popup Window Blocking in your web browser.
3. Turn on Java Runtime Environment (JRE) in your web browser,

SSL VPN is established, and you can see the fileshare on the portal is for the group

AD user “cso”.

Welcome (%]
Welcome to 551 WP
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File Sharing

File Sharing

£

support_file

Use a user “lucy” in the group “sales” to login SSL VPN.

ZyWALL USG 200

{Logn ssL veN portal |

o

2. Turn off Popup Windaw Blacking in yourbweh- browser.
3. Turn on Java Runtime Environment {JRE) in your web browser,
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{,.' heck Endpoint Security ...

K

SSL VPN is established, and you can see the fileshare on the portal is for the group

AD user “sales”.

Welcome (%]
Wielcome to 550 WP
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File Sharing
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3. VolIP Application with USG

\VOIP (Voice over Internet Protocol) is transportation of voice traffic using the Internet
Protocol (IP). It’s a cost-effective substitute of PSTN, and nowadays is more and
more popular used in Enterprises. However, SIP VOIP is an NAT unfriendly

application. USG with its ALG function is compatible with most popular VoIP devices

in varies scenarios.

3.1.VolIP Support Device List

The table below lists the USG supported VoIP devices. The devices in the list are
compatible with USG SIP ALG when used in NAT scenario, and they are also
compatible with USG SIP when they are use in Bandwidth Management applications.

SIP Phone

\ersion

SIP
ALG(PASS/FAIL)

AppPatrol SIP
BWM(PASS/FAIL)

Windows Messenger

5.1(5.1.0715)

Pass

Pass

Softphone V100 1.1.89.69.01 Pass Pass
Softphone V120 1.1.96.69.00 Pass Pass
V300-T1 1.10(AOW.0) | Pass Pass
V500-T1 1.10(A0OX.0) Pass Pass
Click-To-Talk v1.0.101.69.01 | Pass Pass
Snom820-SIP Pass Pass
Linksys SPA-3000 Pass Pass
Cisco IP Phone 7940 POS3-04-4-00 | Pass Pass
GogoTalk 1.54 Pass Pass
3CXPhone 1.17 Pass Pass
X-Lite 3.0 build Pass Pass
29712
SJphone 1.65 Pass Pass
Aastra 6731i 2.5.1.2000 Pass Pass
Aastra 57i 2.1.0.2145 Pass Pass
ZyXEL X2002 / X6004 | 1.11(AVA.0)b2 | Pass Pass

All contents copyright (c) 2010 ZyXEL Communications Corporation.
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3.2.VoIP in NAT Scenario

SIP VoIP in nature is an NAT unfriendly application, since it uses a different port for
the RTP traffic (voice stream) other than the session initiation port which is by default
uses UDP 5060.

There’re currently the following solutions to solve the SIP and NAT incompatibility

issue.
= SIPALG on the NAT gateway
= STUN

= Qutbound Proxy

= Solutions in SIP client devices (such as Use NAT in ZyXEL \VoIP clients)

USG ZyWALL supports SIP ALG. Network administrator just needs to enable SIP
ALG on the ZyWALL. Then he can deploy VoIP solutions in various NAT scenarios,
no matter the SIP server is in the internet, or in the local network.

3.2.1.SIP Server on the Internet

3.2.1.1. Application Scenario

In the scenario below, the SIP server is on the Internet. There’re SIP clients both in the
USG local network, and on the internet side. All the clients are registered to the SIP
server. We want all the clients can call each other:

The local clients can call out to the clients on the Internet.

The Internet clients can call in the local clients.

The local clients also can call each other.

Invite _ ——— et }SL?

NNl Xrv
- — — — 200/0K N \Invite

Call out

ocal clients
call each other
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3.2.1.2. Configuration Steps

You just need to enable SIP ALG on the USG ZyWALL to make this scenario work.
Go to Configuration > Network > ALG, enable SIP ALG, and also please make sure
to enable SIP Transformations.

SIP Settings

/| Enable SIP ALG

/| Enable SIP Transformations

SIP Media Inackivity Timeook 120 (seconds)
SIP Signaling Inackivity Timeouok 1300 (seconds)
SIP Signaling Port : O add S
# Port =
1 S0E0

After this setting is done, register all the clients to the Internet SIP server, then all the
clients can call each other, no matter they’re in the local network, or in the Internet.

3.2.2.SIP Server on the Local Network

3.2.2.1. Application Scenario

In the scenario below, the SIP server is on the local network. There’re SIP clients both
in the USG local network, and on the internet side. All the clients are registered to the
SIP server. We want all the clients can call each other:

The local clients can call out to the clients on the Internet.

The Internet clients can call in the local clients.

The Internet clients can call each other.

The local clients can call each other.
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Internet clients
call each other

3.2.2.2. Configuration Steps

Stepl. Go to Configuration > Network > NAT, add one NAT rule to map the SIP
traffic to the local SIP server.

[L=] Creake new Object

Enable Rule

Rule Mame:

Port Mapping Type

SIP

Classification: @ Wirtual Server ) 1:1 MAT ) Marry 1:1 AT
Mapping Rule
Incoming Interface: wanl b
Criginal IP: User Defined w
User-Defined Original IP: 172.25.27.100 (IP Address)
Mapped IP: Iser Defined w
User-Defined Mapped IP: 192.168.1.34 (IP Address)
Park Mapping Tvpe: Service v
Original Service: SIP w  UDP, 5060
Mapped Service: SIP w  UDP, 5060

Related Settings

Enable MAT Loopback (5]

Confiqure Firewall £

Step2. Go to Configuration>Firewall, add one firewall rule to allow the SIP traffic
from WAN to the local SIP server.
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) Add .
Status | Priority « From To Schedule User Source Destinstion Service ACCESS Log
™) 1 AN aLan none any any aslP_sVR 2P allow no
™) 2 AN TialL none any any any aDetault_&liowe b allow no
™) 3 AN Iyl none any any any any deny log
™) 4 AN any (Excluding Zy none any any any any deny logy
@ 5 aDMZ TywaLL nane any any any aDetault_Mliow [ allow na
Q@ 6 aDh? TywisLL none any any any any deny loiy
@ 7 AN none any any any any allow no
@ g any (Excluding Zy none any any any any deny log
™) a MY nane any any any any allow no
™) 10 IyhialL nane any any any aDetault_&liowe b allow no
™) " Iyl none any any any any deny log
™) 12 any (Excluding Zy none any any any any deny logy
Defaut any none any any any any allowy no
Page |1 |of1 Shaw 50w items Displaying 1 - 13 af 13

Step3. Go to Configuration > Network > ALG, enable SIP ALG, and also please make
sure to enable SIP Transformations.

SIP Settings

| Enable SIP ALG

V| Enable SIP Transformations

SIP Media Inactivity Timeout : 120 (seconds)
SIP Signaling Inackivity Timeouok ; 1300 (seconds)
SIP Signaling Port O Add
# Port =
1 S060

After all these settings are done, all the clients can register to the local SIP server, and
all the clients can call each other, no matter they’re in the local network, or in the
Internet.

3.3.VoIP in VPN Scenario

3.3.1.Application Scenario

In the scenario below, X6004 is placed in the local network of HQ. There’re SIP
clients in HQ local network, as well as in the branch offices’ local networks. SIP
clients want to register to the SIP server (X6004) securely through IPSec VPN tunnels.
They also want to make calls to each other securely through VPN tunnels. No matter
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they’re in the HQ local network, or in the branch office networks. To meet the
requirements, all the branch offices should build IPSec VPN tunnels to the HQ USG.
Also to enable branch offices’ SIP clients can call each other via VPN tunnels, the
network administrator should also create IPSec VPN concentrator to include all the
VPN tunnels built with branch offices.

X6004 SIP

.erver

All SIRlients can
call each~qther

3.3.2.Configuration Steps

IP address information on the HQ USG and branch USG:

HQ USG:

WAN IP: 172.25.27.140
LANZ subnet: 192.168.1.0/24
X6004 IP: 192.168.1.33

Branch office 1(Brl) USG:
WAN IP: 172.25.27.90
LAN1 subnet: 192.168.4.0/24

Branch office 2 (Br2) USG:
WAN IP: 172.25.27.39
LAN1 subnet: 192.168.5.0/24

On HQ USG:

Stepl. Go to Monitor > System Status > Interface Status, check interface IP
information.
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hlame Fort Status
= want P1 100MF Il
wian! _ppp P1 Inactive
= wan2 P2 Down
wian2_ppp F2 Inactive
= opt P3 Down
opt_ppp F3 Inactive
lant P4,PS PE Up
lan2. nia Down
ext-wian nia Dowan
dmz. P7 Down
aux Al Inactive
= wlan-1 nia na
wilan-1-1 nia Doy

H& Status  Fone

nia

nla

nia

nla
nia
nla
nia
nia
nla
nia
nla
nia

nla

AN

WAAN
AN

WAAN
ORT
ORT
L&
LANZ

DMZ
AR
nia
WLAN

1P Aclelr Metmask
72,2527 1407 285,255 2550

0.000/0000
0.000/0000

0000/0000
000070000
oooo/o000

192.168.1.1 /1 255.255.295.0
192168 21 F 255255 2550
1059.01 /2552552550
192.168.3.1 /285,255 2550
000070000

nia i nig

105911 /2552552550

P Assigrimert Services
DHCP cliert nia

Dynamic nfa

DHCP cliert nia

Dynamic nfa

Static nia

Dynamic nfa

Static DHCF server
Static: DHCP server
Static DHCF =zerver
Static DHCP server
Dynamic nfa

nia nia

static nifa

nia

Step2. Go to Configuration > Object > Address, add address objects for Brl local
subnet and Br2 local subnet for later use in IPSec VPN configuration.

& add .
# Mame Type Adoress
1 DMZ_SUBMNET INTERFACE SLBMET dmz-192.1658.3.0/24
2 EXT_WLAN_SUBNET INTERFACE SUBMET ext-wlan-10.59.0 0724
3 LAR_SUBMET INTERFACE SLIBMET lan1-192 165 1 .0/24
4 LANZ_SUBMET INTERFACE SUBMET lan2-192 165 2.0/24
El WWLAN-1-1_SUBMET INTERFACE SLBMET wlan-1-1-10.59.1.0:24
6 subnet_br SUBMET 192 168 4 0524
7 le br2 SUBNET 192.168.5.0/24

Page [1 |ofi

Show | 50

¥ |items

Displaying 1 - 7 of 7

Step3. Go to Configuration > VPN > IPSec VPN > VPN Gateway, add VPN phasel
rules for tunnels to Brl and Br2.

To Bri:

My Address: WANL IP (172.25.27.140)
Peer Gateway Address: Br1 WAN IP (172.25.27.90)

All contents copyright (c) 2010 ZyXEL Communications Corporation.
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[ show Advanced Sektings

Enable
WPM Gateway Name: to_bri

Gateway Settings

My Address
@ Interface wanl ~w | DHCP client -- 172,25.27,140/255,255,255.0
() Domain Mame | IP

Peer Gateway Address
@ Skatic address Primary 172,25.27.90

Secondary 0.0.0.0

[] Fall back ta Primary Peer Gakeway when possible

() Dynamic Address

Authentication
@ Pre-Shared Key 12345675
() Certificate
Phase 1 Settings
54 Life Time: 400 (180 - 3000000 Seconds)

To Br2:

My Address: WANL IP (172.25.27.140)
Peer Gateway Address: Br2 WAN IP (172.25.27.37)

[T show sdvanced Settings

General Settings

Enable
WP Gateway Mame: to_brz

Gateway Settings

My Address

@ Interface w | DHCP client -- 172,25.27,140/255,255.255.0

wanl

(C) Domain Mame | TP

Peer Gateway Address

@ Skatic Address Primary 172,25.27.37

Secondary 0.0.0.0

[] Fall back to Primary Peer Gateway when possible

() Dynamic Address

Authentication

@ Pre-Shared Key 12345678
O Certificate

Phase 1 Settings
S Life Time: 86400 (180 - 3000000 Seconds)
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Step4. Go to Configuration > VPN > IPSec VPN > VPN Connection, add VPN
phase2 rules to Brl and Br2.

To Brl:
Local policy: local LAN1 subnet (192.168.1.0/24)
Remote policy: Brl local subnet (192.168.4.0/24)

General Settings

Enable

Connection Mame: to_bri

¥YPN Gateway

Application Scenaria
@ site-to-site
[0} Site-to-site with Dynamic Peer
(C) Remote fccess (Server Role)

() Remote Access {Client Role)

VPN Gakeway: to_brl w wanl 172.25,27.900.0.0.0
Policy
Local policy: LAM1_SUBMET w | INTERFACE SUBMET, 192,168.1.0/24
Remote policy: subnet_br1 w | SUBMET, 192.168.4.0/24
Phase 2 Settings
SA Life Time: 86400 (180 - 3000000 Seconds)

Related Settings

Add this ¥PN connection to IPSec_WPM zone,

Connectivity Check

To Br2:

Local policy: local LAN1 subnet (192.168.1.0/24)
Remote policy: Br2 local subnet (192.168.5.0/24)
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General Settings

Enable

Conneckion Mame: to_hr2

¥YPM Gateway

Application Scenario

@ site-to-site
) Site-to-sike with Dynamic Peer
() Remote Access (Server Role)

(0) Remote Access (Client Role)

» | wanl 172,25.27.537 0.0.0.0

WAN Gateway: to_hrZ

Policy
Local policy: LAM1_SUBMET w | IMTERFACE SUBMET, 192.168.1.0/24
Remote policy: subnet_brZ w | SUBMET, 192,168.5.0/24

Phase 2 Settings

54 Life Time: 6400 {180 - 3000000 Seconds)

Related Settings

#dd this ¥PM conneckion to IPSec_YPN zone,

Connectivity Check

Step5. Go to Configuration > VPN > IPSec VPN > Concentrator, create on VPN

concentrator. This concentrator should include all the IPSec VPN tunnels to branch

offices.
(22 Edit ¥PN Concentrator HQ_inter_routing 7%
Marne: HQ_inter_routing
Available Member
Default_LZTP_YPMN_Connection to_brl
to_brz
[a]4 ] [ Cancel

Step6. Go to Configuration > Network > Zone. By default, Block Intra-zone is
enabled for IPSec VPN zone. We should disable it.
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Group Members

Mamne: IPSec VPN

Block Intra-zone Traffic [£)

Member List

Available Member
===¥PN Tunnel === ===¥PN Tunnel ===
Default_LZTP_WPM_Connection to_brl
ta_brz

In ZLD v2.20, routing for VPN traffic is automatically created according the VPN
phase2 local and remote policy. So we don’t need to add any policy routes for the
traffic from HQ local subnet to the branch office subnets.

On Brl

Stepl. Go to Monitor > System Status > Interface Status, check the interface IP
information for later use in IPSec VPN configuration.

Mame Port Status H& Status | Zong P AddrMetmask IP Assignment Services Action
= want P1 100MFull nia AN 172.25.27.90  255255.255.0 DHCP client nia
wan1_ppp ] Iractive nfa AN 0.o0po/0000 Dyniamic nia nia
= wan2 P2 Down nia AN 0ooo/0000 DHCP client nia
Wanz_ppp P2 Iractive nfa AN 0.000/0000 Dryniamic nia nia
lant P3, P4 Down nis LA 19216641 /2552552550 Static: DHCP server nia
lan2. PS Down nia LANZ 192.168.2.1 /1 255.255.255.0 Static DHCP server ]
ext-wlan P& Down nia WLAN 105301 72552552550 Static DHCP server nia
dmz. P7 Down nia DI 192.168.3.1 /1 255.255255.0 Static DHCP zerver nia
aux A Iractive nfa AN 0.000/0000 Dynamic nia nia
= wilan-1 nia nla nia nla nifa § nia nia nia nla
wilan-1-1 na Down nia WWLAN 105811 72552552550 static nia nia

Step2. Go to Configuration > Object > Address, add HQ local subnet address object
for later IPSec VPN configuration use. And a range address object for later use in
Policy Route configuration to route traffic to all other branch offices’ local networks
to VPN tunnels. This range object should cover all the branch offices’ local subnets.
In this case we create it as 192.168.1.0~192.168.5.255.
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@ add ]

# Mame « Type Address
1 DMI_SUBMET INTERFACE SLBMET dmz-192.1658.3.0/24
2 EXT_WLAN_SUBNET INTERFACE SLBNET exd-wlan-10.58.0 0724
3 LANT_SUBMET INTERFACE SUBMET lan1-192.168 4.0724
4 LANZ_SUBMET INTERFACE SUBMET lan2-192 165 2.0/24
El WWLAN-1-1_SUBMET INTERFACE SLBMET wlan-1-1-10.59.1.0:24
B range_br RANGE 192.168.1.0-192 168.5 255
7 |&bne’l HQ SUBNET 192.168.1.0/24

Page [1 |ofi Show | 50 | |items Displaying 1 - 7 of 7

Step3. Go to Configuration > VPN > IPSec VPN > VPN Gateway, add VPN phasel
rule to build tunnel to HQ.

My Address: WANL IP (172.25.27.90)

Peer Gateway Address: HQ WAN IP (172.25.27.140)

General Settings

Enable
WPM Gakeway Mame: ko_HQ

Gateway Settings

My Address
@ Interface wanl ~ | DHCP dlient -- 172.25.27.90/255. 255.255.0

0) Domain Mame | IP

Peer Gateway Address
@ Static Address Primary 172,25.27.140

Secondary 0.0.0.0

[] Fall back ta Primary Peer Gateway when possible

) Dynamic Address

Authentication

@ Pre-Shared Key 12345676

) Certificate

Phase 1 Settings

54 LiFe Time: 26400 {180 - 3000000 Seconds)

Step4. Go to Configuration > VPN > IPSec VPN > VPN Connection, add VPN
phase2 rule to build tunnel to HQ.

Local policy: local LAN1 subnet (192.168.4.0/24)

Remote policy: HQ local subnet (192.168.1.0/24)
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General Settings
Enable

Connection Marne: to_H3

¥PN Gateway

Application Scenario

@ Site-to-site

() Site-to-site with Dynamic Peer

) Remote Access (Server Role)

() Remate Access (Client Rale)

PN Gakteway: ba_HG w | wanl 172.25.27.140 0.0.0.
Policy
Local policy: LAM1_SUBMNET ~ | INTERFACE SUBMET, 192,168.4.0/24
Remote policy: subnet_HQ w | SBMET, 192.168.1.0/24

Phase 2 Settings

54 LiFe Time: 6400 (180 - 3000000 Seconds)

Related Settings

Add this ¥PM connection ko IPSec_WPM 2one.

Connectivity Check

Step5. Go to Configuration > Network > Routing>Policy Route, add a policy route
rule to route traffic from local subnets to all branch offices to IPSec VPN tunnel
to_HQ.

Incoming interface: LAN1

Source: LAN1_Subnet (192.168.4.0/24)

Destination: range_br(192.168.1.0~192.168.5.255)

Next Hop: VPN tunnel to_ HQ

@ add ] g N
# . Status User Schedule Inc:oming Source Destinstion DSCP Code Service Mext-Hop DSCP Marking | SMAT =5 O
1 L] any noneE alan LA _SUBMET arange_br ary any to_HG preserve nioneE a
Page |1 |ofl Show 50w |items Displaying 1- 1 of 1

Stepl. Go to Monitor > System Status > Interface Status, check the interface IP
information for later use in IPSec VPN configuration.
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Mame Fort Status
= weand P1 100 Full
weand _ppp P1 Inactive
= wan2 P2 Down
wWan2_ppgp P2 Inactive
= opt P3 Dowen
opt_ppp P3 Inactive
lant. P4, P5 Up
lan2. nia Dowen
ed-welan PE Dawen
dmz P7 Down
aux av Inactive
= widan-1 nia nia
wian-1-1 nia Dawen

H& Status | Zone

nia

AN

AN
VAN

WAN
OPT
OPT
LAn
LAN2
WLAN
DME
WAN
nia

LA

1P Acidr Metmask
72,2527 37§ 2552552550

000040000
000040000

000040000
000040000
000040000

192168.51 /2552552550
19216821 [ 285.255.255.0
1059017255 2552550
192.168.3.1 /2852552550
000040000

nla fnia

10.59.1.1 /2552552550

P Assignment Services Action
DHCP clisrt e
Drynamic nia nia
DHCP client néa
Dynamic nfa nia
Static nfa nia
Dynamic nfa nia
Static DHCP server nia
Static DHCP server nia
Static DHCP server nia
Static DHCP zerver nia
Dynamic nfa nia

nfa nia nia
static nia néa

Step2. Go to Configuration > Object > Address, add HQ local subnet address object
for later IPSec VPN configuration use. And a range address object for later use in
Policy Route configuration to route traffic to all other branch offices’ local networks

to VPN tunnels. This range object should cover all the branch offices’ local subnets.

In this case we create it as 192.168.1.0~192.168.5.255.

& add .
# Mame « Type Address
1 DMF_SUBMET INTERFACE SUBMET dmz-192 168.5.0/24
2 EXT_WLAN_SUBNET INTERFACE SUBMET ext-wilan-10.59.0.0/24
3 LANT_SUBMNET INTERF ACE SUBMET lan1-192.168.5.0/24
4 LANZ_SUBMET INTERFACE SUBMET lan2-192 166.2.0/24
£l WWLAN-1-1_SUBMET INTERF ACE SUBMET wian-1-1-10.59.1 0/24
B range_br RAMNGE 192.168.1.0-192.168 5 255
7 subnet_HGQ SUBMET 182 166 1.0124

Page (1 af 1

Show | 50

w items

Displaying 1 - 7 of 7

Step3. Go to Configuration > VPN > IPSec VPN > VPN Gateway, add VPN phasel
rule to build tunnel to HQ.
My Address: WANL1 IP (172.25.27.37)

Peer Gateway Address: HQ WAN IP (172.25.27.140)
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General Settings

Enable
WPM Gateway Mame: to_HQ

Gateway Settings

My Address
@ Interface wanl w | DHCP dient -- 172.25,27.37/255,255.255.0

) Domain Marne | TP

Peer Gateway Address
@ Static Address Primary 172,25.27.140

Secondary 0.0.0.0

[] Fall back ko Primary Peer Gateway when possible

() Dynamic Address
Authentication
@ Pre-shared Key 12345675
(D) Certificate
Phase 1 Settings

SA Life Time: 26400 (150 - 3000000 Seconds)

Step4. Go to Configuration > VPN > IPSec VPN > VPN Connection, add VPN
phase2 rule to build tunnel to HQ.

Local policy: local LAN1 subnet (192.168.5.0/24)

Remote policy: HQ local subnet (192.168.1.0/24)

General Settings

Enable

Connection MName: ta_HQ

¥PN Gateway

Application Scenario
@ Site-to-site
() Site-ko-site with Cynamic Peer
() Remate Access (Server Role)

) Remate Access (Client Role)

VPN Gateway: ko HO w  wanl 172,25,27,1400,0.0.0

Policy
Local policy: LaN1_SUBMET w  INTERFACE SUBMET, 192.168.5.0/24
Remote policy: subnet_HG w | SUBMET, 192.168.1.0/24

Phase 2 Settings

SA Life Time; 6400 (180 - 3000000 Seconds)

Related Settings

Add this YPM connection to IPSec_YPN zone,

Connectivity Check
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Step5. Go to Configuration > Network > Routing > Policy Route, add a policy route
rule to route traffic from local subnets to all branch offices to IPSec VPN tunnel
to_HQ.

Incoming interface: LAN1

Source: LAN1_Subnet (192.168.5.0/24)

Destination: range_br(192.168.1.0~192.168.5.255)

Next Hop: VPN tunnel to_ HQ

D Add u
# . | Status | User Schedule Incoming Source Destination DSCP Cade Service MNext-Haop DSCP Marking  SMAT B
1 \:r' any nane alant, SLAMISUBNET  arange br any any foHa preserve nane 0

Page |1 |ofl Show 50w |items Displaying 1- 1 of 1

Since the SIP clients in branch offices register to the SIP server through IPSec VPN
tunnels, the VoIP traffic doesn’t go over NAT, we can leave SIP ALG disabled on all
the USG ZyWALL.

SIP Settings

Enable SIP ALG

/| Enable SIF Transformations

SIP Media Inactivity Timeout 1z0 {seconds)
SIP Signaling Inactivity Timeout : 1300 {seconds)
=IP Zignaling Port : O sdd
# Port =
1 S060

After all the settings on both the HQ and branch offices are done, dial up the tunnels.

# Mame « Encapsulation Palicy Algorithim U Titme: Timeout InboundiBytes) Outhounc(Bytes)
1 to_bri Tunnel 192.168.1 0/24=>192 1654 [ DES/SHA1 26 86370 00 hytes) 0(0 hytes)
2 to_br2 Tunnel 192.168.1 0724==192168.5 [ DES/SHAT 18 B8E37E 00 bytes) 000 bytes)
Page |1 |ofl Shaw | 50 | w items Displaying 1 - 2 of 2

All the VoIP clients can register to the SIP server through the VPN tunnels, and they
call make VoIP calls to each other through VPN tunnels.
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4.1PSec VPN High Availability

For nationwide or worldwide enterprise, it is always important to deploy a secure and
flexible enterprise network. For example, network administrator can apply IPSec VPN
for their branch offices and mobile employees to provide secured connections to
headquarter.

From the secure connections, each branch office has virtual leased line through
internet cloud. Hence, the enterprise has no need to pay extra expense for buying
leased line(s) and can save their money on long distance call once mobile employees
need to remote dial back to company.

Additionally, 7-24 operation with minimum failure time for branch offices to reach
HQ through VPN is another issue to deploy enterprise networks. Network
administrator can implement IPSec VPN High Availability feature to provide reliable
VPN tunnels to branch offices.

To use IPSec VPN HA feature, the HQ USG should have more than one public IP.
Once primary WAN IP is down, it can use secondary WAN IP to build VPN tunnels.
As soon as the primary WAN IP is up again, the VPN tunnel can fall back to use the
primary WAN IP.

VPN HA/fall back
enabled on branches

4.1.Site-to-Site IPSec VPN HA/Fall Back

4.1.1.Application Scenario
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In the scenario below, HQ USG has two WAN IP, WAN1 and WANZ2. Branch office
builds IPSec VPN tunnel to HQ. IPSec VPN HA is enabled on branch USG. Primarily
branch builds IPSec VPN tunnel to HQ WANL1. In case WANL1 is down, since VPN
HA is enabled on branch, branch will build tunnel to HQ WANZ2. Thus the branch
office can enjoy a secured and reliable tunnel to HQ.

Since WANI has higher speed, it’s HQ’s primary WAN connection. WWe can enable
VPN Fall Back on the branch. Once WANL is up again, branch will switch the VPN
tunnel to WANL1 again.

VPN HA/fall back

VA enabled
< |
HQ ranch /
Internet g\
WAN2

4.1.2.Configuration Steps

IP address information on HQ and branch office USG:

HQ USG:

WANL1 IP: 200.0.0.1

WANZ2 IP: 201.0.0.1

Local subnet: 192.168.1.0/24

Branch USG:
WAN IP: 202.0.0.1
Local subnet: 192.168.4.0/24

On HQ USG:

Stepl. Go to Monitor > System Status > Interface Status, check the interface IP
information, which will be used later in IPSec VPN configuration.

110
All contents copyright (c) 2010 ZyXEL Communications Corporation.



ZyXEL ZyWALL USG Support Notes

Mame Paort Status HA Status | Zone IP AddriMetmask IP Assignment Services Action
= IM P1 TO00MFull nia WA 200007 72552552550 | Static nia ]
war! _ppp P1 Inactive n's AN 0000/0000 Dynamic nia nia
:llw P2 100MFull nia AN 201001 72552552550 | Static nia ]
wian?_ppp P2 Inactive n's AN 0000/0000 Dynaimic nia nia
= opt P3 Down nia OPT 0oo0o/s0000 Static nia ]
opt_ppp P3 Inactive nia OPT oooosooon Dynamic nia nia
lan1 P4 100MFull nia LA 192.168.1.1 /1 255.255255.0 Static DHCP zerver nia
lan2. Ps Down nia LANZ 192,168 2.1 /285,255 255.0 Static DHCP server nia
ext-wilan 3] Doy nia WLAN 105804 F255.255255.0 Static DHCP server nla
dmz. P7 Down nia DMZ 192.168.3.1 /1 255.255.255.0 Static DHCP server ]
alix ax Iractive nia WAN 0noo/onoo Drymamic: nia nla
= wlan-1 na ] nia ] nfafnia na nia ]
wilan-1-1 nia Down nia WLAN 105911 72552552550 static nia nia

Step2. Go to Configuration > Object > Address, add address object for branch office
local subnet subnet_br (192.168.4.0/24).

@ Add . i

# Mame « Type Address
1 DI _SUBMET INTERF ACE SLBMNET dmz-182 165.3.0/24
2 EXT_WLAN_SUBMET IMTERF ACE SUBNET ext-wlan-10.59.0.0/24
3 LAMNT_SUBMNET IMNTERF ACE SUBMET lan1-192.168.1.0724
4 LANZ_SUBMNET INTERF ACE SLBMNET lan2-182 165 2.0/24
El WWLAN-1-1_SUBNET IMNTERF ACE SUBMNET wlan-1-1-10.58.1 0724
B IS_ubﬂet br SUBMNET 192.168.4 0524

Step3. Go to Configuration > VPN > IPSec VPN > VPN Gateway, add VPN phasel
rule for tunnel to branch office.
My Address: Domain Name/IP 0.0.0.0
Peer Gateway Address: Branch WAN IP (202.0.0.2)
General Settings
Enable

YPM Gateway Mame: to_br

Gateway Settings

My Address
) Interface

@ Domain Mame | IP 0.0.0.0

Peer Gateway Address
@ Static Address Primary 202.0.0.1

Secondary 0.0.0.0

[] Fal back ta Primary Peer Gateway when possible

() Dynamic Address

Authentication

@ Pre-Shared Key 12345673

) Certificate

Phase 1 Settings

SA Life Time: 26400 (150 - 3000000 Seconds)

111
All contents copyright (c) 2010 ZyXEL Communications Corporation.



ZyXEL ZyWALL USG Support Notes

Step4. Go to Configuration > VPN > IPSec VPN > VPN Connection, add VPN
phase2 rule for tunnel to branch USG.

Local policy: local LAN1 subnet (192.168.1.0/24)

Remote policy: Branch local subnet (192.168.4.0/24)

General Settings

| Enable

Connection MName: to_br

¥PN Gateway
Application Scenario
@ site-to-site
() Site-ko-site wikh Dynamic Pesr
() Remote Access (Server Role)

() Remote Access (Client Role)

VPN Gateway: to_br w  0.0.0.02020.0.100.0.0

Policy
Local policy: LaM1_SUBMET w | INTERFACE SUBMET, 192.168.1.0/24
Remate policy: subnet_br w | SUBMET, 192.166.4.0/24

Phase 2 Settings

S Life Time: 96400 (180 - 3000000 Seconds)

Related Settings

| add this ¥PM connection to IPSec_WPH zone.

Connectivity Check

In ZLD v2.20, system will automatically create routes for VPN traffic according to
VPN phase2 (VPN Connection) local/remote policy. Traffic whose source is in the
local policy and destination is in the remote policy will be sent to the corresponding
VPN tunnel. Thus there’s no need to add policy route.

On branch USG:

Stepl. Go to Monitor > System Status > Interface Status, check the interface IP
information, which will be used later in IPSec VPN configuration.
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Matne Part Status H& Status | Zone P AcidrMetmask IP As=igrment Services Action
:I wan] P1 4 QOMIFull nfa AN 202.0.0.1 /255.255.255.0 Static nia nia
swanl_ppp P1 Inactive nia AN 000040000 Dynamic nia nia
= wan2 P2 Down nia WA 000040000 DHCP client nia
wan2_ppp Pz Inactive nfa VAR 000040000 Dynamic nia nia
lant P3, P4 Up nia LANT 19216841 12852552550 Static DHCP server ]
lan2 Ps Down nia LANZ 19216821 12852552550 Static DHCP server nia
ext-wlan P& Down nia WLAN 10.59.0.1 /255.255.255.0 Static DHCP server nia
dmz. P7 Down nia DMZ 192168.3.1 12852552550 Static DHCP server ]
aux aux Inactive nia WAN oooos0000 Dynamic nia nia
= wvlan-1 nia nia nia nia nialnia nia nia nia
wlan-1-1 nia Dot nia WLAN 10.59.11 §255.255.255.0 static nia nia

Step2. Go to Configuration > Object > Address, add address object for HQ office
local subnet subnet HQ (192.168.1.0/24).

& oadd .

# Mame - Type Address
1 DMZ_SUBMET INTERFACE SUBNET dmz-192.160.3.0/24
2 EXT_WLAN_SUBMET INTERFACE SUBMNET ext-wian-10.59.0.0/24
3 LANT _SUBMET INTERFACE SUBNET lan1-192.165 4.0/24
4 LANZ_SUBMET INTERF ACE SUBNET lan2-192.168.2.0724
El WLAN-1-1_SUBMNET IMTERFACE SUBNET wlan-1-1-10.59.1.0/24
B subnet_Hz SUBMET 192.168.1 0724

Page |1 |ofl Shaw | 50 | w items Displaying 1 - & of &

Step3. Go to Configuration > VPN > IPSec VPN > VPN Gateway, add VPN phasel
rule for tunnel to HQ office.

My Address: WAN IP (202.0.0.1)
Peer Gateway Address:

Please choose Static Address.
Primary: HQ WANL1 IP (200.0.0.1)
Secondary: HQ WAN2 IP (201.0.0.1)

Enable “Fall back to Primary Peer Gateway when possible”.
Set “Fall Back Check Interval” a period in the range of 60s~86400s.
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General Settings

Enable
VPN Gateway Name: to_HGQ
Gateway Settings
My Address
@ Interface wanl | Static -- 202.0.0,1/255,255,255.0
(7) Damain Mame | TP
Peer Gateway Address
@ Static Address Primary 200.0.0.1
Secondary 201.0.0.1

Fall back ko Primary Peer Gateway when possible

Fall Back Check Interval: &0

(60-36400 seconds)

) Dynamic Address

Authentication
@ Pre-Shared Key 12345678

() Certificate

Phase 1 Settings

54 Life Time: ge400

{180 - 3000000 Seconds)

Step4. Go to Configuration > VPN > IPSec VPN > VPN Connection, add VPN

phase2 rule for tunnel to HQ USG.

Local policy: local LAN1 subnet (192.168.4.0/24)
Remote policy: HQ local subnet (192.168.1.0/24)
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General Settings

/| Enable

Conneckion Mame: ta_HQ

¥PN Gateway
Application Scenario
@ Site-to-site
() Site-to-site with Dynamic Peer
() Remate Access (Server Rale)

() Remote Access (Client Raole)

VPN Gateway: bo_HG w wanl 200,0.0.1 201.0.0.1

Policy
Local policy: LaM1_SUBMET w | INTERFACE SIUEMET, 192.1658.4.0/24
Remote policy: subnet_HQ w | SUBMET, 192.168.1.0/24

Phase 2 Settings

54 Life Time: 26400 (150 - 3000000 Seconds)

Related Settings

V| add this ¥PM connection ko IPSec_WPM zone.

Connectivity Check

In ZLD v2.20, system will automatically create routes for VPN traffic according to
VPN phase2 (VPN Connection) local/remote policy. Traffic whose source is in the
local policy and destination is in the remote policy will be sent to the corresponding
VPN tunnel. Thus there’s no need to add policy route.

4.1.3.Scenario Verification

On the branch USG, dial up the tunnel to HQ.

& add &
# Status Mame WP Gatewsy Encapsulation Algorithm Paolicy
1 o Detautt_L2TP_WwPh_Connection  Defauft_L2TP_WPR_GWY TRANSPORT 3DESISHA SDESMDS DESISHA
: @ to_Ha to_Ha TLNNEL DES/SHA ALAN_SUBNET/ subnet HO
Page |1 |ofi Show | 50w |items Displaying 1 -2 of 2

Go to Monitor > Log, check the IKE logs, the tunnel is built up to HQ WANL1.
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info IKE Tunnel [to_HGrto_HG:0xb01a8ea0] built successfully 202.00.1:500 200.0.0.1:500 IKE_LOG
info IKE Send [HASH] 202.00.1:500 200.0.0.1:500 IKE_LOG
info IKE [SA] [ntistar:202.0.01][Responder: 200.0.0 1][Policy: 192165 .4.0024-1 92 166 1 Q024][ESP des-che 200.0.0.1:500 202.0.0.1:500 IKE_LOG
infa ME  Recw[HASH[SAIMONCE]ID]ID] 200.0.0.1:500 202.0.01:500 IKE_LOG
info KE  Send[HASHI[SAIMNOMCE]ID]ID] 202.0.0.1:500 200.0.0.1:500 IKE_LOG
info IKE Start Phase 20 Quick Mode 202.00.1:500 200.0.0.1:500 IKE_LOG
info IKE Phaze 1 IKE 54 process done 202.00.1:500 200.0.01:500 IKE_LOG
info IKE Recy:[[DHASH] 200.0.0.1:500 202.0.0.1:500 IKE_LOG
info KE  Senc[DIHASHIMOTFY: MTIAL_COMNTACT] 202.00.1:500 200.0.01:500 IKE_LOG
info IKE Recy: [KE][MOMCE] 200.0.0.1:500 202.0.0.1:500 IKE_LOG
info IKE  Senck[KE]MOMNCE] 202.00.4:500 2000.04:500 IKE_LOG
info IKE The cookie pair is : Oxa321a4c78ef07 79k f OxhadeSe49fdc2h91 [count=3] 202.00.1:500 200.0.0.1:500 IKE_LOG
info KE  Recw:[SAIWIDINID] 200.0.0.4:500 202004500 IKE_LOG
info IKE The cookie pair is : Oxa321a4c78ef07 79k f OxhadeSe349fdc2ha1 [count=4] 200.0.0.1:500 202.0.0.1:500 IKE_LOG
info IKE Send [SAVID]WID] 202.00.4:500 200.0.0.1:500 IKE_LOG
info IKE Send Main Mode request to [200.0.0.1] 202.00.1:500 200.0.0.1:500 IKE_LOG
info IKE Turnel [to_HG] Sending IKE reguest 202.00.1:500 200.0.0.1:500 IKE_LOG

On the PC behind branch office, initiate nonstop ping to a PC behind HQ.

Ethernet adapter Local Area Connection:

Connection—specific Suffix

IP Address. . . . . . . 192.168.4.33
Subnet Mask . . . . - - 255 255 _255.A
Default Gateway . . . . 192.168.4.1

Ethernet adapter _-T-:Tﬂ"!i*f; :

Media State . . . . Media disconnected
C:~Documents and Settings“Administratorping 172.168.1.34 —t
Pinging 192.168.1.34 with 32 hytes of data:

from 192.168.1.34: hytez=32 time=4dmsz TTL=125
from 192.168.1.34: bytez=32 time=3ms TTL=125
from 192 _168.1_34: hytez=32 time=3msz TTL=125%
from 192.168.1.34:- bytez=32 time=3ms TTL=125
from 192 _168.1_.34: hytez=32 time=3m=z TTL=125
from 192.168.1.34: hytez=32 time=3ms TTL=125
from 192.168.1.34: hytes=32 time=3ms TTL=125L

Unplug WANL1 of HQ, the ping times out (tunnel disconnected). After several
timeouts, the ping resumes. The VPN tunnel is built up again.
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from
from
from
from
from
from
from

192.168.1.34:
192.168.1.34:
192.168.1.34:
192.168.1.34:
192.168.1.34:
192.168.1.34:
192.168.1.34:
192.168.1.34:

timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.

192.168.1.34:
192.168.1.34:
192.168.1.34:
192.168.1.34:
192.168.1.34:
192.168.1.34:
192.168.1.34:

bytes=32
hytesz=32
bhytes=32
hytes=32
bytes=32
bytes=32
hytesz=32
bytes=32

bytes=32
bytes=32
bytes=32
hytesz=32
bytes=32
bytes=32
hytes=32

time=3mz
time=3ms
time=4ms
time=3ms
time=3ms
time=3mz
time=3ms
time=3ms

TTL=125%
TTL=125%
TTL=125%
TTL=125%
TTL=12%
TTL=125%
TTL=125%
TTL=125%

TTL=125%
TTL=12%
TTL=125%
TTL=125%
TTL=125%
TTL=125%
TTL=125

On the branch USG, go to Monitor>Log, check the IKE logs. You will find the tunnel
is built up with USG WANZ2.
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info IKE Fall Back [ta_HG] will start fall back after 60 seconds IKE_LOG
info IKE Tuninel fto_HGrto_HG:0xd7 87 6] built successtully 202.001:500 201.004:500 IKE_LOG
info IKE Zend:[HASH] 202.001:500 201.0.0:500 IKE_LOG
info IKE | [S&] [nitistor: 202.0.0.1[Responder: 201 1000 1 )[Policy:192.168 4 .0024-192 165 .1 0/24][ESP des-che 201.0.0.1:500 202.0.0.1:500 IKE_LOG
info IKE  Recw[HASH][SANONCE]ID]ID] 201.0.04:500 202.0.0.1:500 IKE_LOG
info IKE  Send[HASHISAIMCONCE]ID]IC] 202.00.1:500 201.0.0.1:500 IKE_LOG
info IKE  Start Phaze 2 Guick Mode 202.004:500 201.0.01:500 IKE_LOG
info IKE Tunnel fto_Hox0xb01 a8eal] iz dizconnected 202.001:4500 200004 IKE_LOG
info IKE Phasze 1 IKE 54 process done 202.001:500 201.004:500 IKE_LOG
info IKE Recv:[ID[HASH] 201.00.1:500 202.001:500 IKE_LOG
info IKE  Send[ID[HASHINOTEY: IMTIAL _CONTACT] 202.00.1:500 201.0.0.4:500 IKE_LOG
info IKE Recyv: [KE][MOMCE] 201.00.1:500 202.001:500 IKE_LOG
info IKE  Send[KEJMOMNCE] 202.00.1:500 201.0.0.1:500 IKE_LOG
info IKE  The cookie pair is : 0x41 Sced31 o870 a2 J 0x46c5517 610451 2df [court=5] 202.004:500 201.0.0.1:500 IKE_LOG
info IKE  Recw[SAYID]ID] 201.0.0.1:500 202.0.0.1:500 IKE_LOG
info IKE  The cookie pair is : 0x419ced51c879c1 a2 J 0x46c55176fc451 2df [court=4] 201.00.4:500 202.0.0.4:500 IKE_LOG
info IKE Send: [SA]WID][ID] 202.001:500 201.0.04:500 IKE_LOG
info IKE  Send Main Mode reguest to [201.0.0.1] 202.00.1:500 201.0.0.4:500 IKE_LOG
info IKE Tunnel [to_HG] Sending IKE request 202.001:500 201.0.0:500 IKE_LOG
info IKE  The cookie pair is : 0x41 Soed31 8790152 J 0x0000000000000000 [cournt=2] 202.00.1:500 201.0.0.1:500 IKE_LOG
info IKE  ISAKMP SA [to_HG) iz disconnected 202.004:500 200.0.01:500 IKE_LOG
info IKE  The cookie pair is | 0x03060945357dbatE £ 0x0000000000000000 202.00.1:500 200.0.0.1:500 IKE_LOG
info IKE  IKE Packet Retransmit 202.004:500 200.0.01:500 IKE_LOG
info IKE The cookie pair iz : 0x030609453557 dbafE £ 0:0000000000000000 202.001:500 200.0.09:500 IKE_LOG
info IKE  IKE Packet Retransmit 202.00.1:500 200.0.0.1:500 IKE_LOG
info IKE The cookie pair is : 0x0306094:53557 dbaft £ 0x:0000000000000000 202.001:500 200.0.0.:500 IKE_LOG
info IKE  IKE Packet Retransmit [count=4] 202.00.1:500 200.0.0.1:500 IKE_LOG

Plug back HQ USG WAN1, the tunnel will fall back to the HQ USG WANL1.

from 192.168.1.34: bytes=32 time=3Imz TTL=125
from 192.168.1.34: bytes=32 time=3msz TTL=125
from 192.168.1.34: hytes=32 time=3msz TTL=125
from 192_168_1.34: hytes=32 time=3mz TTL=125
from 192.168.1.34: bytes=32 time=3Ims TTL=125
from 192.168.1.34: bytes=32 time=4msz TTL=125
from 192.168.1.34: hytes=32 time=3msz TTL=125
from 192.168.1.34: hytes=32 time=3msz TTL=125
from 192_168_1_34: hytes=32 time=3msz TTL=125
from 192.168.1.34: bytes=32 time=3Ims TTL=125
from 192.168.1.34: bytes=32 time=3Imsz TTL=125
from 192.168.1.34: hytes=32 time=4msz TTL=125
Request timed out.
from 192_168_1_34: hytes=32 time=4mz TTL=125
from 192.168.1.34: bytes=32 time=3Imz TTL=125
from 192.168.1.34: bytes=32 time=3Imsz TTL=125
from 192.168.1.34: hytes=32 time=3msz TTL=125
from 192_168_1_.34: hytes=32 time=3mz TTL=125
from 192.168.1.34: bytes=32 time=3Ims TTL=125
from 192.168.1.34: bytes=32 time=4mz TTL=125
from 192.168.1.34: bytes=32 time=3msz TTL=125
from 192.168.1.34: hytes=32 time=3msz TTL=125
from 192_168_1.34: hytes=32 time=3mz TTL=125
from 192.168.1.34: bytes=32 time=3Ims TTL=125
from 192.168.1.34: bytes=32 time=3Imsz TTL=125
from 192.168.1.34: hytes=32 time=3msz TTL=125

On Branch USG, go to Monitor > Log, check the IKE logs, you will find the tunnel
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fall back (built to) the HQ USG WANL1 again.

info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
info

info

ISAKMP S8 [fo_H3] i disconnected 202.0.0.1::500 201.00.1:500
Fall Back [to_H&] to primary peer gatesway successiully &t the 1th time

Tunnel [to_Herto_HG:Oxd7 1587 fef: 0xGc3a3de] rekeved successfully 202.0.0.1:500 200.0.0.1:500
Fall Back [to_H3] is continue install S4.

Fall Back [to_H2] zend delete SA packet successfully

Send: [HASH][DEL] 202.0.0.1:500 201.0.0.1:500
The cookie pair i 0xd19ced51c87901 52 § 04BdS5fTEfC451 20 [Count=2] 202.0.0.1:500 201 .0.0.1:500
Fall Back [to_HG] iz suspended to send delete sa packet to secondary peer gatewvay

Send:[HASH] 202.0.0.1::500 200.00.1:500
[SA] [Intiator:202.0.0.1)[Responder: 200.0.0.1][Policy: 192.165.4 .0/24-192 165 .1 .0/24)[ESP des-che 200.0.0.1:500 202.0.0.1:500
Recyv: [HASHI[SAINOMCEIIDIID] 200.0.0.1:500 202.00.1:500
Send: [HASHI[SAIMNOMCEIIDI[ID] 202.0.0.1:500 200.0.0.1:500
Start Phase 2: Guick Made 202.0.0.1:500 200.0.0.1:500
Phasze 1 IKE S& process done 202.0.0.1:500 200.0.0.1:500
Recw [IDHASH] 200.0.0.1:500 202.00.1:500
Send: [IDTHASHMOTF Y IMITIAL _CONTACT] 202.0.0.1:500 200.0.0.1:500
Recv: [KENONCE] 200.0.0.1::500 202.00.1:500
Send: [KEJNONCE] 202.0.0.1::500 200.0.0.1:500
The cookie pair is : 0x32487h3ddh0404e5 [ 0x1bdo1 23600067661 [count=5] 202.0.0.1:500 200.0.0.1:500
Recv: [SAIYIDIVID] 200.0.0.1:500 202.00.1:500
The cookie pair is : 0x32487hSc8k0404ed [ 0x1bdo1 2360006766 [count=4] 200.0.0.1:500 202.00.1:500
IKE Packet Retransmit [count=2] 202.0.0.1:500 200.0.0.1:500
Send: [SAVID)VID] 202.0.0.1:500 200.0.0.1:500
Send Main Mode request to [200.0.01] 202.0.0.1:500 200.0.0.1:500
Tunnel [to_HS) Sending KE request 202.0.0.1:500 200.0.0.1:500
The cookie pair is : 0x32487hSdSk0404e5 f 0x0000000000000000 [count=4] 202.0.0.1::500 200.0.0.1:500
Fall Back [to_H2] will start fall back after 60 seconds

Tunnel [to_HZrto_HG:Oxd7 157 feb] built successiully 202.0.0.1:500 201.0.0.1:500

4.2.1IPSec VPN Fail Over and Fall Back

4.2.1.Application Scenario

KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG
KE_LOG

In the below enterprise network, HQ has two WAN connections. WANL1 is connected
to internet while WAN2 is connected to a leased line. Branch office 1 requires a
secured connection to HQ with minimum failure time. We can deploy IPSec VPN HA

to meet Branch office 1’s requirement.
However, since HQ WAN?2 is connected to a leased line, it cannot be reached from
internet, making building VPN tunnel from Br1 to HQ’s WAN2 not possible. Branch
office 2’s WAN?2 is also connected to the leased line. Br2 can reach HQ WAN2. We
can use Br2 USG to route VPN traffic from Brl to HQ. Once HQ WANL is done, Brl
can first build a tunnel to Br2 WANL1. Then Br2 WAN2 builds a tunnel to HQ WANZ2.

Traffic from Brl to HQ can first go to Br2 through VPN tunnel, then go to HQ

through the other VPN tunnel from Br2 to HQ.
We can enable HA Fall Back. Once HQ USG WANL is up again, Brl can build tunnel

All contents copyright (c) 2010 ZyXEL Communications Corporation.

119



ZyXEL ZyWALL USG Support Notes

directly to HQ again.

VPN tunnel ..

Backup VPN
tunnel

200.0.0.2

WAN1 201.0.0.2 : ‘ l

4.2.2.Configuration Steps

IP information of HQ and branch offices:

HQ USG:

WANL1 IP: 200.0.0.2

WAN?2 IP: 10.0.0.1

Local subnet: 192.168.1.0/24

Brl USG:
WAN IP: 201.0.0.2
Local subnet: 192.168.4.0/24

Br2 USG:

WANL1 IP: 201.0.0.2

WANZ2 IP: 10.0.0.2

Local subnet: 192.168.5.0/24

On HQ USG:

Stepl. Go to Monitor > System Status > Interface Status, check the IP address
information for later use in IPSec configuration.
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Mame Fort Status H& Status | Zone 1P Acidr Metmask
:Il s P1 100kFull nia WAN 200.0.0.2/255.255.255.0 I
war _ppp P1 Inactive nia WAN 0nonioonono
=] |War|2 P2 100k Full ] AN 10.0.01 /255.255 255.0 |
wWan2_ppgp P2 Inactive nia AN 0n00os0000
= opt P3 Dowen nia OPT 000040000
opt_ppp P3 Inactive ] OPT 000040000
||_EL1 P4,P5, PG Down nia LAn 19216811 /2552552550 I
lan2. nia Dowen nia LAN2 19216821 [ 255.255.255.0
ed-welan nfa Dawen nia WLAN 1059017255 2552550
dmz. P7 Down nia DME 192.168.3.1 /2852552550
aux aux Inactive ] WAN 000040000
= wdan-1 nia nia nia nia niafnia
wlan-1-1 nia Dowen nia WLAN 105911 /2552552550

P Assignment Services Action
Static nia nia
Dynamic nfa nia
Static nfa nia
Dynamic nfa nia
Static nfa nia
Dynamic nfa nia
Static DHCP server nia
Static DHCP server néa
Static DHCP server nia
Static DHCP zerver nia
Dynamic nfa nia
nfa nfa nia
static nia nia

Step2. Go to Configuration > Object > Address, add address object for Brl subnet.
Subnet_brl (192.168.4.0/24)

@) Add

# Marme « Type Address
1 DhZ_SUBMET INTERF ACE SUBMNET dmz-192.165.3.0024
2 EXT_WWLAN_SUBMET INTERF ACE SUBNET ext-wlan-10.59.0.0:24
3 LaN1 _SUBNET INTERF ACE SUBMNET lan1-192 1651 0524
4 LAN2_SUBNET INTERF ACE SUBNET lan2-192.165.2.0024
4 WLAN-1-1_SUBMET INTERF ACE SUBMET welan-1-1-10.59.1 0/24
] subnet_bri SUBRET 192168 .4.0/24

Page [ |ofl how 30w ikems

Displaying 1 - 6of &

Step3. Go to Configuration > VPN > IPSec VPN > VPN Gateway, add phase 1 rule.
Since when WANL is up, it uses WANL1 to build VPN tunnel, when WANL is down, it
uses WAN2 to build VPN tunnel, My Address should be set as 0.0.0.0.

When WANL is up, peer IP is Br1 WAN IP. When WANL is down, it uses WANZ2 to
build VPN tunnel, peer IP is Br2 WAN2 IP. So Peer Gateway Address should be set as
Dynamic Address.
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General Settings

Enable
WPM Gateway Mame; to_brl

Lateway Settings

My Address
() Inkerface

@ Domain Mame | IP 0.0.0.0

Peer Gateway Address
() Static Address

[] Fall back ta Primary Peer Gateway when possible

@ Dynamic Address

Authentication

@ Pre-shared Key 12345678

() Certificate

Phase 1 Settings

54 Life Time: SE400

Step4. Go to Configuraiton > VPN > IPSec VPN > VPN Connnection, add phase2

rule.

{180 - 3000000 Seconds)

Local policy: Local LAN1 subnet (192.168.1.0/24)
Remote policy: Brl local subnet (192.168.4.0/24)
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General Settings

Enablz

Connection Mame: to_bri

YPN Gateway
Application Scenario
() Site-to-site
@ Site-to-site with Dynamic Peer
() Remote Access (Server Role)

(0) Remoate Access (Client Raole)

WPN Gakeway: to_hri w | 0.0,0.00.0.0.00.00.0

Policy
Local policy: Lal1_SLBMET w  IMTERFACE SUBRET, 192.168.1.0/24
Remote policy: subnet_bri w | SUBMET, 192.1658.4.0/24

Phase 2 Settings

S8 Life Time: 6400 (180 - 3000000 Seconds)

Related Settings

Add this WP connection to IPSec_ VPN zone,

Connectivity Check

On Br1 USG:

Stepl. Go to Monitor > System Status > Interface Status, check the IP address
information for later use in IPSec configuration.

Mame Part Status H& Stetus  Zone P AcidrMetmask P As=signmert Services Action
= want P1 100MFull nia AR 201.0.0.2/255.255.2550 Static nia nia
wand _ppg P1 Inactive nfa AN 0ooo/oo000 Oyniamic nia nia
= wan2 P2 Down nia AR 000070000 DHCP cliernt nia
Wanz_ppg Pz Inactive nia WAN 0000/0000 Dynatmic nfa ]
lant P3, P4 Up nia LAhH 19216041 /2552552550 Static DHCP server nia
lan2. PS5 Down nia LAn2 000070000 Static DHCP server nia
ext-wdan PG Diown nla WLAN 1059.01 /2552552550 Static: DHCP server nia
dmz. P7 Down nia DMZ 192.168.3.1 /1 255.255.255.0 Static DHCP server nia
br0 nia Down nia nia 0ooos0000 Static nia nia
aux aux Inactive nia AR 0000/0000 Dynamic nia nia
= wlan-1 nia na nia nia nfa fnia nia nia nia
wilan-1-1 nia Down nia WLAN 105911 /2552552550 static nia nia

Step2. Go to Configuration > Object > Address, add address object for HQ local
subnet, subnet_HQ (192.168.1.0/24).

@ add . il

# Mame « Type Address
1 DMZ_SUBMET INTERFACE SUBNET dmz-152 165 .3.0/24
2 EXT_WWLAN_SUBNET INTERFACE SUBNET ext-uvlan-10.59.0.0/24
3 LANT_SUBMET INTERF ACE SUBNET lan1-192.168 4.0724
4 LaN2_SUBMET INTERFACE SUBMNET lan2-0.0.0.0/52
£l WLAN-1-1_SUBNET INTERFACE SUBMNET welan-1-1-10.58.1.0724
B subnet_H& SUBMET 192.168.1.0724 I

Page 1 |ofl Show | 50 | items Displaying 1 - 6 of &
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Step3. Go to Configuration > VPN > IPSec VPN > VPN Gateway, add phase 1 rule.
My Address: WAN IP (201.0.0.2)

Peer Gateway Address:

To deploy VPN HA, please choose Static Address.

Primary peer gateway: HQ WANL1 IP (200.0.0.2)

Secondary peer gateway: Br1 WANL1 IP (202.0.0.2)

Enable Fall Back to Primary Gateway when possible, and set a Fall Back check
interval in the range of 60s~86400s.

General Settings

Enable
VPN Gateway Mame: to_HQ

Gateway Settings

My Address
@ Interface wanl + | Static -- 201.0.0.2/255.255.255.0

) Domain Mame | IP

Peer Gateway Address
@ Static Address Primary 200.0.0.2

Secondary 202,002

Fall back to Primary Peer Gateway when possible

Fall Back Check Inkerval: &0 (60-565400 seconds)

() Dynamic sddress

Authentication
@ Pre-Shared Key 12345678

() Certificate

Phase 1 Settings

34 Life Time: a6400 {180 - 3000000 Seconds)

Step4. Go to Configuration > VPN >IPSec VPN > VPN Connection, add phase 2
VPN rule.

Local policy: Local LAN1 subnet (192.168.4.0/24)

Remote policy: HQ local subnet (192.168.1.0/24)
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General Settings

Enable

Connection Mare: ta_HGQ

¥YPN Gateway
Application Scenario
@ Site-to-site
() Site-ta-site with Dynamic Peer
D) Remote Access (Server Role)

() Remote Access (Client Role)

WPN Gateway: to_HG w | wanl 200,0,0.2 202.0.0.2

Policy
Local policy: LANT_SUBMET w  INTERFACE SUBMET, 192.168.4.0/24
Remote palicy: subnek_HQ w | SUBMET, 192.168.1.0/24

Phase 2 Settings

58 Life Time: aad00 (180 - 3000000 Seconds)

Related Settings

#dd this YPM connection ta IPSec_YPN zone,

Connectivity Check

On Br2 USG:

Stepl. Go to Monitor > System Status > Interface Status, check the IP address
information for later use in IPSec configuration.

Mame Port Status HA Status | Zone IP Addrietmask IP Assignment Services Action
;‘ wan] P1 100MF Ul na VAN 202.0.0.27255.255.2550 | Static nia nia
wan!_ppp P Inactive n's VAN 0.0.00/00.00 Dryniamic nfa nfa
=] |m P2 100MFull na WA 10.0.0.2 72552552550 | Static nia nia
wan_ppp Pz Inactive n's VWAN 0000/00.00 Dryniamic nfa nfa
= opt P3 Down na oPT 000070000 Static nia nia
opt_ppg P3 Inactive na QPT 0000/s0000 Dynamic nia nia
lan1 P4 Down na LAN 19216851 /1 255.255.255.0 Static DHCP server nia
lan2. PS Down na LAN2 19216821 [ 285.285.255.0 Static DHCP server nia
eoxt-wilan P& Doy nia VLA 1059.04 /2552552550 Static: DHCP server nifa
dmz. P7 Down na DI 192.168.3.1 [ 285.255.255.0 Static DHCP server nia
aux Al Inactive nia AN 0.000/0000 Dryramic nia nia
= welan-1 nia na na nia nfafnia nia nia nia
wdlan-1-1 nia Dawent nia VLA 105911 /2552552550 static nia nia

Step2. Go to Configuration > Object > Address, add address objects for HQ local
subnet and Br1 local subnet.

HQ local subnet: subnet HQ (192.168.1.0/24).

Brl local subnet: subnet_brl (192.168.4.0/24)
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) add ]

# Mame -« Type Address
1 DMZ_SUBMET INTERFACE SLIBMET dmz-192 165 3.0/24
2 EXT_WLAN_SUBMET INTERFACE SUBMET ext-wlan-10.59.0.0/24
3 LAN1_SUBMET INTERFACE SLBNMET lam1-192.1658.5.0724
4 LANZ_SUBMET INTERFACE SLIBMET lan2-192 165 2.0/24
£l WWLAN-1-1_SUBMET INTERFACE SLBMET wlan-1-1-10.59.1.0/24
] subnet_HQ SUBMNET 192.168.1.0/24
7 subnet_br1 SLBMNET 192166 4 .0/24

Page (1 of 1 Show|50  |w items

Displaying 1 - 7 of 7

Step3. Go to Configuration > VPN > IPSec VPN > VPN Gateway, add phase 1 VPN

rules.

Tunnel to Brl phasel rule:

My Address: WANL IP (202.0.0.2)
Peer Gateway Address: Br1 WAN IP (201.0.0.2)

General Settings

Enable
VPN Gateway Mane: to_brl
Gateway Settings
My Address
@ Interface wanl w | Static - 202,0,0,2/255,255,255,0
) Domain Mame | IF
Peer Gateway Address
@ Static Address Primary Z01.0.0.2
Secondary 0.0.0.0

[7] Fall back to Primary Peer Gateway when possible

() Dynamic Address

Authentication

@ Pre-Shared Key

) Certificate

Phase 1 Settings

24 Life Time:

Tunnel to HQ phasel rule:

123456745

ge400

My Address: WAN2 IP (10.0.0.2)
Peer Gateway Address: HQ WAN?2 IP (10.0.0.1)

All contents copyright (c) 2010 ZyXEL Communications Corporation.
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General Settings

Enable
YPMN Gatevsay Mame: bo_H
Lateway Settings
My Address
@ Interfacs wanz w | Static -- 10.0,0.2/255,255,255.0
() Dornain Marne | TP
Peer Gateway Address
@ Static Address Primary 10.0.0.1
Secondary 0.0.0.0

[] Fall back ko Primary Peer Gateway when possible

() Dynamic Address

Authentication

@ Pre-Shared Key 12345678
) Certificate

Phase 1 5ettings
34 Life Time: S6400

(180 - 3000000 Seconds)

Step4. Go to Configuration > VPN > IPSec VPN > VPN Connection, add phase 2

VPN rules.

Tunnel to Brl phase2 rule:

Local policy: HQ local subnet (192.168.1.0/24)
Remote policy: Brl local subnet (192.168.4.0/24)
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General Settings

Enable

Conneckion Marme: to_brl

¥PN Gateway
Application Scenatio

@ Site-to-site

3
() Site-to-site with Dynamic Peer

) Remote Access (Server Role)

() Remate Access (Client Rale)

WPN Gateway: to_bri w | wanl 201.0.0.20.0.0.0
Policy

Local policy: subnet_HQ w | SUBMET, 192.168.1.0/24

Remaote policy: subnet_brl w | SUBMET, 192, 168.4.0/24

Phase 2 Settings

34 Life Time: B6400 (180 - 3000000 Seconds)

Related Settings

#dd this YPM connection to IPSec_WPN zone,

Connectivity Check

Tunnel to HQ phase2 rule:
Local policy: Brl local subnet (192.168.4.0/24)
Remote policy: HQ local subnet (192.168.1.0/24)
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General Settings

V| Enable

Conneckion Mame:

¥PN Gateway
Application Scenario
@ Site-to-site

) Remote Access (Client Role)

WPM Gateway:

Policy

) Site-to-site with Dynamic Peer

() Remaote Access (Server Role)

ta_HG

ta_HQ

w | wanz 10.0.0.1 0.0.0.0

Local policy:

Remote policy:

subnet_brl

subnet_HQ

| SUBMET, 192.168.4.0/24

w | SUBMET, 192.168.1.0/24

Phase 2 Settings

34 Life Time:

Related Settings

G6400

| add this WPM connection to IPSec_VPM zone,

Connectivity Check

Step5. Go to Configuration > Network > Routing > Policy Route, add policy routes to
route traffic from Brl to HQ through VPN tunnels, as well as traffic from HQ to Brl
through VPN tunnels.

For traffic from Brl local subnet to HQ local subnet:
Incoming interface: VPN tunnel to_brl
Source: Brl local subnet subnet_brl (192.168.4.0/24)

{150 - 3000000 Seconds)

Destination: HQ local subnet subnet_HQ (192.168.1.0/24)
Next-Hop: VPN tunnel to_ HQ

outgoing-interface
outgoing-interface
outgoing-inter face
outgoing-interface

outgoing-interface

@) add ¢ M
# o  Status | User Scheduls Source Destination DECP Code Service Mesd-Hop DECP Marking = SMAT
1 @ any none asubnet_HG aszubnet_brl  any any to_brl preserve none
2 @ Iany none azubnet_bri azybnet HG  any any to_H& preserve none I
3 @ any none any any any LA Il preserve
4 W any none any any any 1 Il preserve
5 W any none = any any any A I preserve
] any none SEXT WLAN_SUBR any any any alish_TRUNK preserve
7 @ any none any any any 2NN TRUNMK preserve

Page |1 of 1

For traffic from HQ local subnet to Brl local subnet:
Incoming interface: VPN tunnel to_ HQ

Displaying 1 - 7 of 7
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Source: HQ local subnet subnet HQ

Destination: Brl local subnet subnet_Brl

Next-Hop: VPN tunnel to_Brl.

outgoing-inter f:
outgoing-interf:
outgoing-interf
outgoing-interf

outgoing-interf:

D add
# . Status User Scheduls Incaming Source Destination DSCP Code Service Mext-Hop DSCP Marking  SMAT
1 o] Iany none to_HQ asubnel HG aszubnet bl any any to_br1 preserve none I
2 W any none to_krt any any to_H@ preserye none
3@ ey none alant any any 2wl TRUMK preserve
4 @ any none alan? alaM2_SUBMET — any any any awan_TRUMK preserve
5 g any none admz aDMZ_SUBMET  any any any alish_TRUNK preserve
6 @ any none aext-wlan aEXT WWLAN SUBR any any any 2NN TRUNMK preserve
7 @ any none any ary ary any . preserve

Page |1 of 1 Show|50 | items

ace
ace 0
ace 0
ace 0
ace 0

Displaying 1 - 7 of 7

After all the steps above, the configuration for this application scenario is done.

4.2.3.Scenario Verification

On Brl, dial up the tunnel to HQ.

@ add .

# Status

ofe

Page (1

Mame

VPN Gatesway

Defautt_L2TP_VPH_Connection  Default_L2TP_WPR_GWY

to_Ha

af 1

to_H&

Show 50 | |items

Encapsulation
TRAMSPORT

TUMMEL

Algarithm

3DESEHA 3DESMDS DES/SHA

DES/SHA

Palicy
!

al &k1_SILEMET

fasubnet_HQ

Displaying 1 - 2 of 2

Go to Monitor > Log, check the IKE logs, the tunnel is built up to HQ WANL.

info
info
info
info
info
info
info
info

info

IKE The cookie pair iz : 0x07eThboddE69e5334 | DxacOhbl d6f4712539 [count=4] 201 .0.0.2:500 200.0.0.2:500 IKE_L Qi
IKE Tunnel [to_Herto_He:Oxcd670c2e] buit successiully 201 00,2500 200002500 IKE_LOG
IKE Send:[HASH] 201 002500 200.0.0.2:500 KE_LOG
IKE [SA] [Intistor: 201 .0.0 2][Responder:200.0.0 2][Palicy:192 168 .4.0024-192 165 1 .0/24][ESP des-ct 200.0.0.2:500 201.0.0.2500 IKE_LOG
KE  Recy[HASH|[SAIMOMCE]IDIID] 200.0.0.2500 201 0.0.2500 IKE_LOG
IKE The cookie pair is ; Ox07e7hbddbE9e53354 § DxacShbl d6fd 712639 200.0.0.2:500 201.0.0.2:500 IKE_LOG
KE  Send[HASH|[SAMNONCELIDIID] 201 .0.0.2:500 200.0.0.2:500 IKE_LOG
IKE Start Phase 2 Guick Mode 201 .0.0.2:500 200.0.0.2:500 IKE_LOG
IKE The cookie pair is : 0x07eThbdd569e5334 | DxacObbd d6i4712539 [count=5] 201 .0.0.2:500 200.0.0.2:500 IKE_LCG
On a PC behind branch office, initiate nonstop ping to a PC behind HQ.
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thernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . . . . . . 192.168.4.33
Subnet Mask . . . . . 255 .255.255.9
Default Gateway . . . . - 192 .168_.4.1

thernet adapter ttﬂﬁﬁ

Media State . . . . . - . . . . . Media disconnected
:“Documents and Settings™Administrator>ping 192.168.1.33 -t
inging 122.168.1.33 with 32 hytes of data:

egquest timed out.
from 192_.168.1.33: bytes=32 time=4ms TIL=125
from 192.168.1.33: hytes=32 time=3ms TTL=125
from 192.168.1.33: hytez=32 time=3ms TTL=125
from 192.168.1.33: bytes=32 time=4ms TIL=125
from 192.168.1.33: hytes=32 time=3ms TTL=125
from 192.168.1.33: hytez=32 time=3ms TTL=125
from 192.168.1.33: bhytes=32 time=3ms TTL=125
from 192_168.1.33: bytes=32 time=3ms TIL=125
from 192.168.1.33: hytes=32 time=3ms TTL=125
from 192.168.1.33: hytez=32 time=3ms TTL=125
from 192.168.1.33: bytes=32 time=3ms TIL=125
from 192.168.1.33: bytes=32 time=3ms TIL=125
from 192.168.1.33: hytez=32 time=3ms TTL=125
from 172.168.1.33: bytes=32 time=3Imz TTL=125

Unplug HQ USG WANL1, the ping times out (tunnel disconnected). After a while, the
ping resumes. The VPN tunnel is built up again.
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192.168_1.33:- hytes=32 tine=3Ims
from 192_168.1.33: bytes=32 time=3ms
from 192.168_1.33: bytes=32 tine=3Ims
from 192.168_1.33: bytez=32 time=3Ims=
from 172.168_1.33: bytes=32 time=Ims

timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.
timed out.

TTL=125
TTL=125
TTL=125
TTL=125%
TTL=125

On Br1, go to Monitor > Log, check the IKE logs. You will find the tunnel is built

successfully to Br2 WAN1 (202.0.0.2).

info  IKE Fall Back [to_HE] will start fall back after 60 seconds

info

info

info

info

info

info

info

info

info

info

info

info

info

info

info

info

info

info

info

info

info

info

info

info

info

info

KE Tunnel [to_HGrto_HG:0x3512559a] built successtully 201.0.0.2:500 202002500
KE Send [HASH] 201 .0.0.2:500 202.0.0.2:500
KE | [S&] [Intiator:201.0.0.2)[Responder:202.0.0.2][Policy:192.165 .4 .0/24-192 168 .1 0/24][ESP des-c 202.0.0.2:500 201 .0.0.2:500
KE  Recv[HASH][SAINOMCEIIDIID] 202.0.0.2:500 201.0.0.2:500
WKE  Send:[HASH][SA]MOMCENDIID] 201.0.0.2:500 202002500
KE  Start Phase 2 Guick Mode 201.0.0.2:500 202002500
KE Tunnel [to_HZ:0x7975909] iz dizconnected 201.0.0.2:4500 200002

KE Phaze 1 IKE SA process done 201 .0.0.2:500 202.0.0.2:500
KE  Recv:[ID)[HAZH] 202.0.0.2:500 201 .0.0.2:500
KE Send [IDHASHINOTFY: INTIAL _COMTACT] 201 .0.0.2:500 202.0.0.2:500
KE Recy: [KEJMOMCE] 202.0.0.2:500 201 10.0.2:500
KE Send: [KEJMOMCE] 201 .0.0.2:500 202.0.0.2:500
KE The cookie pair is : 0x38db3478as0c0coe [ 0:3895d3e24680ec6 [court=5] 201 .0.0.2:500 202.0.0.2:500
KE  Recv[SAIVIDIYID] 202.0.0.2:500 201.0.0.2:500
KE The cookie pair is @ 0x38db3478as0c0cce [ 038950 3e246802c6 [court=4] 202.0.0.2:500 201 10.0.2:500
KE  Send[SAVIDIVID] 201.0.0.2:500 202002500
KE Send Main Mode request to [202.0.0.2] 201 .0.0.2:500 202.0.0.2:500
KE Tunnel [to_HS] Sending IKE reguest 201 .0.0.2:500 202.0.0.2:500
KE  The cookie pair iz 1 0x35dk347Sae0ciooc / 0:0000000000000000 [court=2] 201.0.0.2:500 202002500
KE ISAKMP 5S4 [to_H@] is dizconnected 201 .0.0.2:500 200.0.0.2:500
KE The cookie pair is : Dxac22845ef26ak044 § 0x0000000000000000 201 .0.0.2:500 200.0.0.2:500
KE  IKE Packet Retransmit 201.0.0.2:500 2000.0.2500
KE The cookie pair is : Oxac22545ef26ab044 § 0x0000000000000000 201 .0.0.2:500 200.0.0.2:500
KE IKE Packet Retransmit 201 .0.0.2:500 200.0.0.2:500
KE The cookie pair is : Dxac22848ef26ak044  Ox0000000000000000 201 .0.0.2:500 200.0.0.2:500
KE IKE Packet Retransmit [count=4] 201 .0.0.2:500 200.0.0.2:500
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On Br2, go to Monitor > VPN Monitor > IPSec VPN, you will find the two VPN
tunnels are up. One is to Brl (Policy 192.168.1.0 /24<->192.168.4.0/24). The other is
to HQ (Policy 192.168.4.0/24<->192.168.1.0/24).

Current IPSec Security Associations

Mame:

# MName Encapsulation Policy Algorithm Up Time: Timeout Inbound(Erytes) Outhound(Bytes)
1 to_H@ Tunnel 192168 4 0/24==192.1658 1 [ DESISHAT ) BE31E 75(8400 bytes) 7504500 bytes)
2 to_kr1 Tunnel 192.168.1.0/24==192.166 4.0 DESIEHAT 86 86344 TE(B912 bytes) 7504500 bytes)

Page |1 |afl Show | 50w ikems Displaying 1 - 2 of 2

Check the IKE logs on Br2 in Monitor > Log, you can find the tunnel to Brl and to
HQ are both built up successfully.

info KE Tunnel [fo_Hoeto_HG:0x717d1 c0a] built successfully 10.0.0.2:500 q0.0.0.1:500 KE_LOG
info KE Send [HASH] 10.0.0.2:500 q0.0.0.1:500 KE_LOG
info KE [SA] [Intistor:10.0 .0 2][Responder:10.0.0 1 [Policy:192.165.4.0/24-192168.1.C 10.0.0.1:500 10.0.0.2:500 KE_LOG
infa ME Recy: [HASH][SA[MOMCE]IDID] 10.0.0.1:500 10.0.0.2:500 IME_LOG
infa ME Send: [HASH][SA [MONCEIDID] 10.0.0.2:500 10.0.0.1:500 IME_LOG
info KE Start Phaze 20 Guick Mode 10.0.0.2:500 q0.0.0.1:500 KE_LOG
info KE Phasze 1 ME 54 process done 10.0.0.2:500 q0.0.0.1:500 KE_LOG
info KE Recy:[ID[HASH] 10.0.0.1:500 q0.0.0.2:500 KE_LOG
info KE Send[IDHASH][NOTFY:IMNITIAL _COMTACT] 10.0.0.2:500 q0.0.0.1:500 KE_LOG
info KE Recy: [KEJ[MOMCE] 10.0.0.1:500 q0.0.0.2:500 KE_LOG
info KE Send: [KEJ[MOMCE] 10.0.0.2:500 q0.0.0.1:500 KE_LOG
info KE The cookie pair is @ 07833021 200280k § 0a39057 0332501 3k [count=3] 10.0.0.2:500 q0.0.0.1:500 KE_LOG
infa ME Recy: [SA]VID]VID] 10.0.0.1:500 10.0.0.2:500 IME_LOG
info KE The cookie pair is @ 07833021 200280k § 0a39057 0332501 3k [count=4] 10.0.0.1:500 q0.0.0.2:500 KE_LOG
infa ME Send:[SA]VID]VID] 10.0.0.2:500 10.0.0.1:500 IME_LOG
info KE Send Main Mode request to [10.0.01] 10.0.0.2:500 q0.0.0.1:500 KE_LOG
info KE Tunnel [fo_HG) Sending KE recguest 10.0.0.2:500 q0.0.0.1:500 KE_LOG
info KE The cookie pair is @ 0xf7833021 200280k § 0:0000000000000000 [court=2]  10.0.0.2500 q0.0.0.1:500 KE_LOG
info IKE Tunnel [to_br1:0:x51 actdd?] iz disconnected 202.0.0.2:4500 201.002 IKE_LOG
info IKE Tunnel [to_br to_br1:0x6c1 3155c] built successfully 201.0.0.2:500 202.0.0.2:500 IKE_LOG
infa KE [5&) [Responder:202.0.0. 2]Intistor: 201 .0.0.2)[Policy: 1921688 1 .0/24-192 168 .. 201.0.0.2:500 202.0.0.2:500 KE_LOG
infa KE Recy: [HASH] 201 .0.0.2:500 202.0.0.2:500 KE_LOG
info IKE Send:[HASH]SAINONCE]ID]ID] 202.0.0.2:500 201.0.0.2:500 KE_LOG
info IKE Recv:[HASH]SAINONCE]ID]ID] 201 .0.0.2:500 202.0.0.2:500 KE_LOG
infa KE IZAKMP S48 [to_br1] iz disconnected 202.00.2:500 201.0.0.2:500 KE_LOG
infa KE Send: [HASH]DEL] [count=2] 202.00.2:500 201.0.0.2:500 KE_LOG
info IKE Tunnel [to_br1:0:x51 actdd?] iz disconnected 202.0.0.2:500 201.0.0.2:500 IKE_LOG
infa KE The cookie pair iz : 0xa378d863514d7bebf F 0xd3h7 c9826e61 5171 [count=4] 202.00.2:500 201.0.0.2:500 KE_LOG
infa KE Send:[ID[HASH] 202.00.2:500 201.0.0.2:500 KE_LOG
info IKE FPhaze 1 IKE SA process done 202.0.0.2:500 201.0.0.2:500 IKE_LOG
infa KE Recy:[ID[HASHNOTFY:IMNITIAL _COMTACT] 201 .0.0.2:500 202.0.0.2:500 KE_LOG
infa KE Send: [KEJMOMNCE] 202.00.2:500 201.0.0.2:500 KE_LOG
infn IKF Rer TKFITMORCF 2NN 2-ann N3N NENN IKF | (5

Plug back HQ USG WANL1, the tunnel from Brl to HQ will fall back to the HQ
WANL1.
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192 _168.1.33:
192 _168.1.33:
192 .168.1.33:
192.168.1.33:
192.168.1.33:
192 _168.1.33:
192 .168.1.33:
192.168.1.33:
192.168.1.33:
from 192_.168.1.33:
from 192 _.168.1.33:
Request timed out.
from 192.168.1.33:
from 192_.168.1.33:
from 192 _.168.1.33:
from 192.168.1.33:
from 192.168.1.33:
from 192_.168.1.33:
from 192 _.168.1.33:
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TTL=123
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TTL=123
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On Br1, go to Monitor > Log, you will find the tunnel fall back to HQ WAN1

(200.0.0.2) successfully.

info IKE IZAKMP A4 [to_HG] is disconnected 201 .0.0.2:500 202.0.0.2:500 KE_L O
info IKE Fall Back [to_HG] to primary peer gatewvay successully at the 1th time IWKE_L s
info IKE Tunnel [fo_HGrto_HZ: 0x552cf:595: 0xc480207e] rekeyed successfully 201.0.0 2500 200.0.0.2:500 IWKE_L s
info IKE Fall Back [to_H3] is continue install SA. IWKE_L s
info IKE Fall Back [to_H3] send delete 54 packet successfully IWKE_L s
info  IKE Send [HASH][DEL] 201 .0.0.2:500 202.0.0.2:500 KE_L O
info IKE The cookie pair i Dxa375dd63tdd7hebt S Oxd3b? c9526e61517f [count=2] 201 .0.0.2:500 202.0.0.2:500 KE_L O
info IKE Fall Back [to_H3] is suspended to zend delete sa packet to secondary peer gateway IWKE_L s
info IKE Send [HASH] 201 .0.0.2:500 200.0.0.2:500 KE_L O
info IKE [Sa] [Intistor:201 0.0 2[Responder: 200.0.0 2[Policy: 192.165.4 0/24-192 1651 0/24][ESP des-ct 200.0.0.2:500 201 .0.0.2:500 IKE_L O
info IKE  Recv:[HASHISAIMNONCELIDIID] 200.0.0.2:500 201.0.0.2:500 IKE_LOG
info IKE  Send[HASHISAIMNONCELIDIID] 201.0.0.2:500 200.0.0.2:500 IKE_LOG
info IKE Start Phasze 2 Guick Mode 201 .0.0.2:500 200.0.0.2:500 IKE_L O
info IKE Phasze 1 IKE SA process done 201.0.0 2500 200.0.0.2:500 IKE_L s
info IKE Recy:[ID[HASH] 200.0.0.2:500 201 .0.0.2:500 IKE_L O
info IKE Send [IDHASHNOTEY:IMTIAL _CONTACT] 201 .0.0.2:500 200.0.0.2:500 IKE_L O
info IKE Recy: [KEJIMOMCE] 200.0.0.2:500 201 .0.0.2:500 IKE_L O
info IKE Send: [KEJIMOMCE] 201 .0.0.2:500 200.0.0.2:500 IKE_L O
info IKE The cookie pg Send:[KEJ[MOMCE] 2775C f 0x025c396acd5 56 da [count=8] 201.0.0 2500 200.0.0.2:500 IKE_L s
info IKE Recy: [SA]WID]VID] 200.0.0.2:500 201 .0.0.2:500 IKE_L O
info IKE The cookie pair iz 0x3cfSeV{2adas 775 J 0x025c896acd556 da [count=4] 200.0.0 2500 201.0.0.2:500 IKE_L s
info IKE Send [SA]WID]VID] 201 .0.0.2:500 200.0.0.2:500 IKE_L O
info IKE Send Main Mode request to [20000.0.2] 201 .0.0.2:500 200.0.0.2:500 IKE_L iz
info IKE Tunnel [fo_H2] Sending IKE request 201.0.0 2500 200.0.0.2:500 IKE_L iz
info IKE The cookie pair iz 0x3cfieT 2adasy 75 J 0x0000000000000000 [court=2] 201 .0.0.2:500 200.0.0.2:500 IKE_L iz
info IKE Tunnel [fo_He:0xdd670c2e] is disconnected 201.0.0 24500 200002 IKE_L iz
info IKE Fall Back [to_HG] will start fall back after 60 seconds IKE _L iz
info IKE Tunnel [fo_Herto_Hiz: 0x552c1:3895] buit successfully 201.0.0 2500 202.0.0.2:500 IKE_L iz
134
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FAQ

The FAQ from Ato P are ZLD v2.12 related. But you can also refer to them for ZLD
v2.20 corresponding questions.

A. Device Management FAQ

AO01. How can | connect to ZyWALL USG to perform

administrator’s tasks?

You can connect your PC to ZyWALL USG port 1 interface with Ethernet cable,
which is most left Ethernet port. You will get the IP address automatically from DHCP
by default. Connect to http://192.168.1.1 using web browser to login ZyWALL USG
for management. The default administration username is “admin”, and password is
“1234”.

A02. Why can’t | login into ZyWALL USG?

There may have several reasons why you can’t login to ZyWALL USG:

1. The ZyWALL USG supports the following types of browsers. Check if you are
not using other type of browser.
* IE 6.0 or above
* Firefox 1.5.0 or above
* Netscape 7.2 or above

2. To login ZyWALL USG’s GUI, it’s mandatory to enable JavaScript and accept
cookies in your web browser. Check if you don’t have them disabled in the
web browser. If you do, enable them.

3. To login ZyWALL USG’s GUI, a popup window function in web browser is
used. Check if you have the popup windows block enabled in the web browser.
If so, please disable the block in the web browser.

4. You may be entering wrong username or password.

5. You might have typed a wrong password for over 5 times. ZyWALL USG
blocks login from such an IP address for 30 minutes by default.

6. You can be connecting to ZyWALL USG from a WAN interface which is
blocked by default. If you don’t want this block rule, go to GUI menu System >
WWW to set to accept the access from “WAN’ or from ‘All’.

Then switch to menu Firewall > To-ZyWALL rules to add the HTTP access
from WAN side.
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= ZyWALL > System > WWW

HTTPS

Enable \
Server Port {443 [
[ Authenticate Client Certificates Gil‘ rusted CAs)
Server Certificate i defaul!V[Z]

Redirect HTTP to HTTPS

Admin Service Control

—““_

1 Accept BB EN

User Service Control

I N ™ S I =" T

1 ALL ALL Accept B R EN
HTTP

Enable
Server Port 180

Admin Service Control

—““_

1 Accept I?!l il PN

Note: By default, Firewall blocks all the access except the traffic like VRRP,
IPSec ESP, IPSec AH, IPSec NATT, IPSec IKE.

* ZyWALL > Firewall

Global Setting
Enabkle Firewall
[ Allow Asymmetrical Route

[0 Maximum session per Host [7‘ (1-8192)

Firewall rule

Fromzone  |any [ ToZone  |ay v

Total rules:27 \F“E! ¥| entries per page page: [M[E] w1 |of 1 BIBD

B T T T i T T [
1 WAN none allow no QB @IN
2 2 LANL DMZ none any any any any allow no QFD@IN
3 3 WAN LANL none any any any any deny log QR @ @WIN
4 4 WAN DMZ none any any any any allow no QF & @IN
5 5 DMZ LAN1 none any any any any deny log QD @WIN
6 6 DMZ WAN none any any any any allow  no QF @ @WIN

- QUS| SO Y11/ Y Py 7. IS 1, VA . 'V A — — — — e — — — —allow o — QF @ @WIN

: 8 8 WAN ZyWALL none any any any VRRP allow no : QF @@ N

1S 9 WAN ZyWALL none any any any ESP allow no | Q@ @IN

: 10 10 WAN ZyWALL none any any any AH alow no | QFEWIN

11t 11 WAN ZyWALL none any any any NATT allow no | QR @ @WIN

A03. What’s difference between “Admin Service Control” and
“User Service Control” configuration in GUlI menu System >

WWW?
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The “Admin Service Control” configuration is for controlling user login with admin
user-type to perform management task including Admin and Limited-Admin. And
“User Service Control” configuration table is for controlling user login with access
user-type to perform user access task including User and Guest.

A04. Why ZyWALL USG redirects me to the login page when |

am performing the management tasks in GUI?

There may be several reasons for ZyWALL USG to redirect you to login page when

you are doing configuration.

1. Admin user’s re-auth time (force re-login time) has reached. The default time value
is 24hours.

2. Admin user’s lease time has been reached. The default time value is 24hours.

3. You are trying to login ZyWALL USG using other remote management client
(telnet or ssh...etc) after you logged in ZyWALL USG using a web browser.

4. PC’s IP address has changed after your previous login. The re-login is required

then.

A05. Why do | lose my configuration setting after ZyWALL USG

restarts?

There may have two reasons:

1. If you configure ZyWALL USG from CLI. You must type CLI “write” to save the
configuration before rebooting. If you configure ZyWALL USG from GUI, any
configuration will be automatically saved.

2. ZyWALL USG might fail to apply the configuration using the startup-config.conf
when booting up. It might because the startup-config.conf is corrupted. If so,
ZyWALL USG will try to use the last boot up configuration file (lastgood.conf),
which can boot up successfully. Your settings will revert to the last boot up
configuration.

A06. How can | do if the system is keeping at booting up stage

for along time?

There are two reasons if your ZyWALL USG boots up for a long time as below.

1. It might because you have many configurations on ZyWALL USG. For example,
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you configured over 500 VPN settings. Please connect to console and you can see
which process the system is processing at.

Note: If the system is processing ok, admin can connect to ZyWALL USG’s lanl port
which is with IP address 192.168.1.1 by default.

2. The ZyWALL USG may get firmware crashed. Generally, it may happen if power
off ZyWALL USG when it’s during firmware upgrading. For this case, admin could
connect to console and see the message as shown below (ensure your terminal baud
rate is configured correctly).

If you do see the message, please start the firmware recovery procedure as following
steps.

1. Connect a PC with ZyWALL USG’s lan1 port via an Ethernet cable.

2. ftp 192.168.1.1 from your FTP client or MS-DOS mode

3. Set the transfer mode to binary (use “bin” in the Windows command prompt).

4. Reload the firmware. (ex. use command “put 1.00(XL.1)CO0.bin” to upload
firmware file)

5. Wait the FTP uploading completed and it will restart the ZyWALL USG
automatically.
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B. Registration FAQ

BO1l. Why do | need to do the Device Registration?

You must first register ZyWALL USG device with myZyXEL.com server, before you
activate and use IDP and Content filter external rating service.

B02. Why do | need to activate services?

It’s mandatory to activate these security services before you enable and use these
services. For IDP and the content filter, you need to activate services first before you
can update the latest signatures from myZyXEL.com update server.

B03. Why can’t | active trial service?

You must make sure that your device can connect to internet first. Then register
ZyWALL USG device with myZyXEL.com server through GUI menu Registration

page.

B04. Will the UTM service registration information be reset
once restore configuration in ZyWALL USG back to

manufactory default?

Yes. Both the device configuration and UTM service registration, e.g. AV/IDP/CF,
will be erased once the user reset the device configuration back to manufactory
default. However, the service subscription information can be recovered by following
the procedures as:

1. Next time device synchronization with myZyXEL.com.

2. User click “Service License Refresh” button from ZyWALL > Licensing >
Registration > Service page.
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C. File Manager FAQ

CO01. How can ZyWALL USG manage multiple configuration

files?

From ZyWALL USG GUI menu File Manager > Configuration File, it allows admin
to save multiple configuration files. Besides, Admin could “manipulate” files, such as
to upload, delete, copy, rename, download the files, and apply a certain file to
hot-switching the configuration without hardware reboot.

C02. What are the configuration files like startup-config.conf,

system-default.conf and lastgood.conf?

1. startup-config.conf: The startup-config.conf is ZyWALL USG system
configuration file. When ZyWALL USG is booting, it will use this configuration
file for ZyWALL USG as system configuration.

2. system-default.conf: The system-default.conf is ZyWALL USG system default
configuration file. When you press the reset button, ZyWALL USG will copy
system-default.conf over startup-conf.conf.

3. lastgood.conf: The lastgood.conf is created after ZyWALL USG successfully
applies startup-config.conf. And ZyWALL USG will try to apply lastconfig.conf, if
ZyWALL USG fail to apply startup-config.conf. You can check the GUI menu
Maintenance > Log to check the configuration applied status after booting.

Please note the configuration file downloaded through web GUI is text-based which is
readable and is very useful for administrator to have a quick overview for the detailed
configuration.

C03. Why can’t | update firmware?

It’s mandatory to have at least 70MB free memory before upgrade firmware. If you
still can’t get enough memory to upgrade firmware, you can perform upgrade after
system reboot which frees up the memory.
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CO04. What is the Shell Scripts for in GUI menu File manager >

Shell Scripts?

Shell scripts are files of commands that you can store on the ZyWALL and run when
you need them. When you run a shell script, the ZyWALL only applies the commands
that it contains. Other settings do not change.

CO05. How to write a shell script?

You can edit shell scripts in a text editor and upload them to the ZyWALL USG
through GUI menu File manager > Shell Script tab. Some notes as followings.

e Must follow ZyWALL USG CLI syntax
*  Must add “configure terminal” at the beginning of the script file.
*  Must save as a “.zysh ” file extension.

An example is shown below.

# enter configuration mode

configure terminal

# change administrator password

username admin password 4321 user-type admin
# add a user ‘anne’ and set both the lease and re-auth time to 1440 sec.
username anne user-type ext-user

username anne description External User
username anne logon-lease-time 1440

username anne logon-re-auth-time 1440

exit

write

C06. Why can’t | run shell script successfully?

Please ensure that you follow the correct CLI command syntax to write this script.
And make sure that you add the “configure terminal” in the top line of this script
file.
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D. Object FAQ

DO01. Why does ZyWALL USG use object?

ZyWALL USG object include address, service, schedule, authentication method,
certificate, zone, interface group and ISP account object. The ZyWALL USG uses
object as a basic configuration block. It can simplify the configuration change once
your have some change in the network topology.

For example, User can first create a zone object WAN_ZONE with the WAN1
interface and later add the wan2 interface into WAN_ZONE. All security features that
use the WAN_ZONE will change their configuration immediately according to zone
object WAN_ZONE change.

We also provide a feature call “in-line object create”, this feature can let you create an
object without leaving the original page, for example, during the time creating an
Access Policy for SSL VPN, you can simply click the “Add” button, it will pop-up a
new windows and link to “User Configuration” page, therefore you don’t have to
leave the page you are configuring access policy.

= ZyWALL > ¥YPN > SSL ¥YPN > Access Policy = Edit > #1

Configuration

¥ Enable

Name |SSLaccess

Description |New create (Optional)

A https://192.168.1.1 - pruseredit. html - Microsoft Internet Explorer

l User/Group (Optional) I

Available
admin
Idap-users
radius-users
ad-users

User Configuration

User Name Isharno

= @ User Type User 7
: it ' i ¥V Password ]--..

SSL application List {Opti Retype ]““l
Description ]Lucal User

Available i
Lease Time 1440 (0-1440 minute;|

unlimited)

Reauthentication Time 1440 (0-1440 minute:

— unlimited)

Add OK ] Cancell
.é'l Done S @ Intern
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D02. What’s the difference between Trunk and the Zone

Object?

The trunk concept is used as an interface group for a policy routing. You can add
interfaces and define load balance mechanisms in one trunk.

The zone concept is used to group multiple of interfaces, which have the same
security policy. For example, you can define two zones, LAN and WAN, and add a
firewall rule to control the traffic between LAN and WAN.

D03. What is the difference between the default LDAP and the
group LDAP? What is the difference between the default

RADIUS and the group RADIUS?

Default LDAP/RADIUS server is a built-in AAA object. If you only have one
LDAP/RADIUS server installed, all you need to do is to setup the default
LDAP/RADIUS and then select group Idap/radius into authentication method. If you
have several redundant LDAP/RADIUS servers, you may need to create your own
LDAP/RADIUS server groups. But don’t forget selecting the LDAP/RADIUS server
groups in the authentication method chosen for authenticating.
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E. Interface FAQ

EO1. How to setup the WAN interface with PPPoE or PPTP?

First, you need to create an ISP account, which has protocol type of PPPoE or PPTP.
Then you need to create PPP interface on GUI menu Interface > PPPOE/PPTP. You
can name this PPP interface, for example ‘ppp0’ (you can have pppO~pppll ppp
interface, pppl2 is reserved to modem dialup interface). After that, you need to create
a policy route, which has next-hop interface set to ppp0.

EO2. How to add a virtual interface (IP alias)?

To add a virtual interface, go to GUI menu Interface > Ethernet, click the “+” icon
on each interface row. For example, | want to add a virtual interface of lanl. click the
“+” icon from the interface lan1 row, and fill out the necessary fields. It will create the
virtual interface, lanl:1.

EO03. Why can’t | get IP address via DHCP relay?

It requires special support from a DHCP server. Some DHCP servers would check
special fields in a DHCP discover/request and it is possible for the servers to not to
respond them. So make sure your DHCP server supports DHCP relay.

EO4. Why can’t | get DNS options from ZyWALL’s DHCP

server?

There could be several reasons. If you configure a static IP on a WAN interface, you
should have custom defined DNS servers in the LAN interface or there would be no
way to get DNS servers from ISP. If the interface that provides the DNS server goes
down, the DNS server would be regarded as dead one and won’t pass it to the LAN
PCs. So make sure all the interfaces that provide DNS server don’t go down because
of link down, ping-check or becoming disabled.

EO05. Why does the PPP interface dials successfully even its

base interface goes down?
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The base interface is just a reference which ZyWALL uses to connect to PPP server. If
you have another active interface/routes, ZyWALL will try to maintain connectivity.
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Routing and NAT FAQ

FO1. How to add a policy route?

From the GUI menu Policy >Route, click the “+” icon in the table and define
matching Criteria for this route. Then select a next-hop type. If you want to use Link
HA and Load Balance, “Trunk” should be selected as a next-hop type. If you want to
route traffic into an IPsec tunnel, you need to select “VPN tunnel”. Please note that
the policy routes will be matched in order. If the first route matches the criteria,
ZyWALL USG will use the route setting to direct the traffic to the next hop.

FO2. How to configure local loopback in ZyWALL USG?

Local loopback is a feature used in the following scenario.

For a general application the users access to the web service by entering the FQDN
(Full Qualify Domain Name, e.g. http://www.zyxel.com) other than an IP address.
This is because the domain name is easier to remember. However, when both the
Server and Client are located behind the same NAT, a triangle route problem will
encounter. See the example as illustrated below to understand the network topology:
(Here a Web server is used as an example.)

- i
Internet )
Web Server Vintual Interface: ',\‘J _
192.168.35.100 o . LAN Subnet:
192.168.105.x / 24

Src:192.168.105.36
Des:192.168.105.37

Web Server
192.168.105.37

192.168.105.36

1. The internal user enter the URL and the DNS client in the computer queries the
domain name "xxx.USG2000.com™ from the public DNS server and retrieves the Web
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server's 1-1 NAT mapping public IP address- 192.168.35.100.

2. From the Virtual Server setting, ZyWALL USG forwards it to the internal IP
192.168.105.37.

3. The Web server receives a request from the same subnet and replies it directly to
PC through L2 switch dispatching. This is known as "triangle route".

Please follow these steps to configure the ZyWALL USG in order to solve the triangle
route problem:

1-1 NAT mapping Configuration:

Firstly create two address object: WEB_WAN as 192.168.35.100 and WEB_LAN as
192.168.105.37. After that, create the Virtual Server rule of incoming DNAT
translation to allow the server connect to outside network.

JET—FI'P
Interface ge2 -
Original IP WEB-WAN = ‘_ IP address mapping
Mapped IP 192.168.105.37
Mapping Type Port j
Original Port 30 Port mapbin
Mapped Port 30 ' PPIng
* Please make sure the firewall allows virtual server traffic.
* Please create a corresponding policy route (NAT 1:1) if the virtual server will also establish connections to clients.
0K Cancel

Create one Policy Route rule for outgoing SNAT to translate the private IP to public
one.
After these two steps, the 1-1 NAT mapping on ZyWALL USG is complete.
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Configuration

¥ Enable
Description I (Optional)

Criteria

User any =
Incoming ge...

I Source Address WEB-LAN -

Destination Address any -

Schedule none 'l
Service any - Newl

Next-Hop

Type
Gateway
Interface
VPN Tunnel
Trunk

Address Translation

Source Network Address Translation IWEE!—WAN 'l

NAT loopback Configuration

In order to run the NAT loopback on ZyWALL USG, please add these rules after you
finish the 1-1 NAT mapping.

Firstly, add one Virtual Server rule for LAN usage. All the parameters are the same as
those set on 1-1 NAT mapping, except the Interface item.

Naze = —
[ Interface QBTL[ l ‘_ Configure this rule
Original IP WEB-WAN =] for LAN usage
Mapped IP W

Mapping Type [Port =]
Protocol Type m
Original Port 20
Mapped Port Iau—

* Please make sure the firewall allows virtual server traffic.
* Please create a corresponding policy route (NAT 1:1) if the virtual server will also establish connections to clients.

In total there are two Virtual Server rules in this case.

If you put the Web Server on DMZ and access from the LAN, this configuration will
do as you requested. However, if you put the Web Server on LAN and access from
the LAN, you need another Policy Route rule to realize it.
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Virtual Server

Total Virtual Servers: 2 30 ~| entries per page Page 1/1 [ER])|

1 NAT-WEB ge2 WEB-WAN 192.168.105.37 any 80 80 @ |§9 i}
2 NAT-WEB-IN gel WEB-WAN 192.188.105.37 any 80 80 @ g i}

This Policy Route rule makes all the internal access must do the SNAT translation.
This will force all the traffic to go back to the ZyWALL USG and avoid the triangle
route problem.

Configuration

[ Enable
Description I (Optional)
Criteria
User Lany
Incoming Interface / ge1 _ Change...
Source Address LAN_SUBNET I
Destination Address WEB-LAN =
Schedule nDnej
Service any | Hew
Next-Hop
% Type Interface 'I
% Gateway Zi WAN P &
B I Interface gel = ]
VPN Tunnel Remote-D H
Trunk vAN_TRUNK [
Address Translation
[ Source Network Address Translation Inutgnln}lnterfaoe - ]
: e
Port Triggering | # | incomingservice |  Triggerservice | & |

Certainly, the related configuration like the Firewall ACL check must be set.
After the configuration is done, the LAN users are able to access the LAN server by
typing FQDN.

FO3. How to configure a NAT?

Unlike ZyNOS ZyWALL, the NAT setting in ZyWALL USG is in Policy Route and
port forwarding setting is Virtual Server as the configuration page is shown below.

e Configure NAT setting in Configuration > Policy > Route
*  Configure port forwarding setting in Configuration > Virtual Server

In the policy route setting, there is the source network address translation (SNAT)
setting is at Address Translation area. Choose ‘none’ means to turn off the NAT
feature for the policy route rule accordingly. To choose “outgoing-interface” or other
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address object you defined, it means turn on the NAT feature and it will refer to the
next-hop setting to execute routing.

For the specific traffic needs to be re-directed to a certain internal server, the virtual
server needs to be configured. This feature allows ports/host mapping from a WAN
interface IP to an internal DMZ/LAN IP. For example, if you want to forward HTTP
traffic with 8080 port to the ZyWALLS in ZyWALL USG’s DMZ zone, you need to
configure virtual server to forward <Original IP(ex. WANI1’s IP):8080> to <Internal
server 1P:8080>.

FO4. After | installed a HTTP proxy server and set a http

redirect rule, | still can’t access web. Why?

Your proxy server must support a transparent proxy. If your proxy does have this
feature, turn it on. For example, for Squid, you have to have the option
httpd_accel_uses_host_header enabled.

FO5. How to limit some application (for example, FTP)

bandwidth usage?

In order to restrict the bandwidth usage for a specific application, you need to employ
AppPatrol feature.

The following steps allow the user to limit the bandwidth usage from of FTP
application:

1. Pick up the FTP application that you want to restrict bandwidth usage and click
“Edit” in AppPatrol > Common page.

2. Click the “Edit” button for default policy, and the “Configuration” page appears.

3. On the “Configuration” page, enter the bandwidth amount you want to limit
bandwidth usage in direction “Inbound” or “Outbound”.

4. Back to “General” page under AppPatrol and check the “Enable BWM” checkbox
then click the “Apply” button to complete the entire configuration.

Note. On the ZLD 1.0 the default setting of bandwidth management is ON and you
cannot change the setting, but on the ZLD 2.0 the default setting of bandwidth
management is off, therefore if you are upgraded from 1.0 to 2.0, the “Enable BWM”
checkbox will be checked.
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FO6. What’s the routing order of policy route, dynamic route,

and static route and direct connect subnet table?

All these routing information create the ZyWALL USG routing database. When
routing, ZyWALL USG will search with the following order:
1. Local and direct connect subnet table.
2. Policy route rule.
3. Main table, which includes routes learned from RIP/OSPF, static routes and
default routes.

FO7. Why ZyWALL USG cannot ping the Internet host, but PC

from LAN side can browse internet WWW?

This is mainly caused by your interface configuration. If you setup two WAN
interfaces, which have gateway IP address configured, the default route will have two
entries added in ZyWALL USG. If one of the WAN interfaces can’t connect to the
internet (for example, ppp interface don’t dialup successfully), and this interface has
smaller metric than the other WAN interface, ZyWALL USG will select this as default
route and traffic can’t go out from the ZyWALL USG.

FO8. Why can’t | ping to the, Internet, after | shutdown the

primary WAN interface?

ZyWALL USG routes packets by checking session information first. Once packet
matched a session that is already created, it would not lookup the routing table. So the
interface status change doesn’t affect the routing result until a new session is created.
If you continually ping internet host and shutdown the ZyWALL USG primary WAN
interface, the ping packet still matches the original session, which is bound to primary
WAN interface already. The session timeout for ICMP is 15 second.

F09. Why the virtual server or port trigger does not work?

If virtual server or port trigger (or any traffic from WAN zone to LAN zone) doesn’t
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work, check whether the firewall rule from WAN to LAN is disabled.

F10. Why port trigger does not work?

The port trigger will work only when there is a connection matching that policy route
rule. Please note that firewall may block those triggered services. So, if you have
problems with triggering the service, check firewall settings and its logs too.

F11. How do | use the traffic redirect feature in ZyWALL USG?

If you have a router located in LAN, you could regard the router as a gateway and fill
its address in a gateway field of the LAN interface which connects to the LAN router.
Then, configure the interface as a passive member of the trunk which you use in the
policy routing. In case all main links in the trunk go down, passive link (i.e. the LAN
router) would be activated to maintain the connectivity.

Note: While you configure the gateway address in the interface, please also choose a
suitable metric for the gateway or it would interfere with main links.

F12. Why can’t ZyWALL learn the route from RIP and/or OSPF?

ZyWALL blocks RIP/OSPF routing advertisement from WAN/DMZ by default. If you
find that it fails to learn the routes, check your firewall to-ZyWALL rules.
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G. VPN and Certificate

GO01. Why can't the VPN connections dial to a remote gateway?

Please check the responder’s logs whether the fail occurs in phase 1 or phase 2. If the
phase 1 has failed, try to check the VPN gateway configuration, such as proposals or
Local/Remote ID. If the phase 2 has failed, try to check the VPN connection
configuration, such as whether the policy matches the one of the remote gateway.

G02. VPN connections are dialed successfully, but the traffic

still cannot go through the IPsec tunnel.

Check if there is a policy route that directs the traffic into the VPN connection. After
the policy route is set, if the traffic still goes through another route path, check the
order of policy routes.

G03. Why ZyWALL USG VPN tunnel had been configured
correctly and the VPN connection status is connected but the

traffic still can not reach the remote VPN subnet?

ZyWALL USG VPN traffic is the route base VPN, this means we need to configure a
policy route rule to guide the ZyWALL USG how to route the VPN traffic to the VPN
remote subnet. We can check if our VPN parameter setting is working by clicking
connect icon after VPN tunnel has configured in both gateway. The VPN connection
status showed below is connected.

-
Eonfiguration
Total Connecticn: 1 3 ¥ connpction per page Page 1/1 =1
- S
| " P Hia |Enc apsulation | Al gorithm] Palicy P
1 zw?Otunned w70 TUNHEL DES/SHA whalerange/VPN_LAN_SUBNET 4 " @ @

“hppty [Feaet

We need a policy route to notify the ZyWALL USG send the packet to VPN tunnel

when the packet’s destination address is VPN remote subnet. Please switch to
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ZyWALL USG GUI > Configuration > Policy > Route > Policy Route and check if
there is a rule that direct the traffic to VPN tunnel. The VPN tunnel candidates must
be preconfigured in VPN connection menu.

1 any none any any VEN_LAN_SUBNET any Iwiltunnel none s} Q B e
a i " gy cang - N
£ any nelrg gl LAN_SUBNET any ANy ged .nl:e-rac: 1] 'P .3" 2 BN

At iy -

3 any fene aw 0tunnel VPN_LAN_SUBNET AN AT ged ribarinte [#] i."‘l ] BE N

— e Send traffic to VPN tunnel
Laeey ]  (Reee] When destination is VPN
remote subnet address.

The traffic from local subnet can send to VPN remote subnet and get reply
successfully after configured VPN tunnel and policy route.

G04. VPN connections are dialed successfully, and the policy
route is set. But the traffic is lost or there is no response from

remote site.

There are two possibilities. One is that the traffic is blocked by firewall, Anti-Virus,
Anti-Spam, IDP...etc. Please check the configuration of these services or search the
related dropped logs. Another option is that the remote gateway doesn't know how to
route the replied traffic. Please check the route rules of the remote gateway.

GO05. Why don’t the Inbound/Outbound traffic NAT in VPN

work?

Check the modified traffic for whether the outbound traffic SNAT still matches the
VPN connection policy. If the traffic doesn't match the policy and the policy
enforcement is active, it will be dropped by the VPN. For Inbound traffic
SNAT/DNAT, check if there is a directly connected subnet or a route rule to the
destination.
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H. Firewall FAQ

HOl1l. Why doesn’t my LAN to WAN or WAN to LAN rule work?

There may be some reasons why firewall doesn’t correctly constrain the access.
1. The WAN zone doesn’t include all WAN interfaces. For example, if you create
a PPPOE interface, you need to add this ppp interface into the WAN zone.
2. The firewall rules order is not correct. Since firewall search firewall rules in
order, it will apply the first firewall rule that matches criteria.

HO2. Why does the intra-zone blocking malfunction after |

disable the firewall?

Intra-zone blocking is also a firewall feature. If you want to have intra-zone blocking
working, please keep the firewall enabled.

HO03. Can | have access control rules to the device in firewall?

If your ZYWALL USG image is older than b6, the answer is No. Firewall only affects
the forwarded traffic. You need to set the access control rules in system for each
service such as DNS, ICMP, WWW, SSH, TELNET, FTP and SNMP. After b6 image,
user can configure to-ZyWALL rules to manage traffic that is destined to ZyWALL.
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|. Application Patrol FAQ

I01. What is Application Patrol?

Application Patrol is to inspect and determine the application type accurately by
looking at the application payload, OSI layer 7, regardless of the port numbers.

102. What applications can the Application Patrol function

inspect?

AppPatrol on ZyWALL USG supports four categories of application protocols at the
time of writing.

1. General protocols -- HTTP, FTP, SMTP, POP3 and IRC.
2. IM category -- MSN, Yahoo Messenger, AOL-ICQ, QQ
3. P2P category -- BT, eDonkey, Fasttrack, Gnutella, Napster, H.323, SIP, Soulseek
4. Streaming Protocols -- RTSP (Real Time Streaming Protocol)

Note: The applications support is not configurable (add or remove).

Pr:;zzol Protocol | Application Type/Version | Action Block [Block of Access|BWM over the Application
Common |FTP Filezilla 2.2.18, 2.2.19 (Active) |Protocol detect Yes Yes
Common |FTP Filezilla 2.2.18, 2.2.19 (Passive)|Protocol detect Yes Yes
Common |HTTP IE6 Protocol detect Yes Yes
Common |HTTP Firefox 2.0, 1.5 Protocol detect Yes Yes
Common |IRC Protocol detect Yes Yes
Common |POP3 Outlook Express 6 Protocol detect Yes Yes
Common [SMTP Outlook Express 6 Protocol detect Yes Yes
IM aol-icq ICQ5.1 audio Yes No
IM aol-icq ICQ5.1 video Yes No
IM aol-icq ICQ5.1 file transfer Yes No
IM aol-icq ICQ5.1 Login Yes No
IM aol-icq ICQ5.1 Message Yes No
IM jabber Google Talk 1.0 Login Yes No
IM msn 7.5,8.0 audio Yes Yes
IM msn 7.5,8.0 file transfer Yes Yes
IM msn 7.5,8.0 Login Yes No
IM msn 7.5,8.0 Message Yes No
IM msn 75,80 video Yes Yes
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IM qq QQ2006, QQ2007Beta Login Yes No
IM Web-MSN|NA (Web Application) Login Yes No
IM Yahoo 8.1.0.195 audio Yes Yes
IM Yahoo 8.1.0.195 file transfer Yes Yes
IM Yahoo 8.1.0.195 Login Yes No
IM Yahoo 8.1.0.195 Message Yes No
M Yahoo 8.1.0.195 video Yes Yes
pP2p bittorrent |Bitcommet 0.79 Protocol detect Yes Yes
P2P eDonkey |emule 0.47c; Vagaa Protocol detect Yes No
P2P ezpeer EzPeer Plus 1.0 Login Yes No
pP2pP fasttrack |Kazaa 3.2 Login Yes No
pP2pP Gnutella |LimeWire 4.12, Foxy 1.9 Protocol detect Yes Yes
pP2pP kad emule 0.47c; Vagaa Protocol detect Yes* No
P2P kuro KuroBang Login Yes No
pP2pP poco Poco 2006 Protocol detect Yes No
P2P pplive PPLive 1.7.26 Protocol detect Yes Yes
pP2P qqlive QQLive 3.5 Protocol detect Yes Yes
IM rediff Rediff 8.0 Login Yes No
IM rediff Rediff 8.0 Message Yes No
M rediff Rediff 8.0 audio Yes No
M rediff Rediff 8.0 video Yes No
M rediff Rediff 8.0 file transfer Yes No
pP2p soulseek |Soulseek 156/157test8 Protocol detect Yes No
P2P thunder |Thunder 5.5 Protocol detect Yes Yes
Streaming|Rtsp RealMedia Player v6.0 Protocol detect Yes No
VolP H323 Netmeeting 3.01 Protocol detect Yes Yes
VolP SIP Windows Messenger 5.1 Protocol detect Yes Yes
VolP SIP Gizmo 3.0 Protocol detect Yes Yes

103. Why does the application patrol fail to drop/reject invalid

access for some applications?

There are two possible reasons for this problem. One is that this application version is
not supported by the Application Patrol (please refer to Application Patrol Support
List). The other is that the Application Patrol needs several session packets for the
application identification. After the session is identified successfully (or it can’t be
identified), specified action is taken. If the session is terminated before being
identified, application patrol won’t take any action. But it seldom happens.

I04. What is the difference between “Auto” and “Service Ports”
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settings in the Application Patrol configuration page?

If the user selects “Auto”, the ZyWALL inspects packet by OSL layer 7(signature
pattern). By selecting “Service Ports”, the ZyWALL inspects the incoming packet
based on layer 4. By default, “Auto” will be selected once an AppPatrol rule is
enabled. Please refer to the following information in advance to use “Service Ports”
option:

(1) Defines the port used in ZyWALL USG. For easy configuration purpose, the
ZyWLL has been pre-configured for the frequent use service port. For example:
eDonkey service is pre-defined to take action on port 4661 ~ 4665 as shown below.

Service

Enable Service

Service Identification

Name eDonkey
Classification O auto; ® Service Ports

Service Port

Service Port

B = B = G

_ Source |Destination| Access

Default 0 none any any any any any forward

[ oK | [Cancél] |

(2) It could be used when user want to apply bandwidth control for certain allowed or
rejected application (which is in Application Patrol support list).

(3) Since the “Service Port” performs up to OSI layer 4 inspections, so the system
performance would be better than the “Auto” inspection (layer 7). Therefore, if the

user concerns about system performance or user’s network environment is simple, the
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“Service Ports” setting could be the choice.

105. What is the difference between BWM (bandwidth

management) in Policy Route and App. Patrol ?

There are two places to set BWM policies:

1. Policy Route — The rule of Policy Route supports Outbound BWM only.

2. App. Patrol — App. Patrol supports both Outbound BWM and Inbound BWM.

If a traffic matches the BWM rules of both Policy Route and App. Patrol, Policy
route will be applied on the traffic.

106. Do | have to purchase iCards specifically for using

AppPatrol feature?

AppPatrol can be free for usage.

Pre-Condition & Usage:

AppPatrol packet inspection mechanism relays on signature pattern if you select “auto”
mode, which is also employed by IDP feature. You can have the signature download
from subscribing IDP/AppPatrol trial service. During the trial period, you can
download the signature. After trial program expired, you will no longer able to update
the signature unless you subscribe the IDP UTM service (Note: Purchase of IDP iCard
is required). However, you still can use AppPatrol feature without signature update.
(Remark: New application may not be detected if signature is not updated.)

I07. Can | configure different access level based on application

for different users?

Yes, you can configure different access level for different users, for example, you can
configure the RD team have the rights to using MSN but only have rights to chat, they
cannot transfer files. The managers will have full access rights, but the Guests have no
rights to using MSN even login.
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108. Can | migrate AppPatrol policy and bandwidth
management control from ZLD1.0x to ZLD2.0x?
No, as the new ZLD platform 2.0x enhances zone-to-zone mechanism which is not

capable to migrate into new AppPatrol. Therefore, the user will be required to
reconfigure the related setting after complete firmware upgrade.
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J. IDP FAQ

JO1. Why doesn’t the IDP work? Why has the signature
updating failed?

Please check if your IDP services are activated and are not expired.

JO02. When | use a web browser to configure the IDP,

sometimes it will popup "wait data timeout".

For current release, when you configure IDP and enable all the IDP rules at the same
time, you may see the GUI showing “wait data timeout”. This is because GUI
can’t get the IDP module setting result for a period of time, even if the
configuration of ZyWALL USG is correct.

JO03. When | want to configure the packet inspection

(signatures), the GUI becomes very slow.

We suggest you had better use "Base Profile" to turn on/off signatures.

JO4. After | select "Auto Update"” for IDP, when will it update the

signatures?

After applying "Auto Update", ZyWALL USG will update signatures Hourly, Daily,
or Weekly. But updating will occur at random minute within the hour specified by
user.

JOS5. If  want to use IDP service, will it is enough if | just

complete the registration and turn on IDP?

Please ensure to activate the “protected zone” you would like to protect and configure

the action for attack of the “protected zone” in the related IDP profile is others than
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“none”.

JO06. What are the major design differences in IDP in ZLD1.0x

and latest IDP/ADP in ZLD2.0x?

The following are 3 major differences made from ZLD2.0x 2000:

IDP-Inspects via. Signature

An IDP system can detect malicious or suspicious packets and respond
instantaneously. It is designed to detect pattern-based attacks.

The signature is designed for IDP in the purpose of detecting pattern-based attacks.
If a packet matches a signature, the action specified by the signature is taken. You can
change the default signature actions in the profile screens.

You can create custom signatures for new attacks or attacks peculiar to your network.
Custom signatures can also be saved to/from your computer so as to share with others.

ADP-Anomaly

An ADP (Anomaly, Detection and Prevention) system can detect malicious or
suspicious packets and respond instantaneously. It can detect:

* Anomalies based on violations of protocol standards.

¢ Abnormal flows such as port scans.

ADP on the ZyWALL protects against network-based intrusions. You can also create
your own custom ADP rules.

System Protection

System Protection System offers the ZyWALL ability to protect itself against
host-based intrusions. ZyXEL can prevent not only network intrusions but also
host-based instructions.

Zone to Zone Protection

A zone is a combination of ZyWALL interfaces for security. Traffic direction is
defined by the zone the traffic is coming from and the zone the traffic is going to.

The ZyWALL can inspect the traffic from different sources. Therefore, the
malicious/suspicious packets from WAN to LAN and the traffic coming from DMZ to
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LAN will be treated differently.

JO7. Does IDP subscription have anything to do with

AppPatrol?

AppPatrol can be free for usage if the user registers the IDP trial license firstly. Due to
AppPatrol requires the IDP signatures to identify the application type, by registration
to the trial program, the user can use AppPatrol as well to update signatures during the
trial period. Once the trial license expires the user can still use the AppPatrol feature
but is no longer able to update signatures. AppPatrol is independent from IDP, both
features can be turned on or off independently.

L7 Inspection to Stop Yes No Yes
Threats & Attacks
Signature Update Yes No Yes
TA/PA No Yes No
Protecting ZyWALL Itself No Yes Yes
Requiring iCard Yes No No
Subscription

TA: Traffic Anomaly

PA: Protocol Anomaly

J08. How to get a detailed description of an IDP sighature?

The detailed IDP signature description can be retrieved either by visiting
MySecurityZone or by clicking the hyper link in the log.

J09. After an IDP signature updated, does it require ZyWALL to

reboot to make new signatures take effect?
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No, it is not necessary to reboot the device to make new signatures take effect.
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Content Filter FAQ

KOl1l. Why can’t | enable external web filtering service? Why
does the external web filtering service seem not to be

working?

Enabling this feature requires the registration with myZyXEL.com and service license.
If your service is expired, the feature would be disabled automatically.

K02. Why can’t | use MSN after | enabled content filter and

allowed trusted websites only?

MSN messenger tends to access various websites for internal use and if it can’t access
these websites, the login fails. If allowing trusted websites only is enabled and the
websites that MSN messenger wants to access are not in the trusted website, access
would be blocked. If you really want this option enabled, you have to add these
websites in the trusted websites list.

165
All contents copyright (c) 2010 ZyXEL Communications Corporation.



ZyXEL ZyWALL USG Support Notes

L. Device HA FAQ

LO1. What does the “Preempt” mean?

The “Preempt” means that the Backup with high priority can preempt the Backup
with low priority when the Backup device is online. And Master can always preempt
any Backup.

LO2. What is the password in Synchronization?

If the Backup wants to synchronize the configuration from Master, both Master and
Backup device must be set the same password.

LO3. What is “Link Monitor” and how to enable it?

There is a new feature enhancement “Link Monitor” in ZLD 2.10 of USG. By
enabling “Link Monitor” option, the ZyWALL monitors link status of
direct-connected cables constantly. If a master ZyWALL device HA interface's link is
down, the faulty device HA interface on master's router remains in status active and
the rest of HA interface(s) on the master router will turn into fault. The purpose of this
design is to prevent the backup router interface in the same HA group cannot detect
the faulty event encountered on the master router.

You can click on Device HA from the left panel and check the “Enable” checkbox to
enable “Monitored Interface.”

= ZyWALL > Device HA > Monitored Interface > Edit > #1

|
! Enable Mcnitecred Interface
L siterfaceName = === === === == == = = = 2ohn1

Virtual Router IP(\WVRIP) / Subnet Mask 167.35.4.3 /1 255.255.255.0

1 1
| Monitored Interface Configuration 1
|
|

Manage IP

Subnet Mask

[ OK ] [Cancel

LO4. Can Link Monitor of Device HA be used in backup VRRP

interfaces?
No, the Link monitor is designed only for master device, if the master VRRP
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interface’s link is down, “Link Monitor” shuts down all of the master’s VRRP
interfaces except the failure interface so the backup ZyWALL takes over completely.

LO5. Why do both the VRRP interfaces of master ZW USG and

backup ZW USG are activated at the same time?

Since the ZWUSG master sends multicast VRRP announcement to backup ZWUSG
periodically, if the backup ZWUSG doesn't receive the VRRP announcement, it will
activate its VRRP interfaces.

For the application scenario if the VRRP interface of master and backup ZWUSG
connect to a switch, the switch MUST forward the VRRP multicast to the backup
ZWUSG. Otherwise the backup ZyWALL will never receive VRPT announcement.
Please ensure the switch forwards the multicast VRRP announcement (224.0.0.18) by
enabling the "Unkown multicast flodding" option in the switch setting.
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M. User Management FAQ

MO1. What is the difference between user and guest account?

Both “user” and “guest” are accounts for network access. But the difference is that
“user” account can login ZyWALL USG via telnet/SSH to view limited personal
information.

MO2. What is the “re-authentication time” and “lease time”?

For security reasons, administrators and accessing users are required to authenticate
themselves after a period of time. The maximum session time is called
re-authentication time. Lease time is another timeout mechanism to force access users
to renew it manually (or automatically, it is configurable). For administrators, lease
time is much like an idle time when configuring GUI.

MO03. Why can’t | sign in to the device?

There are several reasons that the device can deny the login for
1. Password is wrong

Service access policy violation

Too many simultaneous login session for an account

The IP address is locked out

System capacity reached

ok~ w0

MO4. Why is the TELNET/SSH/FTP session to the device
disconnected? Why is the GUI redirected to login page after |

click a button/link?

There are several reasons that device could log you out.
1. Re-authentication, lease or idle timeout
2. IP address is changed after authentication
3. Another account was used to login from the same computer

MO5. What is AAA?

AAA stands for Authentication/Authorization/Accounting. AAA is a model for access
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control and also a basis for user-aware device. A user-aware device like ZyWALL
USG could use authentication method to authenticate a user (to prove who the user is)
and give the user proper authority (defining what the user is allowed and not allowed
to do) by authorization method. Accounting measures the resources a user consume
during access which is used for authorization control, resources utilization and
capacity planning activities.

AAA services are often provided by a dedicated AAA server or a local database in a
user-aware device. The most common server interfaces are LDAP and RADIUS.

In ZyWALL USG, AAA object allows administrators to define the local database,
AAA server(including LDAP server and RADIUS server) and related parameters.
AAA groups are ones that could group several AAA servers for those enterprises that
have more than one AAA server. Furthermore, if the three kinds of services, LDAP,
RADIUS and Local exist at the same time, administrators could decide the order of
different AAA services by AAA method.

MO6. What are Idap-users and radius-users used for?

Idap-users/radius-users refer to the users that are authenticated successfully via
LDAP/RADIUS server. If you want to perform access control rules or build access
policies for the users authenticated via external servers such as LDAP or RADIUS,
you can use the Idap-users and radius-users in your access control rules or policies.

MO7. What privileges will be given for Idap-users and

radius-users?

When a user has been authenticated by external database (ladp or radius server), it
will retrieve the user’s attributes (like lease timeout and re-auth timeout value) from
the external server. If the external server doesn’t define the user’s attributes, it will try
to check local database on ZyWALL USG (at GUI menu Configuration >
User/Group > User tab or Group tab) instead. If it still cannot find, it will use the
attribute of “ldap-users” and “radius-users” at GUI menu Configuration >
User/Group > User tab as below. The default lease time and re-authentication time of
Idap-users and radius-users are 1440 minutes.
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m Group I Setting |

Configuration

D —— e ——

1 adrnin sdrinistration account

2 ldap-users External LDAP Users g'@‘
( 3 radius-users External RADIUS Users E o

See the flow as shown below.

Successful Authentication

Retrieve attributes from AAR

Done
servers
A
eck local database for t OK
external user >
4se the attribute of “Idap-users OK

or “radius-users”
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N. Centralized Log FAQ

NO1l. Why can’t | enable e-mail server in system log settings?

Enabling e-mail server requires necessary fields filled properly. You have to set the
mail server, the sender address, event recipient and alert recipient.

NO2. After | have the entire required field filled, why can’t |

receive the log mail?

E-mail server may reject the event/alert mail delivering due to many reasons. Please
enable system debug log and find out why the e-mail server refused to receive the
mail.
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O. Traffic Statistics FAQ

O01. When | use "Flush Data" in Report, not all the statistic

data are cleared.

"Flush Data" means that it clears the statistic data for the specified interface, not all
interfaces. If users want to clear all data, stop collection and start it again.

002. Why isn't the statistic data of "Report" exact?

Report module utilizes limited memory to collect data. It means that the longer is the
collecting duration or the more connections, the less exact the result the Report
module has. This Report function is mainly used for troubleshooting, when a network
problem happens.

003. Does Report collect the traffic from/to ZyWALL itself?

In Report module, only the forwarding traffic will be recorded. The forwarding traffic
means the traffic going through ZyWALL. Therefore, only the broadcast traffic in the
bridge interface will be recorded.

0O04. Why cannot | see the connections from/to ZyWALL itself?

In Session module, only the forwarding traffic will be listed The forwarding traffic
means the traffic going through ZyWALL. Therefore, the broadcast traffic in the
bridge interface will be listed.

P. Anti-Virus FAQ

POL. Is there any file size or amount of concurrent files
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limitation with ZyWALL USG Anti-Virus engine?

Due to ZyWALL USG Anti-Virus engine is a stream-based AV system, there is no
strict limitations in file size or amount of concurrent files can be scanned.

P02. Does ZyWALL USG Anti-Virus support compressed file

scanning?

Yes, the ZyWALL USG Anti-Virus engine supports virus scanning with compression
format ZIP, PKZIP, GZIP and RAR.

P03. What is the maximum concurrent session of ZyWALL

USG Anti-Virus engine?

Due to ZyWALL USG Anti-Virus engine is in stream-based; therefore, there is no
limitations in concurrent session.

P04. How many type of viruses can be recognized by the

ZyWALL USG?

Anti-Virus engine can detect over 20000 common viruses, including worms and
Trojans. The amount of virus can be detected is depend on amount of virus signature
stored in the ZyWALL. In general, it covers the top 20000 active viruses in the wild
list and the number of signatures on device is always at 3200.

P05. How frequent the AV signature will be updated?

The signature is powered by Kaspersky Labs. The signatures are updated 3 times a
week. The emergency case will be responded within 48 hours.

P06. How to retrieve the virus information in detail?

Simply you can navigate to the web site with URL http://mysecurity.zyxel.com, and
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search any virus relate detail as you required.

PO7. | cannot download a file from Internet through ZyWALL
USG because the Anti-Virus engine considers this file has
been infected by the virus; however, | am very sure this file is
not infected because the file is nothing but a plain text file.

How do | resolve this problem?

You can add this file to the White List on ZyWALL USG to avoid this situation.

P08. Does ZyWALL USG Anti-Virus engine support Passive

FTP?

Yes, ZyWALL USG supports both Active FTP and Passive FTP.

P09. What kinds of protocol are currently supported on

ZyWALL USG Anti-Virus engine?

HTTP, FTP, SMTP, POP3 and IMAPA4.

P10. If the Anti-Virus engine detects a virus, what action it may

take? Can it cure the file?

The ZyWALL USG will destroy the infected file, log this event and send alert to
system administrator. Anti-Virus
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Q. ZLD v2.20 New Feature Related FAQ

QO01. In ZLD v2.20, by default, | don’t need to create any policy

route to make traffic from intranet to go out to internet. How

does USG do this?

By default, there’s a SYSTEM_DEFAULT_WAN_TRUNK. It includes all the
interfaces whose type is External. You can find this default WAN Trunk in Network >

Interface > Trunk.

Park Rele ] Ethernst I FER I Cellular I WWLAR I WLAN I Eridgs ] Auliary ] Trunk —

[ show Adwanced Settings

Configuration
Enabile Link Sticking ()
Timeouk: 300
Default WAN Trunk

Default Trunk Selection
@) SYSTEM_DEFALLT_WaN_TRIME

) User Canfigured Trunk

User Configuration

L) Add .
# Mame
Page |1 of 1 Shows | 50
System Default
# IMame
1 SYSTEM_DEFALLT _WARN_TRELUMK
Page |1 of 1 Shows | 50

All contents copyright (c) 2010 ZyXEL Communications Corporation.

w items

w items

(30-600 seconds) ()

Algarithm

Algarithim
IIf
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(&) Edit System Default ?Ix

Mame: SYSTEM_DEFALLT WA _TRLUINK

Load Balancing Algorithm: Least Load First v

# Member Mode Ingrezs Bandwidth Egress Bandwvicth

1 wear Active 1048576 kpbs 1045576 kphs

2 WA Active 1048576 kpbs 1048576 kphs

3 aLx Paszsive 56 kpbs 56 kphs

4 wean] _ppp Active 1043576 kphbs 1048576 kphs

5 wanz_ppp Active 1045576 kpbs 1048576 kphs

B apt_ppp Active 1045576 kphs 1048576 kphs

Page of 1 v b Show 500w ikems Displaying 1 - 6 of &

All the traffic received from Internal interfaces and destination to internet, will be sent
out from the system default WAN Trunk.

User can also define customized WAN Trunk, and set the customized WAN Trunk as
the system default WAN Trunk.

(&) Add Trunk ?x
MName: AN _trunk
Load Balancing algorithnn: Least Load Firsk ~
© add 2 | N
# Member Mocde Ingress Bandwvidth Egress Bandwidth
1 want _ppp Active 1045576 kphs 1045576 kphs
2 wwan2 Passive 10458576 kphs 1048576 kphs
Page of 1 ) Show 50w items Displaying 1 - 2 f 2
Default WAN Trunk
Default Trunk Selection
() SYSTEM_DEFALLT _WaAN_TRUNK
| @ User Configured Trunk WAN_trunk v |

Q02. In ZLD v2.20, when | configure a NAT 1:1 mapping rule,
there’s not the option of “add corresponding policy route for
NAT 1:1 mapping”. Then how does the USG achieve the NAT
1:1 mapping?
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In ZLD v2.20, after you configure an NAT 1:1 mapping rule, the system will
automatically create a routing and NAT rule for the NAT 1:1 mapping of outgoing
traffic. The system automatically created 1:1 routing and NAT rule for outgoing traffic
has a lower priority than policy routes. So be careful when you create policy routes
not to override the 1:1 rules.

QO03. In ZLD v2.20, do | still need to create policy routes for

IPSec VPN traffic?

No. In ZLD v2.20, after you set the IPSec VPN rule, system will automatically create
corresponding routes for the IPSec VPN traffic according to their phase2 local/remote

policy.

QO04. What is EPS?

EPS is short for Endpoint Security.

Endpoint refers to PCs, laptops, handhelds, etc. Endpoint Security is a security
concept that assumes each endpoint is responsible for its own security. Network
administrator can set restrict policies to allow only the endpoints that comply with its
defined security requirements to access network resources. The endpoint security
requirement items may contain current anti-virus state, personal firewall, and
operating system patch level, etc.

For example, a local endpoint doesn’t have any anti-virus software installed. If it surfs
internet, there’s a high risk that it may be infected with viruses. Then the viruses may
be propagated among the entire local network.

Another example is in SSL VPN case. If the SSL VPN client doesn’t have anti-virus
software installed, when it accesses the HQ local resources through SSL VPN tunnel,
it may propagate the virus to HQ local subnet.

To prevent such undesired situation, the network administrator can use EPS checking
to restrict endpoints’ network access privileges. Only the compliant endpoint can get
authority to access certain network resources.

QO05. Where can | deploy the EPS function?

We can deploy EPS in User Aware and SSL VPN applications.

177
All contents copyright (c) 2010 ZyXEL Communications Corporation.



ZyXEL

ZyWALL USG Support Notes

QO06. Is IPSec VPN HA fall back function in ZLD v2.207?

Yes, IPSec VPN HA Fall Back is a newly added function in ZLD v2.20. In IPSec
VPN HA scenario, you can enable “Fall back to Primary Peer Gateway when
possible”, and set a fallback check interval in the range of 60s~86400s.

General Settings

v | DHCP client -- 172,25.27,35/255.255.255.0

Enable
VPM Gateway Mame: bo_HO
Gateway Settings
My Address
@ Interface wanl
Damain Mame | IP
Peer Gateway Address
@ Static Address Prirnary 202.0.0.1

Secondary 202.0.1.1

| Fall back to Primary Peer Gateway when possible

Fall Back Check Inberwal: 300

(60-36400 seconds)

[vwnamic Address

When IPSec VPN fails over to the secondary gateway address, the Fallback checking
mechanism is triggered. It will check whether the primary gateway is available once
every check interval. If the USG detects that the primary gateway is available again, it
will fall back to the primary gateway.

QO07. Iwant to add a bridge interface to Device HA. What are

the correct setup steps to prevent broadcast storm?

You can choose either of the following two suggested setup steps:

Setup strategy 1.
Make sure the bridge interfaces of the master USG and the backup USG are not

1.

connected.

Configure the bridge interface on the master USG, set the bridge interface as a
monitored interface, and activate device HA.
Configure the bridge interface on the backup USG, set the bridge interface as a
monitored interface, and activate device HA.

Connect the USG’s.
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Setup strategy 2:

1. Disable bridge interfaces on the two USG.

Connect the USG’s according to topology.

Configure Device HA and add bridge interfaces into Device HA.
Activate Device HA.

Reactivate bridge interfaces.

ok~ 0N

QO08. | upgraded my USG firmware from v2.12 to v2.20. There
seem to be some routing issues after the upgrade. | know
there’re some changes in routing design in v2.20. How can |

solve the routing issues related with firmware upgrade?
In previous firmware version, outing going traffic from local to internet, NAT 1:1

mapping, NAT Loopback and VPN site-to-site routings all need policy route to
achieve. Please see the screenshot below as an example.

#* o
1 any none any any WS_ADDR_192 168_2 6 any auto outgoing-interface [1} @ |‘5§’ W BN
2 any none any LAN_SUBMET subnet_branch any to_br none [1} @ |‘5§’ W bN
3 any none any WS_ADDR_192 168_2 6 any any ge2 WS _ADDR_172 25 27 241 0 @ |‘5§’ W bN
4 any none ges DMZZ_SUBNET any any WAN_Trunk outgoing-interface a @ g W bN
5 any none ged DMZ1_SUBNET any any WAN_Trunk outgoing-interface a @ g W bN
& any none gel LAN_SUBMET any any WAN_Trunk outgoing-interface a @ g W bN

After upgrading firmware version to v2.20, the policy routes configured in old
firmware will be kept.

&) Add

# Status User Schedule Incaming Source Destination DSCP Code Service Mezxt-Hop DSCP Marking  SMAT B
1 L7 any nong any any =4S ADDR 19 any any auto preserve outgoing-interface 0

2 L7 any nong any alAsM SUBNMNET asubnet branc any any to_br preserve none 0

3@ ey neme any =S _ADDR 192 1( any any any age2 preserve Y5 ADDR 172.2¢ 0

4 g any none ages aDMI2_SUBMET  any any any aYAN_Trunk  preserve outgoing-interface 0

3 @ any none aged abmI SUBNET any any any k preserve outgoing-interface 0

B %) any none agel al. any any any k preserve outgoing-interface 0

Page (1 |of 1 Show | 50w |items Displaying 1 - 6 of &

In v2.20, the routings of outgoing traffic from local to internet, NAT 1:1 mapping,
NAT Loopback, and VPN site-to-site routing can all be done by system automatically
created routes. And different routings and SNAT have the priority shown below:
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Routing check

Doing SNAT
| Policy Route#1 #2, ... #n|

[Many 1to 1 NAT#1 ... #n] Policy Route SNAT
I

|
Auto-created VPN route Tto 1 SNAT

_ I

NAT Loopback

[ Static and dynamlcroute |

————

If you want to add new IPSec VPN rules or new 1:1 NAT rules based on original
configuration files, the system auto created routing rules for VPN traffic or 1:1
mapping rules will be overridden by the original policy routes according to the
routing priority table.

IPsec VPN phase2 rule:

Global Setting

Use Palicy Route to contral dynamic IPSec rules

[] Tgnore "Don't Fragment” setting in packet header [

Configuration

© Add L] g @

# Status Mame SPM Gateway Encapsulation Algorithm Policy

1 W Detaut_L2TP_WPMN_Connection  Default_L2TP_WPR_GWW TRAMZPORT 3DESISHA 3DESMDS DESISHA

? e tor to_br TUHMEL DES/SHE N SEBnE T/ subnet Theanch]

3 [DRTN to_brl to_brt TUMMEL DES/SHA alAM_SUBMNET A subnet_br1

Page of 1 Show 50 |+ |items O SLENET, 192,168 11.0/2%
& add i § &
# Status | Hame Mapping Type Interface Original IP Mapped P Pratocol Original Port Mapped Port
1 Q dmz_svr Wirtual Server age? 1722527 244 18216626 any
2 Q Ferverz 1:1 MAT agel 1722527249 192.1651.33 any
Page (1 |of 1 Show 50w |items Displaying 1 - 2 of 2

Policy routes:
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& add .

# «  Status  User Schedule Incoming Source Destination DSCP Code Service Mext-Hop DSCP Marking  SMAT Bt
1 L any none any any ais_RODR_19 any any auto preserve outgoing-interface 0

2 @ any nane any al AN_SLEMET asubnet_branc amy any preserve naone 0

3 [ any none any At any any any preserve as ADDR 172 240

4 L any none aged any any any ko preserve outgoing-interface 0

9 L any none aged X any any any = runk preserve outgoing-interface 0

5 [@ any nane agel al AN_SLEMET any any any WA Trunk  preserve oltgoing-interface |0

Page |1 |ofl Shaw | 50 | w items Displaying 1 - & of &

To solve the routing issues, there’re two ways:

Way 1 --- Keep the original policy routes, and add new policy routes for the newly
added IPSec VPN rules.

o Add

# «  Status | User Schedule Incoming Source Destination DSCP Code Service MNext-Hop DSCP Marking  SMAT Biuhd
1 I ™ any none any alaM_SUBMET asubnet_rl any any to_kr1 preserve none o

2 @ any nane any any aYS_ADDR 19 any any auta preserve outgaing-interface 0

3 @ any none any al AN _ZUBNET asubnet_branc any any to_br preserve none o

4 @ any none any At any any any preserve a0

5 ™) any nane ages any any any L preserve a

B ™) any nane aged any any any L preserve outgoing-interface 0

T@ any rone aget al&H_SUBKET any any any aWishl_Trunk  preserve outgaing-interface 0

Page |1 |of1 Shaw 50w |items Displaying 1 - 7 of 7

For 1:1 NAT mapping rules, there’s a CLI can change the priority of policy route and
1:1 NAT rule.

[no] policy controll-virtual-server-rules activate

This function will be disabled automatically when the system detects the firmware is
upgraded from v2.1x to v2.20.

Router> show policy-route control|-virtual -server-rules

policy route control virtual server status: off
Router>

So after firmware upgrade from v2.1x to v2.20, the routing priority table becomes
below:
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Routing check

| Direct-connected Subnets |

Doing SNAT

[Many 1to 1 NAT#1,..., #n] Tto 1 SNAT
¥ including Many 1to 1

|Policy Route#1,#2, ... #n | l

L
Auto-created VPN route Policy Route SNAT

: l

[ Static and dynamic route | NAT Loopback
!

| DefaultWAN Trunk | I

- + Default SNAT
‘ Main route table |

The newly added NAT 1:1 routing rules will always have higher priority than the
policy routes. So it will not be overridden by any policy route.

Way?2 --- Delete the policy routes for outgoing traffic from local to internet. Use
default WAN Trunk and default SNAT for the outgoing traffic, and use the 2.20
default routing priority table.

Usually the policy routes that may override IPSec VPN routes and 1:1 NAT routes are
the ones for outgoing traffic, since their source is local subnets/range, and destination
is “Any”.

Stepl. After firmware upgrade from v2.1x to v2.20, the interfaces’ types are all
“general”. They system default WAN Trunk includes all interfaces whose type is
External. So after firmware upgrade, there’s no interface in the system default WAN
Trunk. We need to change the WAN interfaces’ type to External, and change
interfaces connected local subnet to Internal.

See the picture below as an example.

So we need to change gel, ge4, ge5, ge6, ge7 Interface Type to Internal, and change
ge2 and ge3 Interface Type to External.
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DMZ

Internet

DMz

Interface Properties

Interface Type: internal w G

Inkerface Mame: gel

Part: F1

Zaone: LAMN w

MAC Address: 00:19:CE: 96 FASE

Descripkion: (Optional)
Interface Properties

Inkerface Type: external ~ H

Interface Marmne: ez

Part: Pz

Zone: WA v

MAC Address: 00:19:CE:9E:FA:SF

Description: {Optional)

Step2. Go to Configuration > Network > Interface > Trunk, check the
SYSTEM_DEFAULT_WAN_TRUNK. All the external interfaces are included in it

now.
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() Edit System Default

Marne: SWSTEM_DEFALILT _WAMN_TRUME

Load Balancing Algarithra: Least Load Firsk v

ode Ingress Bandwicdth Egress Bandwvidth

Pazsive 56 kphs 56 kphbs
gel _ppp Active 1045576 kphs 1043576 kphs
ge2_ppp Active 1048576 kphe 1048576 kphs
ge3_ppp Active 1045576 kphs 1043576 kpha
oed_ppp Active 1045576 kphs 1043576 kphs
oe3_ppp Active 1048576 kphs 1043576 kphs
ged_ppp Active 1045576 kphs 1043376 kphe
e’ _ppp Active 1048576 kphs 1048576 kphs
gel Active 1045576 kphs 1048576 kphs
ged Active 1046576 kphs 1043576 kphs

[ QK ] [ Cancel

Step3. Go to Configuration > Network > Routing > Policy Route, delete the original
policy routes that were used to route outgoing traffic.

Show Advanced Settings

BWM Global Setting

Enable BWHM

Configuration

@ add o | (] g =
#_A Status User Schedule Incoming Source Destination DSCP Code Service Mext-Hop DSCP Marking  SNAT B
1 Q any none any any aV's_ADDR_19 any any auto preserve outgoing-interface 0
2 @ any none any al AR SUBNET asybnet_branc any any to_br preserve none elet
3 Q any none any avs_ADDR_192_ 1t any any any age2 preserve ays_ADDR_172_2¢
4 Q any none aged abmZ2 SUBMET any any any ikl Trunk — preserve outgoing-interface 0
Bl Q any none aged DM _SUBMET any any any alWaM_Trunk — preserve outgoing-interface 0
[ Q any none agel al AN_SLUBMET any any any alvisN_Trunk  preserve outgoing-interface 0
| Page El of 1 ) | show 50 | w items Displaying 1 - & of &

Step4. Use the CLI below to change routing priority of NAT 1:1 rule and policy route,
making policy route have higher priority than NAT 1:1 route.

Huuter{cunfig}# policy controll-virtual -server-rules activate
config)#

Router

Check the policy route over NAT 1:1 routing status:
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Router# show policy-route control l-virtual-server-rules
policy route control virtual server status: on

Routert |

After all these configuration changes, your USG now totally follow the v2.20 new
routing and SNAT priority design. You can leave all the routing tasks of outgoing
traffic from local to internet, NAT 1:1 mapping, NAT Loopback, and VPN site-to-site
to the system automatically generated routes.

Routing check

Doing SNAT
| Policy Route#1 #2, ... %#n|

[Many 1to 1 NlAT #1....#n| | Policy Route SNAT

- |
Auto-created VPN route Tto 1 SNAT
DynamicVPN ] T

|
| Staticand dynamlc route | NAT Locpback

*

Main route table

| oomionar |
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