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Preface

This is the command line management guide for the AT-9000/12POE,
AT-9000/28, AT-9000/28POE, AT-9000/28SP, and AT-9000/52 Managed
Layer 2-4 Gigabit Ethernet EcoSwitches. The instructions in this guide
explain how to start a management session and how to use the commands
in the AlliedWare Plus command line interface to view and configure the
features of the switch.

For hardware installation instructions, refer to the AT-9000 Manager Layer
2 Fast Ethernet EcoSwitch Series Installation Guide.

This preface contains the following sections:

0 “Document Conventions” on page 10
O “Where to Find Web-based Guides” on page 11
0 “Contacting Allied Telesis” on page 12

A Caution

The customer, re-seller, sub-contractor, distributor, software
developer or any buyer of an Allied Telesis “ATI” product known as
“‘customer”, hereby agrees to have all licenses required by any
governmental agency and to comply with all applicable laws and
regulations in its performance under this Agreement, including
export control, maintained by U.S. Commerce Department’s Bureau
of Industry and Security (BIS) and the U.S. Treasury Department’s
Office of Foreign Assets Control (OFAC), international boycotts
regulations and all anti-corruption laws, including the U.S. Foreign
Corrupt Practices Act (FCPA). The customer understands that U.S.
Government authorization may be required to export the software,
commodity or technology, or to re-export or re-transfer to a third
country, another end-user or another end-use. The customer agrees
to assume all such obligations.




Document Conventions

This document uses the following conventions:

Note
Notes provide additional information.

& Caution

Cautions inform you that performing or omitting a specific action
may result in equipment damage or loss of data.

A Warning

Warnings inform you that performing or omitting a specific action
may result in bodily injury.
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Where to Find Web-based Guides

The installation and user guides for all of the Allied Telesis products are
available for viewing in portable document format (PDF) from our web site
at www.alliedtelesis.com/support/documentation.
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Contacting Allied Telesis

If you need assistance with this product, you may contact Allied Telesis
technical support by going to the Support & Services section of the Allied
Telesis web site at www.alliedtelesis.com/support. You can find links for
the following services on this page:

a

24/7 Online Support— Enter our interactive support center to
search for answers to your product questions in our knowledge
database, to check support tickets, to learn about RMAs, and to
contact Allied Telesis experts.

USA and EMEA phone support— Select the phone number that
best fits your location and customer type.

Hardware warranty information— Learn about Allied Telesis
warranties and register your product online.

Replacement Services— Submit a Return Materials Authorization
(RMA) request via our interactive support center.

Documentation— View the most recent installation and user
guides, software release notes, white papers, and data sheets for
your products.

Software Downloads— Download the latest software releases for
your managed products.

For sales or corporate information, go to www.alliedtelesis.com/
purchase and select your region.



Section I

Getting Started

This section contains the following chapters:

Chapter 1, “AlliedWare Plus Command Line Interface” on page 15
Chapter 2, “Starting a Management Session” on page 37
Chapter 3, “Basic Command Line Management” on page 49

g a a a

Chapter 4, “Basic Command Line Management Commands” on page
55

Chapter 5, “Temperature and Fan Control Overview” on page 73

a a

Chapter 6, “Temperature and Fan Control Commands” on page 77
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Chapter 1

AlliedWare Plus Command Line

Interface

This chapter has the following sections:

“‘Management Sessions” on page 16
“‘Management Interfaces” on page 19

“Local Manager Account” on page 20
“AlliedWare Plus Command Modes” on page 21
“Moving Down the Hierarchy” on page 24
“Moving Up the Hierarchy” on page 28

“Port Numbers in Commands” on page 30
“Combo Ports 25 to 28” on page 32

“‘Command Format” on page 33

g aoaagaagaaaaaa

“Startup Messages” on page 34
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Management Sessions

Local
Management

Remote
Management

You can manage the switch locally or remotely. Local management is
conducted through the Console port on the switch. Remote management
is possible with a variety of management tools from workstations on your
network.

The switch has a Console port for local management of the unit. Local
management sessions, which must be performed at the unit, hence the
name “local,” are commonly referred to as out-of-band management
because they are not conducted over your network.

The requirements for local management sessions are a terminal or a PC
with a terminal emulator program and the RS-232 console management

cable that comes with the switch. For modern PCs without a serial port, a
USB-to-serial adapter and driver software is required.

Note
The initial management session of the switch must be from a local
management session.

You can manage the switch remotely with the following software tools:

0 Telnet client

O Secure Shell client

0 Secure (HTTPS) or non-secure (HTTP) web browser
0 SNMPv1, SNMPv2c, or SNMPv3 application

Management sessions performed with these tools are referred to as in-
band management because the sessions are conducted over your
network. Remote management sessions are generally more convenient
than local management session because they can be performed from any
workstation that has one of these software tools.

Table 1. Remote Software Tool Settings

Software Tool Default Setting
Telnet Enabled
Secure Shell Server Disabled
HTTPS Disabled
HTTP Enabled (This tool is disabled by
a factory reset of the switch.)
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To support remote management, the switch must have a management IP
address. For instructions on how to assign a management IP address to
the switch, refer to “Adding a Management IP Address” on page 44.

Remote Telnet Management

The switch has a Telnet server that you can use to remotely manage the
unit from Telnet clients on your management workstations. Remote Telnet
sessions give you access to the same commands and the same
management functions as local management sessions.

Note

Telnet remote management sessions are conducted in clear text,
leaving them vulnerable to snooping. If an intruder captures the
packet with your login name and password, the security of the switch
will be compromised. For secure remote management, Allied Telesis
recommends Secure Shell (SSH) or secure web browser (HTTPS).

Remote Secure Shell Management

The switch has an SSH server for remote management with an SSH client
on a management workstation. This management method is similar to
Telnet management sessions in that it gives you access to the same
command line interface and the same functions. But where they differ is
SSH management sessions are secure against snooping because the
packets are encrypted, rendering them unintelligible to intruders who might
capture them.

For instructions on how to configure the switch for SSH management, refer
to Chapter 82, “Secure Shell (SSH) Server” on page 1299.

Web Browser Windows

The switch comes with a web browser server so that you can manage the
unit using a web browser on a management workstation. The switch
supports both encrypted (HTTPS) and non-encrypted (HTTP) web
browser management sessions.

Simple Network Management Protocol

The switch supports remote SNMPv1, SNMPv2¢c and SNMPv3
management. This form of management requires an SNMP application,
such as AT-View, and an understanding of management information base
(MIB) objects.

17
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The switch supports the following MIBs for SNMP management:

o aogaoaoaoaoaoaoaaaa

atistackinfo.mib
atiEdgeSwtich.mib

RFC 1155 MIB

RFC 1213 MIB-II

RFC 1493 Bridge MIB

RFC 1643 Ethernet MIB

RFC 2096 IP Forwarding Table MIB
RFC 2790 Host MIB

RFC 2863 Interface Group MIB
RFC 3176 sFlow MIB

IEEE 802.1x 2010 MIB

The Allied Telesis managed switch MIBs (atistackinfo.mib and
atiEdgeSwitch.mib) are available from the Allied Telesis web site.
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Management Interfaces

The switch has two management interfaces:

0 AlliedWare Plus command line

O Web browser windows
The AlliedWare Plus command line is available from local management
sessions, and remote Telnet and Secure Shell management sessions. The

web browser windows are available from remote web browser
management sessions.

19
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Local Manager Account

20

You must log on to manage the switch. This requires a valid user name
and password. The switch comes with one local manager account. The
user name of the account is “manager” and the default password is
“friend.” The user name and password are case sensitive. This account
gives you access to all management modes and commands.

The default manager account is referred to as “local” because the switch
authenticates the user name and password itself. If more manager
accounts are needed, you can add up to eight more local manager
accounts. For instructions, refer to Chapter 76, “Local Manager Accounts”
on page 1259.

Another way to create more manager accounts is to transfer the task of
authenticating the accounts to a RADIUS or TACACS+ server on your
network. For instructions, refer to Chapter 88, “RADIUS and TACACS+
Clients” on page 1361.

The initial and default switch configuration supports up to three
management sessions at one time. The number of sessions can be
configured using the SERVICE MAXMANAGER command. The maximum
number of sessions is 3. See “SERVICE MAXMANAGER” on page 126.
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AlliedWare Plus Command Modes

The AlliedWare Plus command line interface consists of a series of modes
that are arranged in the hierarchy shown in Figure 1.

User
Executive
Mode

Privileged

Executive
Mode
Global

Configuration
Mode
Class-Map Line Policy Map Interface chzLﬁrT]tion
Mode Mode Mode Mode Mgode

Class
Mode

Figure 1. Command Modes

The modes have different commands and support different management

functions. The only exceptions are the User Exec mode and the Privileged
Exec mode. The Privileged Exec mode contains all the same commands

as the User Exec mode, plus many more.

To perform a management function, you first have to move to the mode
that has the appropriate commands. For instance, to configure the speeds
and wiring configurations of the ports, you have to move to the Port
Interface mode because the SPEED and POLARITY commands, which
are used to configure the speed and wiring parameters, are stored in that
mode.

Some management functions require that you perform commands from
more than one mode. For instance, creating a new VLAN requires that you
first go to the VLAN Configuration mode to initially create it and then to the
Port Interface mode to designate the ports.

The modes, their command line prompts, and their functions are listed in
Table 2 on page 22.

21



Chapter 1: AlliedWare Plus Command Line Interface

Note

By default, the mode prompts are prefixed with the “awplus” string.
To change this string, use the HOSTNAME command. See “What to
Configure First” on page 42.

Table 2. AlliedWare Plus Modes

Mode Prompt Function

User Exec mode awplus> Displays the switch settings.
Lists the files in the file system.

Pings remote systems.

Privileged Exec mode awplus# Displays the switch settings.
Lists the files in the file system.
Pings remote systems.

Sets the date and time.

Saves the current configuration.

O ogaaoaaoaoajaoaaQ

Downloads new versions of the
management software.

Restores the default settings.
Renames files in the file system.
Resets the switch.

Q|a a g

Creates classifiers and access
control lists.

Global Configuration mode | awplus (config)#

O Creates encryption keys for remote
HTTPS and SSH management.

O Activates and deactivates 802.1x
port-based network access control.

O Assigns a name to the switch.
O Configures IGMP snooping.

O Sets the MAC address table aging
timer.

O Enters static MAC addresses.

0 Specifies the IP address of an
SNTP server.

0 Configures the RADIUS client.
O Sets the console timer.

22
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Table 2. AlliedWare Plus Modes (Continued)

Mode Prompt Function

Console Line mode awplus (config-line)# O Sets the session timer for local
management sessions.

O Activates and deactivates remote
manager authentication.

Virtual Terminal Line mode | awplus (config-line)# O Sets the session timers for remote
Telnet and SSH management
sessions.

O Activates and deactivates remote
manager authentication.

Interface mode awplus (config-if)# Configures port settings.
Disables and enables ports.

Configures the port mirror.

g a a a

Configures 802.1x port-based
network access control.

a

Creates static port trunks.

Sets the load distribution method for
static port trunks.

a

0 Adds and removes ports from
VLANS.

0 Creates Quality of Service policies.

VLAN Configuration mode awplus (config-vlan)# 0 Creates VLANSs.

Civic Location mode awplus (config_civic)# O Creates optional LLDP-MED civic
location entries.

Coordinate Location mode | awplus (config_coord)# O Creates optional LLDP-MED
coordinate location entries.

23
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Moving Down the Hierarchy

ENABLE
Command

CONFIGURE
TERMINAL
Command

LINE CONSOLE
0 Command

24

To move down the mode hierarchy, you have to step through each mode
in sequence. Skipping modes is not permitted.

Each mode has a different command. For instance, to move from the User
Exec mode to the Privileged Exec mode, you use the ENABLE command.
Some commands, like the INTERFACE PORT command, which is used to
enter the Port Interface mode, require a value, such as a port number, a
VLAN ID or a port trunk ID.

You use this command to move from the User Exec mode to the
Privileged Exec mode. The format of the command is:

enable

awplus> enable
awplus#

Figure 2. ENABLE Command

You use this command to move from the Privileged Exec mode to the
Global Configuration mode. The format of the command is:

configure terminal

awplus> enable
awplus# configure terminal
awplus(config)#

Figure 3. CONFIGURE TERMINAL Command

You use this command to move from the Global Configuration mode to the
Console Line mode to set the management session timer and to activate

or deactivate remote authentication for local management sessions. The

mode is also used to set the baud rate of the terminal port. The format of

the command is:

Tine console 0

awplus(config)# Tline console 0
awplus(config-Tine)#

Figure 4. LINE CONSOLE Command




LINE VTY
Command

INTERFACE
Command -
Dynamic Port
Trunk

INTERFACE
Command - Ports
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You use this command to move from the Global Configuration mode to the
Virtual Terminal Line mode to set the management session timer and to
activate or deactivate remote authentication of manager accounts. The
format of the command is:

line vty 77ne_id

The range of the LINE_ID parameter is 0 to 9. For information on the VTY
lines, refer to “VTY Lines” on page 41. This example enters the Virtual
Terminal Line mode for VTY line 2:

awplus(config)# line vty 2
awplus(config-Tine)#

Figure 5. LINE VTY Command

You use this command to move from the Global Configuration mode to the
Dynamic Port Trunk Interface mode, to change the load distribution
methods of static port trunks. You specify a trunk by its name of “po”
followed by its ID number. You can specify only one static port trunk at a
time. The format of the command is:

interface trunk_name

This example enters the Port Trunk Interface mode for trunk ID 5:
awplus(config)# interface po5
awpTlus(config-if)#

Figure 6. INTERFACE TRUNK Command

You use this command to move from the Global Configuration mode to the
Interface mode where you configure the parameter settings of the ports
and add ports to VLANs and Quality of Service policies. The format of the
command is:

interface port

This example enters the Port Interface mode for port 21.

awplus(config)# interface portl.0.21
awplus(config-if)#

Figure 7. INTERFACE PORT Command - Single Port

You can configure more than one port at a time. This example enters the
Port Interface mode for ports 11 to 15 and 22.
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awplus(config)# interface portl.0.11-portl.0.15,portl.0.22
awplus(config-if)#

Figure 8. INTERFACE PORT Command - Multiple Ports

The INTERFACE PORT command is also located in the Port Interface
mode itself, so that you do not have to return to the Global Configuration
mode to configure different ports. This example moves from the current
Port Interface mode to the Port Interface mode for ports 7 and 10.

awplus(config-if)# interface portl.0.7,portl.0.10
awplus(config-if)#

Figure 9. INTERFACE PORT Command - Moving Between Port Interface
Modes

INTERFACE You use this command to move from the Global Configuration mode to the

Command - Static Port Trunk Interface mode, to change the load distribution methods

. of static port trunks. You specify a trunk by its name of “sa” followed by its

Static Port Trunk ID number. You can specify only one static port trunk at a time. The format
of the command is:

interface trunk_name

This example enters the Static Port Trunk Interface mode for trunk ID 2:
awplus(config)# interface sa2
awpTlus(config-if)#

Figure 10. INTERFACE TRUNK Command

INTERFACE You use this command to move from the Global Configuration mode to the
VLAN Command VLAN Interface mode to assign the switch a management IP address. The
format of the command is:

interface vlanvid

The VID parameter is the ID of an existing VLAN on the switch. This
example enters the VLAN Interface mode for a VLAN that has the VID 12:

awplus(config)# interface vlanl2
awplus(config-if)#

Figure 11. INTERFACE VLAN Command
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Note
A VLAN must be identified in this command by its VID and not by its
name.

You use this command to move from the Global Configuration mode to the
VLAN Configuration mode, which has the commands for creating VLANSs.
The format of the command is:

vlan database

awplus(config)# vlan database
awplus(config-vlan)#

Figure 12. VLAN DATABASE Command

You use this command to move from the Global Configuration mode to the
Civic Location mode, to create LLDP civic location entries. The format of
the command is:

location civic-location 7d_number

This example assigns the ID number 16 to a new LLDP civic location
entry:

awplus(config-civic)#

<§wp1us(config)# Tocation civic-location 16 ::)

Figure 13. LLDP LOCATION CIVIC-LOCATION Command

You use this command to move from the Global Configuration mode to the
Coordinate Location mode, to create LLDP coordinate location entries.
The format of the command is:

location coord-Tlocation 7d_number

This example assigns the ID number 8 to a new LLDP coordinate location
entry:

awplus(config)# location coord-Tocation 8
awplus(config-coord)#

Figure 14. LLDP LOCATION COORD-LOCATION Command
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Moving Up the Hierarchy

There are four commands for moving up the mode hierarchy. They are the
EXIT, QUIT, END and DISABLE commands.

EXIT and QUIT These commands, which are functionally identical, are found in nearly all
Commands the modes. They move you up one level in the hierarchy, as illustrated in
Figure 15.
User
Executive
Mode
Privileged
Executive ‘\
Mode
exit or quit
Global /
Configuration|
Mode -
exit or quit
. Static Port ] Port VLAN
Clan:s;’Map I\:I-”::le Trunk Policy Map Interface Configuration MOtI;er
oce ode Mode Mode Mode Mode odes
N
exit or quit
Class
Mode /
Figure 15. Moving Up One Mode with the EXIT and QUIT Command
END Command After you have configured a feature, you may want to return to the
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Privileged Exec mode to verify your changes with the appropriate SHOW
command. You can step back through the modes one at a time with the
EXIT or QUIT command. However, the END command is more convenient
because it moves you directly to the Privileged Exec mode from any mode
below the Global Configuration mode.
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User
Executive
Mode

Privileged
Executive - end
Mode

Global

Configuration
Mode

; Static Port ) Port VLAN
Clan::;‘tlap nl,l':;: Trunk POI'"(I:V dMap Interface Configuration
Mode ode Mode Mode

Class
Mode

Figure 16. Returning to the Privileged Exec Mode with the END Command

DISABLE To return to the User Exec mode from the Privileged Exec mode, use the
Command DISABLE command.

User
Executive

Mode ‘_\
disable

Privileged ./

Executive
Mode

Global
Configuration
Mode

Figure 17. Returning to the User Exec Mode with the DISABLE Command
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Port Numbers in Commands

30

The ports on the switch are identified in the commands with the PORT
parameter. The parameter has the format shown in Figure 18.

portn.0.n
Switch ID —|
Module Slot Number
Paort Number

Figure 18. PORT Parameter in the Command Line Interface
The variables in the parameter are defined here:

O Switch ID: This number is used if the switch supports stacking. It is the
switch’s ID number in a stack. This number should always be 1 for AT-
9000 Series switches because they do not support stacking.

O Module Slot ID: This number is used for modular switches that have
slots for networking modules. It is used to identify the networking
modules by their slot numbers. This number should always be 0 for
AT-9000 Series switches because they are not modular switches.

O Port number: This is a port number.

Note
The correct format of the PORT parameter for AT-9000 Series
switches is PORT1.0.n.

Here are a few examples of the PORT parameter. This example uses the
INTERFACE PORT command to enter the Port Interface mode for ports
12 and 18:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.12,portl.0.18
awplus(config-if)#

You can also specify port ranges. This example displays the port settings
for ports 21 to 23:

awplus# show interface portl.0.21-portl.0.23

Note that you must include the prefix “port1.0.” in the last number of a
range.
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You can also combine individual ports and port ranges in the same
command, as illustrated in these commands, which enter the Port
Interface mode for ports 5 to 11 and ports 16 and 18:

awplus> enable
awplus# configure terminal

awplus(config)# interface portl.0.5-portl.0.11,portl.0.16,
portl.0.18

awplus(config-if)#
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Combo Ports 25 to 28

32

Ports 25 to 28 on the AT-9000/28, AT-9000/28POE, and AT-9000/28SP
Managed Layer 2 ecoSwitches are combo ports. Each combo consists of
one 10/100/1000Base-T port and one SFP slot. The twisted pair ports
have the letter R for Redundant as part of their port numbers on the front
faceplates of the units.

Here are the guidelines to using these ports and slots:

O Only one port in a pair — either the twisted pair port or the companion
SFP module — can be active at a time.

O The twisted pair port is the active port if the SFP slot is empty, or if an
SFP module is installed but does not have a link to a network device.

O The twisted pair port automatically changes to the redundant status
mode when an SFP module establishes a link with a network device.

O A twisted pair port automatically transitions back to the active status
when a link is lost on an SFP module.

0 A twisted pair port and an SFP module share the same configuration
settings, including port settings, VLAN assignments, access control
lists, and spanning tree.

O The only exception to shared settings is port speed. If you disable
Auto-Negotiation on a twisted pair port and set the speed and duplex
mode manually, the speed reverts to Auto-Negotiation when an SFP
module establishes a link with an end node.

Note
These guidelines do not apply to the SFP slots on the AT-9000/52
Managed Layer 2 ecoSwitch.
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Command Format

Command Line
Interface
Features

Command
Formatting
Conventions

Command
Examples

The following sections describe the command line interface features and
the command syntax conventions.

The command line interface has these features:

0 Command history - Use the up and down arrow keys.

0 Keyword abbreviations - Any keyword can be recognized by typing
an unambiguous prefix, for example, type “sh” and the software
responds with “show.”

O Tab key - Pressing the Tab key fills in the rest of a keyword
automatically. For example, typing “sh” and then pressing the Tab
key enters “show” on the command line.

This manual uses the following command format conventions:

O screen text font - This font illustrates the format of a command
and command examples.

O []- Brackets indicate optional parameters.

O |- Vertical line separates parameter options for you to choose
from.

0O [talics - ltalics indicate variables you have to provide.

Most of the command examples in this guide start at the User Exec mode
and include the navigational commands. Here is an example that creates a
new VLAN called Engineering with the VID 5:

awplus> enable

awplus# configure terminal

awplus(config)# vlan database
awplus(config-vlan)# vlan 5 name Engineering

You do not have to return to the User Exec mode when you finish a
management task. But it is a good idea to return to the Privileged Exec
mode to confirm your changes with the appropriate SHOW command,
before performing a new task.
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Startup Messages

The switch generates the following series of status messages whenever it
is powered on or reset. The messages can be viewed on the Console port
with a terminal or a computer with a terminal emulator program.

@E—NTSW—5.0.4 for BCM956218 (32bit,SP,BE,MIPS) \
Build Date: Thu May 20 12:22:14 PDT 2010 (jwong@tiramisu)
Copyright (C) 2000-2008 Broadcom Corporation.

Initializing Arena.

Initializing Devices.

Board : AT9000_28sP

CPU type 0x2901A: 266MHz

Total memory: 0x8000000 bytes (128MB)

Total memory used by CFE: O0x87EB8000 - Ox87FFFBEO (1342432)
Initialized Data: Ox87EFA324 - Ox87EFCAF0 (10188)
BSS Area: Ox87EFCAFO Ox87EFDBEO (4336)
Local Heap: Ox87EFDBEO - Ox87FFDBEO (1048576)
Stack Area: 0x87FFDBEQ Ox87FFFBEO (8192)

Text (code) segment:
Boot area (physical):
Relocation Factor:

0x87EB8000 - Ox87EFI9B6F (269167)
0x07E77000 - Ox07EB7000
I:E82B8000 - D:E82B8000

Resetting uart to 9600 baud.

Press Ctrl-C to stop auto boot.......... 3...2...1...

Loader:elf Filesys:raw Dev:flashO.os-Linux File:ATI Options:(null)
Loading: 0x80001000/42538636 0x8289268c/96724 Entry at 0x80230860
Starting program at 0x80230860

Starting...

/N N\ //—\

/N \o

/ \ VAN

/ \\ //
/ /\ \\/ / /

Allied Telesis Inc.Mounting Filesystems...
Starting SNMP. ..
Starting MainTask...

\ /

Figure 19. Startup Messages
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/Ehitia1izing 323 o | done?\\
Initializing Board ......... .ottt iaiiennnans done!
Initializing Serial Interface ..........ccuiiiiiuu.n. done!
Initializing Timer Library ......... ... .. done!
INitializing IPC . .i it ittt it e i ettt e e e done!
Initializing EVent LOQ ... iiiiiiiiien it iannennnnns done!
Initializing Switch Models .......... ... ..., done!
Initializing File System ........c.ciiiiiiiiiennennnnn. done!
Initializing Database .......... i iiiiinnnnn. done!
Initializing Configuration ..............cciiiiuu... done!
Initializing AW+ CLI . .i ittt ittt e st tee e ennnnns done!
Initializing Drivers . ...ttt it ieeeennnnns done!
Initializing Port Statistics .........iiiiiiiinnnnn. done!
Initializing POrt ...ttt i it it e e e done!
Initializing Trunk ........ ittt ey done!
Initializing Port Security ........ieiiiiinennennnnn. done!
INTitializing LACP .ot ii ittt it ettt e e e done!
Initializing PORT VLAN ...ttt iei it iaeeennnnns done!
Initializing Port Mirroring ...........ciiicuuennnnn. done!
Initializing Telnet ......c.ciiiiiiiiin ittt iennnans done!
Initializing SNmp Service .........iiiiiiiiennennnan. done!
Initializing web Service ........cciiiiiiiiiannennnnn. done!
Initializing Monitor ........oiiiiiiei it iaennnans done!
INitializing STP .ttt it i i ettt e e e done!
Initializing SPANNING TREE ......c.iiiiiiinnnennnnnnnns done!
Initializing L2 _MGMT . ...t ittt iee it taeeennnnns done!
INTitializing LLDP_RX ittt it iee it iaeeennnnns done!
INTtializing LLDP_TX ittt iie i i tae st taeeannnnns done!
INitializing GARP ...t ittt ittt ittt e e e done!
Initializing GARP Post Init Task .................... done!
INitializing IGMPSNOOP .. cv it ittt tee s e taeeennnnns done!
Initializing SYS_MGMT ...t iii it iee it tee e ennnnns done!
Initializing SWITCH_MGMT .. ... iiiiiei it iannennnnns done!
Initializing L2APP_MGMT ...t ii it ie it ianeennnnns done!
Initializing SNMP_MGMT ...t iii ittt iee it taerennnnns done!
Initializing Authentication ............ ... ... done!
INitializing TCPIP ...ttt it ittt e e eannens done!
Initializing Default VLAN .. ... . iiiiiiiiniinnnnnnn done!
INitializing ENCO .. ii ittt ii ittt te ettt tee e eannens done!
INitializing PKI ..t ii ittt it ettt eee e ena s done!
Initializing POrtACCESS ..ttt ittt ieeiennnens done!
Initializing PAACCERCV ...ttt ittt i ieeeennnnns done!
INitializing SSH .. i ittt i ittt e e e done!
InNitializing IFM ...ttt ittt i ettt e e e done!
INitializing IFMVO ... viiiiin it e s eeannnsnnnnnnnn done!

\\Ehitia1izing

Figure 20. Startup Messages (continued)
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/Ehitia1izing 17 done!
Initializing FTABVG .. ......iiiiii i e e done!
Initializing ACM ... it done!
Initializing Filter ..... ... n done!
Initializing L3_MGMT ... ...ttt i e e e e e aaaee e done!
Initializing L3APP_MGMT .. ... ..t ii i i e aaaaananns done!
Initializing SFLOW . ...ttt e e e e e e e e aaeeens done!
Initializing NTP ... e e e e e e done!
Initializing CPU_HIST ... ..ttt i i e e e e aaaaaeannn done!
Initializing EStacking ......... ..., done!
Initializing MGMT_MGMT ... .. ...t iiiiiii i e aaaaaanannn done!

\téading configuration file "boot.cfg" ....... done! ,//

Figure 21. Startup Messages (continued)



Chapter 2
Starting a Management Session

This chapter has the following sections:

“Starting a Local Management Session” on page 38
“Starting a Remote Telnet or SSH Management Session” on page 40
“What to Configure First” on page 42

g a a a

“Ending a Management Session” on page 47

Note
You must do the initial configuration of the switch from a local
management session.
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Starting a Local Management Session

To start a local management session on the switch, perform the following
procedure:

1. Connect the RJ-45 connector on the management cable that comes
with the switch to the Console port, as shown in Figure 22. The
Console port is located on the front panels on the AT-9000/12POE,
AT-9000/28, AT-9000/28POE, and AT-9000/28SP Switches and on
the back panel on the AT-9000/52 Switch.

Figure 22. Connecting the Management Cable to the Console Port

2. Connect the other end of the cable to an RS-232 port on a terminal or
PC with a terminal emulator program.

3. Configure the terminal or terminal emulator program as follows:

0 Baud rate: 9600 bps (The baud rate of the Console Port is
adjustable from 1200 to 115200 bps. The default is 9600 bps.)
Data bits: 8
Parity: None
Stop bits: 1
Flow control: None

g a a a

Note
The port settings are for a DEC VT100 or ANSI terminal, or an
equivalent terminal emulator program.

4. Press Enter.

You are prompted for a user name and password.
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5. Enter a user name and password. If this is the initial management
session of the switch, enter “manager” as the user name “friend” as the
password. The user name and password are case sensitive.

The local management session has started when the AlliedWare Plus
command line prompt, shown in Figure 23 is displayed.

< awpTlus> >

Figure 23. AlliedWare Plus Command Line Prompt
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Starting a Remote Telnet or SSH Management Session

Here are the requirements for remote management of the switch from a
Telnet or SSH client on your network:

O You must assign the switch a management IP address. To initially

assign the switch an address, use a local management session.
For instructions, refer to “What to Configure First” on page 42 or
Chapter 13, “IPv4 and IPv6 Management Addresses” on page 257.

The workstation that has the Telnet or SSH client must be a
member of the same subnet as the management IP address on the
switch, or must have access to it through routers or other Layer 3
devices.

If the workstation with the Telnet or SSH client is not a member of
the same subnet as the management IP address, you must also
assign the switch a default gateway. This IP address needs to
specify an interface on a router or other Layer 3 routing device that
is the first hop to the subnet where the client resides. The default
gateway must be a member of the same subnet as the
management IP address. For instructions, refer to “What to
Configure First” on page 42 or Chapter 13, “IPv4 and IPv6
Management Addresses” on page 257.

For remote SSH management, you must create an encryption key
pair and configure the SSH server on the switch. For instructions,
see Chapter 82, “Secure Shell (SSH) Server” on page 1299. The
factory configuration includes a default random key. When you
initially connect to the switch, most SSH clients will flag the new
key and ask you to accept it.

To start a remote Telnet or SSH management session, perform the
following procedure:

1.

40

In the Telnet or SSH client on your remote management workstation,
enter the management IP address of the switch.

Prompts are displayed for a user name and password.

Enter a user name and password of a management account on the
switch. The switch comes with one management account. The user
name is “manager” and the password is “friend“. User names and
passwords are case sensitive.

The management session starts and the command line interface
prompt is displayed, as shown in Figure 23 on page 39.
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The switch has ten VTY (virtual teletypewriter) lines. Each line supports
one remote Telnet or SSH management session. The switch allocates the
lines, which are numbered 0 to 9, in ascending order, beginning with line 0,
as remote sessions are initiated.

The VTY lines cannot be reserved for particular remote workstations
because the switch allocates them as needed. Line 0 is assigned by the
switch to a new remote session if there are no other active remote
sessions. Or, if there is already one active management session, a new
session is assigned line 1, and so on.

You can adjust these three parameters on the individual lines:

O Management session timer - This timer is used by the switch to
end inactive management sessions, automatically. This protects
the switch from unauthorized changes to its configuration sessions
should you leave your workstation unattended during a
management session. For instructions on how to set this timer,
refer to “Configuring the Management Session Timers” on
page 96.

O Number of SHOW command scroll lines - You can specify the
number of lines that SHOW commands display at one time on your
screen. Refer to “LENGTH” on page 67 to set this parameter.

O Remote authentication of management accounts - You can toggle
on or off remote authentication of management accounts on the
individual VTY lines. Lines use local authentication when remote
authentication is turned off. For background information, refer to
Chapter 88, “RADIUS and TACACS+ Clients” on page 1361.
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What to Configure First

42

Creating a Boot
Configuration
File

Here are a few suggestions on what to configure during your initial
management session of the switch. The initial management session must
be a local management session from the Console port on the switch. For
instructions on how to start a local management session, refer to “Starting
a Local Management Session” on page 38.

The first thing you should do is create a boot configuration file in the
switch’s file system and mark it as the active boot configuration file. This
file is used by the switch to store your configuration changes. It should be
noted that a boot configuration file contains only those parameter settings
that have been changed from their default values on the unit. So,
assuming the switch is just out of its shipping container, the file, when you
create it, contains about 20 lines.

The quickest and easiest way to create a new boot configuration file and
to designate it as the active file is with the BOOT CONFIG-FILE
command, located in the Global Configuration mode. Here is the format of
the command:

boot config-file f77ename.cfqg

The name of the new boot configuration file, which is specified with the
FILENAME parameter, can be from 1 to 16 alphanumeric characters, not
including the extension “.cfg.” The filename cannot contain spaces and the
extension must be “.cfg.”

Here is an example that creates a new boot configuration file called
“switch1.cfg:”

awplus> enable
awplus# configure terminal
awplus(config)# boot config-file switchl.cfg

When you see the message “Operation successful,” the switch has
created the file and marked it as the active boot configuration file. To
confirm the creation of the file, return to the Global Configuration mode
and enter the SHOW BOOT command:

awplus(config)# exit
awplus# show boot

Figure 24 on page 43 is an example of the display.



Changing the
Login Password

Assigning a Name
to the Switch
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Current software: v2.2.1.1

Current boot image: v2.2.1.1

Default boot config: boot.cfg

Current boot config: switchl.cfg (file exists)

Figure 24. SHOW BOOT Command

The name of your new active boot configuration file is displayed in the
“Current boot config” field.

To protect the switch from unauthorized access, you should change the
password of the manager account. The password is set with the
USERNAME command in the Global Configuration. Here is the format of
the command.

username wusername password passwora’

Both the user name and the password are case sensitive. The password
can consist of 1 to 16 alphanumeric characters including punctuation and
printable special characters. Spaces are not permitted.

This example of the command changes the password of the manager
account to “clearsky2a:

awplus> enable
awplus# configure terminal
awplus(config)# username manager password clearsky2a

Note

Write down the new password and keep it in a safe and secure
location. If you forget the manager password, you cannot manage
the switch if there are no other management accounts on the unit. In
this case, contact Allied Telesis Technical Support for assistance.

For instructions on how to create additional management accounts, refer
to Chapter 76, “Local Manager Accounts” on page 1259.

The switch will be easier to identify if you assign it a name. The switch’s
name is displayed in the screen banner when you log on and replaces the
“awplus” in the command line prompt.

A name is assigned to the switch with the HOSTNAME command in the
Global Configuration mode. Here is the format of the command:

hostname name

A name can consist of up to 39 alphanumeric characters. Spaces,
punctuation, special characters, and quotation marks are not permitted.
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Adding a
Management IP
Address

This example assigns the name “Engineering_sw2” to the switch:

awplus> enable

awplus# configure terminal
awplus(config)# hostname Engineering_sw2
Engineering_sw2(config)#

You must assign the switch a management IP address to use the features
in Table 26 on page 258. Here are the requirements:

O The switch can have one management IPv4 address and one
management IPv6 address.

O A management IP address must be assigned to a VLAN on the
switch. It can be any VLAN, including the Default VLAN. For
background information on VLANS, refer to Chapter 47, “Port-
based and Tagged VLANS” on page 687.

O The network devices (that is, syslog servers, TFTP servers, etc.)
must be members of the same subnet as a management IP
address or have access to it through the default gateway.

O The switch must also have a default gateway if the network
devices are not members of the same subnet as the management
IP address. The default gateway specifies the IP address of a
router interface that represents the first hop to the subnets or
networks of the network devices.

O A default gateway address, if needed, must be a member of the
same subnet as a management IP address.

O The switch can have one IPv4 default gateway and one IPv6
gateway.

Note

The following examples illustrate how to assign a management |IPv4
address to the switch. For instructions on how to assign an IPv6
address, refer to Chapter 13, “IPv4 and IPv6 Management
Addresses” on page 257.

The IP ADDRESS command in the VLAN Interface mode command adds
a management IPv4 address to the switch. This example of the command
assigns the management IPv4 address 149.82.112.72 and a subnet mask
of 255.255.255.0 to the Default_VLAN, which has the VID 1. The switch is
also assigned the default gateway 149.82.112.18:
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Table 3. Adding a Management Address: Example 1

awplus> enable

Move to the Privileged Exec mode.

awplus# configure terminal

Move to the Global Configuration mode.

awplus(config)# interface vlanl

Use the INTERFACE VLAN command to
move to the VLAN Interface mode of the
Default_VLAN.

awplus(config-if)# ip address
149.82.112.72/24

Assign the management IPv4 address to
the switch using the IP ADDRESS
command. The mask is a decimal number
that represents the number of bits, from
left to right, that constitute the network
portion of the address. For example, the
decimal masks 16 and 24 are equivalent
to masks 255.255.0.0 and 255.255.255.0,
respectively.

awplus(config-if)# exit

Return to the Global Configuration mode.

awplus(config)# ip route 0.0.0.0/0
149.82.112.18

Assign the default gateway to the switch
using the IP ROUTE command.

awplus(config)# exit

Return to the Privileged Exec mode.

awplus# show 1ip route

Verify the new management IPv4 address
and default gateway with the SHOW IP
ROUTE command.

This example assigns the management IPv4 address to a new VLAN
called Tech_Support, with the VID 5. The VLAN will consist of the
untagged ports 5,6, and 23. The management IPv4 address and default
route of the switch will be assigned by a DHCP server on the network:

Table 4. Adding a Management IP Address: Example 2

awplus> enable

Move to the Privileged Exec mode.

awplus# configure terminal

Move to the Global Configuration mode.

awplus(config)# vlan database

Enter the VLAN Configuration mode.

awplus(config-if)# vlan 5 name Tech_Support

Create the new VLAN with the VLAN
command.

awplus(config-if)# exit

Return to the Global Configuration mode.

awplus(config)# interface portl.0.5,
portl.0.6,portl.0.23

Enter the Port Interface mode for ports 5,
6, and 23.
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Table 4. Adding a Management IP Address: Example 2

awplus(config-if)# switchport access vlan 5

Add the ports as untagged ports to the
VLAN with the SWITCHPORT ACCESS
VLAN command.

awplus(config-if)# exit

Return to the Global Configuration mode.

awplus(config)# interface vlan5

Use the INTERFACE VLAN command to
move to the VLAN Interface mode of
VLAN 5.

awplus(config-if)# ip address dhcp

Activate the DHCP client on the switch
with the IP ADDRESS DHCP command.

awplus(config-if)# end

Return to the Global Configuration mode.

awplus# show ip interface

Verify the management IP address on the
switch.

awplus# show 1ip route

Verify the new management IPv4 address
and default gateway.

46

Saving Your
Changes

awplus# write

To permanently save your changes in the active boot configuration file,
use the WRITE command in the Privileged Exec mode:

You can also update the active configuration file with the COPY
RUNNING-CONFIG STARTUP-CONFIG command, also located in the
Global Configuration mode. It is just more to type.
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Ending a Management Session

To end a management session, go to either the Privileged Exec mode or
the User Exec mode. From the Privileged Exec mode, enter either the
EXIT or LOGOUT to end a management session:

awplus# exit
or
awplus# logout

From the User Exec mode, enter either the EXIT or LOGOUT command to
end a management session:

awplus> exit
or

awplus> logout
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Basic Command Line Management

This chapter contains the following sections:
“Clearing the Screen” on page 50

“Displaying the On-line Help” on page 51

“Saving Your Configuration Changes” on page 53

g a a a

“Ending a Management Session” on page 54
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Clearing the Screen

50

If your screen becomes cluttered with commands, you can start fresh by
entering the CLEAR SCREEN command in the User Exec or Privileged
Exec mode. If you are in a lower mode, you have to move up the mode
hierarchy to one of these modes to use the command. Here is an example
of the command from the Port Interface mode:

awplus(config-if)# end
awplus# clear screen
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Displaying the On-line Help

The command line interface has an on-line help system to assist you with
the commands. The help system is displayed by typing a question mark.

Typing a question mark at a command line prompt displays all the
keywords in the current mode. This example displays all the keywords in
the VLAN Configuration mode.

//Ewp1us> enable ‘\\

awplus# configure terminal

awplus(config)# vlan database

awplus(config-vlan)# ?
convert Convert vlan
do To run exec commands in config mode
end End current mode and down to privileged mode
exit End current mode and down to previous mode
help Description of the interactive help system
no Negate a command or set its defaults
private-vlan Private-vlan
quit End current mode and down to previous mode
vlan Add, delete, or modify values associated

\\\ with a single VLAN 4//

Figure 25. Displaying the Keywords of a Mode

Typing a question mark after a keyword displays any additional keywords
or parameters. This example displays the available parameters for the
FLOWCONTROL command in the Port Interface mode.

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.5
awpTlus(config-if)# flowcontrol ?

both Flow control on send and receive
receive Flow control on receive
send Flow control on send

Figure 26. Displaying Subsequent Keywords of a Keyword

Note

You must type a space between the keyword and the question mark.
Otherwise, the on-line help system simply displays the previous
keyword.

Typing a question mark at the point in a command where a value is
required displays a value’s class (that is, integer, string, etc.). The example
in Figure 27 on page 52 displays the class of the value for the
HOSTNAME command in the Global Configuration mode.
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awplus> enable

awplus# configure terminal

awplus(config)# hostname ?
<STRING:sysName>

Figure 27. Displaying the Class of a Parameter
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Saving Your Configuration Changes

To permanently save your changes to the parameter settings on the
switch, you must update the active boot configuration file. This is
accomplished with either the WRITE command or the COPY RUNNING-
CONFIG STARTUP-CONFIG command, both of which are found in the
Privileged Exec mode. When you enter either of these commands, the
switch copies its running configuration into the active boot configuration
file for permanent storage.

To update the active configuration file, enter:
awplus# write
or

awplus# copy running-config startup-config

Note

Parameter changes that are not saved in the active boot
configuration file are discarded when the switch is powered off or
reset.
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Ending a Management Session

To end a management session, go to either the Privileged Exec mode or
the User Exec mode. From the Privileged Exec mode, enter either the
EXIT or LOGOUT to end a management session:

awplus# exit
or
awplus# logout

From the User Exec mode, enter either the EXIT or LOGOUT command to
end a management session:

awplus> exit
or

awplus> logout
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Basic Command Line Management

Commands

The basic command line commands are summarized in Table 5.

Table 5. Basic Command Line Commands

Command

Mode

Description

“? (Question Mark Key)” on page 57

All modes

Displays the on-line help.

“CLEAR SCREEN” on page 59

User Exec and
Privileged Exec

Clears the screen.

“‘CONFIGURE TERMINAL” on
page 60

Privileged Exec

Moves you from the Privileged Exec
mode to the Global Configuration
mode.

“COPY RUNNING-CONFIG
STARTUP-CONFIG” on page 61

Privileged Exec

Updates the active boot configuration
file with the current settings from the
switch.

“‘DISABLE” on page 62

Privileged Exec

Returns you to the User Exec mode
from the Privileged Exec mode.

Privileged Exec

“‘DO” on page 63 Global Performs Privileged Exec mode
Configuration commands from the Global
Configuration mode.
“‘ENABLE” on page 64 User Exec Moves you from the User Exec mode
to the Privileged Exec mode.
“‘END” on page 65 All modes Returns you to the Privileged Exec
below the mode.
Global
Configuration
mode
“EXIT” on page 66 All modes Moves you up one mode.
except the User
Exec and

“‘LENGTH” on page 67

Console Line
and Virtual
Terminal Line

Specifies the maximum number of
lines the SHOW commands display at
one time on the screen.

“‘LOGOUT” on page 69

User Exec

Ends a management session.

55




56

Chapter 4: Basic Command Line Management Commands

Table 5. Basic Command Line Commands (Continued)

Command

Mode

Description

“QUIT” on page 70

All modes Moves you up one mode.

except the User
Exec and
Privileged Exec

“WRITE” on page 71

Privileged Exec | Updates the active boot configuration

switch.

file with the current settings of the
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? (Question Mark Key)

Syntax
?
Parameters

None

Modes

All modes

Description

Use the question mark key to display on-line help messages. Typing the
key at different points in a command displays different messages:

O Typing “?” at a command line prompt displays all the keywords in
the current mode.

0 Typing “?” after a keyword displays the available parameters.

Note
You must type a space between a keyword and the question mark.
Otherwise, the on-line help returns the previous keyword.

O Typing “?” after a keyword or parameter that requires a value
displays a value’s class (i.e. integer, string, etc.).

Examples

This example displays all the keywords in the Port Interface mode for port
4:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.4
awplus(config-if)# ?

This example displays the parameters for the SHOW keyword in the User
Exec mode and the Privileged Exec mode:

awplus> enable
awplus# show ?
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This example displays the class of the value for the SPANNING-TREE
HELLO-TIME command in the Global Configuration mode:

awplus> enable
awplus# configure terminal
awplus(config)# spanning-tree hello-time ?



CLEAR SCREEN
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Syntax

clear screen

Parameters

None

Modes

User Exec and Privileged Exec modes

Description

Use this command to clear the screen.

Example

awplus# clear screen
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CONFIGURE TERMINAL

60

Syntax

configure terminal

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to move from the Privileged Exec mode to the Global
Configuration mode.

Example

awplus# configure terminal
awplus(config)#
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COPY RUNNING-CONFIG STARTUP-CONFIG

Syntax

copy running-config startup-config

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to update the active boot configuration file with the
switch’s current configuration, for permanent storage. When you enter the
command, the switch copies its parameter settings into the active boot
configuration file. The switch saves only those parameters that are not at
their default settings.

Note

Parameter changes that are not saved in the active boot
configuration file are discarded when the switch is powered off or
reset.

To view the name of the active boot configuration file, see “SHOW BOOT”
on page 456.

This command is equivalent to “WRITE” on page 71.

Example

awplus# copy running-config startup-config

61



Chapter 4: Basic Command Line Management Commands

DISABLE

62

Syntax
disable

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to return to the User Exec mode from the Privileged
Exec mode.

Example
The following command returns the software to the User Exec mode:

awplus# disable
awplus>



DO

AT-9000 Switch Command Line User’s Guide

Syntax

do command

Parameter

command
Specifies the Privileged Exec mode command to perform.

Mode

Global Configuration mode

Description

Use this command to perform Privileged Exec mode commands from the
Global Configuration mode. You may use the command to perform some,
but not all, of the Privileged Exec mode commands. To view the available
commands, type a question mark “?” after the DO command.

Examples

This example displays all of the Privileged Exec mode commands you may
perform using the DO command in the Global Configuration mode:

awplus(config)# do ?
This example displays all of the available SHOW commands:
awplus(config)# do show ?

This example performs the SHOW INTERFACE command for port 4 from
the Global Configuration mode:

awplus(config)# do show interface portl.0.4
This example pings a network device:

awplus(config)# do ping 149.11.123.45
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ENABLE

64

Syntax

enable

Parameters

None

Mode

User Exec mode

Description

Use this command to move from the User Exec mode to the Privileged
Exec mode.

Example

The following command moves the prompt from the User Exec mode to
the Privileged Exec mode:

awplus> enable
awplus#
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Syntax
end
Parameters

None

Mode

All modes below the Global Configuration mode.

Description

Use this command to return to the Privileged Exec mode.

Example
The following command returns the prompt to the Privileged Exec mode:

awplus(config-if)# end
awplus#
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EXIT

66

Syntax
exit
Parameters

None

Mode

All modes

Description

Use this command to move down one mode in the mode hierarchy in all
modes except the User Exec and Privileged Exec modes. Using the EXIT
command in the User Exec and Privileged Exec modes terminates the
management session.

Example

The following example moves the prompt from the Global Configuration
mode to the Privileged Exec mode:

awplus(config)# exit
awplus#
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Syntax

length value

Parameters

value
Specifies the maximum number of lines that the SHOW commands
display at one time on the screen. The range is 0 to 512 lines. Use
the value O if you do not want the SHOW commands to pause.

Mode

Console Line and Virtual Terminal Line modes

Description

Use this command to specify the maximum number of lines the SHOW
commands display at one time on the screen during local or remote
management sessions. You can set different values for the local and
remote management methods. To set this parameter for local
management sessions, enter the command in the Console Line mode. To
set this parameter for the ten VTY lines for remote Telnet and SSH
sessions, enter the same command in the Virtual Terminal Line modes.
Each VTY line can have a different setting.

The default value is 20 lines for the console port. For the VTY lines, the
default value is negotiated with the VTY ports.

Examples

This example sets the maximum number of lines to 25 for local
management sessions:

awplus> enable

awplus# configure terminal
awplus(config)# 1line console 0
awplus(config-1line)# Tength 25

This example sets the maximum number of lines to 15 for VTY line 0:
awplus> enable
awplus# configure terminal

awplus(config)# line vty O
awplus(config-1line)# Tength 15
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This example returns the number of lines to the default setting for local
management sessions:

awplus> enable

awplus# configure terminal
awplus(config)# 1line console 0
awpTlus(config-Tine)# no Tength

68



LOGOUT

AT-9000 Switch Command Line User’s Guide

Syntax

Togout

Parameters

None

Mode

User Exec and Privileged Exec modes

Description

Use this command to end a management session.

Note
Entering the EXIT command in either the User Exec or Privileged
Exec mode also ends a management session.

Example

This example shows the sequence of commands to logout starting from
the Global Configuration mode:

awplus(config)# exit

awplus# disable
awplus> logout
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QUIT

70

Syntax
quit
Parameters

None

Mode

All modes except the User Exec and Privileged Exec modes.

Description

Use this command to move up one mode in the mode hierarchy. This
command is almost identical to the EXIT command. The difference is that
unlike the EXIT command, the QUIT command cannot be used to end a
management session.

Example

This example uses the QUIT command to return to the Privileged Exec
mode from the Global Configuration mode:

awplus(config)# quit
awplus#
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WRITE

Syntax

write

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to update the active boot configuration file with the
switch’s current configuration, for permanent storage. When you enter the
command, the switch copies its parameter settings into the active boot
configuration file. The switch saves only those parameters that are not at
their default settings.

Note

Parameter changes that are not saved in the active boot
configuration file are discarded when the switch is powered off or
reset.

To view the name of the active boot configuration file, see “SHOW BOOT
on page 456.

This command is equivalent to “COPY RUNNING-CONFIG STARTUP-
CONFIG” on page 61.

Example

awplus# write
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Chapter 5
Temperature and Fan Control Overview

O “Overview” on page 74
0 “Displaying the System Environmental Status” on page 75
0 “Controlling Eco-Mode LED” on page 76
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Overview

74

The switch monitors the environmental status, such as temperature and
voltage, and the status of fan modules. Checking this information helps
you to identify potential hardware issues before they become problems.

To check the switch’s environmental and saving energy status, and turn
on and off the port LEDs, use the following commands:
“ECOFRIENDLY LED” on page 78

“NO ECOFRIENDLY LED” on page 79

“SHOW ECOFRIENDLY” on page 80

“SHOW SYSTEM ENVIRONMENT” on page 81
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Displaying the System Environmental Status

The switch monitors the environmental status of the switch and any
attached PSU, XEM, or expansion option. The environmental status
covers information about temperatures, fans, and voltage. To display this
information, go to User Exec or Privileged Exec mode and enter the
command:

awplus# show system environment

Figure 28 shows an example of the information the command displays.
The columns are described in “SHOW SYSTEM ENVIRONMENT” on
page 81.

/Envi ronment Monitoring Status \

ID Sensor (Units) Reading Status
0 Temp (Degrees Q) 37 Normal
1 Fan 1 (RPM) 3467 Normal
2 PSU 1l on Normal
3 PSU 2 off off

Figure 28. SHOW SYSTEM ENVIRONMENT Command

Note
Switches that do not contain fan controllers will not display
temperature readings.
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Controlling Eco-Mode LED

76

AlliedWare Plus products provide an Eco-Mode LED control to conserve
additional power on the port LEDs. The Eco-Mode LED is an eco-friendly
feature that turns off the port LEDs when they are not necessary. To
enable Eco-Mode LED control, enter the command:

awplus(config)# ecofriendly led
To disable Eco-Mode LED control,

awplus(config)# no ecofriendly Ted



Chapter 6
Temperature and Fan Control

Commands

The temperature and fan control commands are summarized in Table 6.

Table 6. Temperature and Fan Control Commands

Command Mode Description
‘ECOFRIENDLY LED” on page 78 Global Turns off the port LEDs on the switch
Configuration to save power.
“‘NO ECOFRIENDLY LED” on page 79 | Global Turns on the port LEDs on the switch.
Configuration

“‘SHOW ECOFRIENDLY” on page 80 | Privileged Exec | Displays the power saving status of
the port LEDs.

“‘SHOW SYSTEM ENVIRONMENT” Privileged Exec | Displays the environmental
on page 81 information for the switch, such as
temperatures, voltage, and fan status.

77



Chapter 6: Temperature and Fan Control Commands

ECOFRIENDLY LED

Syntax

ecofriendly Ted

Parameters

None

Mode

Global Configuration mode

Description

Use this command to turn off the port LEDs on the switch to save power.

Confirmation Command

“SHOW ECOFRIENDLY” on page 80

Example

awplus# ecofriendly led
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NO ECOFRIENDLY LED

Syntax

no ecofriendly led

Parameters

None

Mode

Global Configuration mode

Description

Use this command to turn on the port LEDs on the switch.

Confirmation Command

“SHOW ECOFRIENDLY” on page 80

Example

The following command turns on the port LEDs on the switch:

awplus# no ecofriendly led
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SHOW ECOFRIENDLY

Syntax
show ecofriendly
Parameters

None

Mode
Privileged Exec mode

Description

Use this command to display the power saving status of the port LEDs. An
example of the information the command displays is shown in Figure 29.

Gront panel port LEDs: on >

Figure 29. SHOW ECOFRIENDLY Command

Example
The following example displays the power saving status of the port LEDs:

awplus# show ecofriendly
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SHOW SYSTEM ENVIRONMENT

Syntax

show system environment

Parameters

None

Mode

Privileged Exec mode

Description
Use this command to display the environmental information for the switch.

Figure 30 shows an example of the information that the command
displays.

ﬁnvi ronment Monitoring Status \

ID Sensor (Units) Reading Status
0 Temp (Degrees C) 37 Normal
1 Fan 1 (RPM) 3467 Normal
2 PsUl on Normal
3 PSU 2 off off

Figure 30. SHOW SYSTEM ENVIRONMENT Command

The columns in the display are described here:
Table 7. SHOW SYSTEM ENVIRONMENT Command

Parameter Description
Switch Model Indicates a model name of the switch.
ID Indicates the ID number of an item.
Sensor (Units) Indicates an item on the switch, such as
temperature, fan, or power supply unit
(PSU).
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Table 7. SHOW SYSTEM ENVIRONMENT Command

Parameter Description
Reading Indicates the current reading of the item.
Status Indicates the status of the item.

Example
The following example displays environmental information for the switch:

awplus# show system environment
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Section 11
Basic Operations

This section contains the following chapters:

Chapter 7, “Basic Switch Management” on page 85

Chapter 8, “Basic Switch Management Commands” on page 103
Chapter 9, “Port Parameters” on page 143

Chapter 10, “Port Parameter Commands” on page 163

Chapter 11, “Power Over Ethernet” on page 215

Chapter 12, “Power Over Ethernet Commands” on page 227
Chapter 13, “IPv4 and IPv6 Management Addresses” on page 257
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Chapter 14, “IPv4 and IPv6 Management Address Commands” on
page 271
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Chapter 15, “Simple Network Time Protocol (SNTP) Client” on page
295

Chapter 16, “SNTP Client Commands” on page 303
Chapter 17, “MAC Address Table” on page 315

Chapter 18, “MAC Address Table Commands” on page 325
Chapter 19, “Enhanced Stacking” on page 337

Chapter 20, “Enhanced Stacking Commands” on page 361
Chapter 21, “Port Mirror” on page 379

Chapter 22, “Port Mirror Commands” on page 387
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on page 395
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Chapter 24, “IGMP Snooping Commands” on page 405
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Chapter 25, “Multicast Commands” on page 419

Chapter 23, “Internet Group Management Protocol (IGMP) Snooping”

83



84



Chapter 7
Basic Switch Management

This chapter contains the following:

“Adding a Name to the Switch” on page 86

“Adding Contact and Location Information” on page 87
“Displaying Parameter Settings” on page 88

“‘Manually Setting the Date and Time” on page 89

“Pinging Network Devices” on page 90

“Resetting the Switch” on page 91

“Restoring the Default Settings to the Switch” on page 92
“Setting the Baud Rate of the Console Port” on page 94
“Configuring the Management Session Timers” on page 96
“Setting the Maximum Number of Manager Sessions” on page 98
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“Configuring the Banners” on page 99
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Adding a Name to the Switch

86

The switch will be easier to identify if you assign it a name. The switch
displays its name in the command line prompt, in place of the default
prefix “awplus.”

To assign the switch a name, use the HOSTNAME command in the Global
Configuration mode. A name can consist of up to 39 alphanumeric
characters. Spaces, punctuation, special characters, and quotation marks
are not permitted.

This example assigns the name Switch12 to the switch:

awplus> enabTe

awplus# configure terminal
awplus(config)# hostname Switchl2
switchl2(config)#

To remove the current name without assigning a new name, use the NO
HOSTNAME command:

Unit2b_bld4> enable

Unit2b_bld4# configure terminal
Unit2b_bld4(config)# no hostname
awplus(config)#

For reference information, refer to “HOSTNAME” on page 117 and “NO
HOSTNAME” on page 120.
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Adding Contact and Location Information

The commands for assigning the switch contact and location information
are the SNMP-SERVER CONTACT and SNMP-SERVER LOCATION
commands, both of which are found in the Global Configuration mode.
Here are the formats of the commands:

snmp-server contact contact

snmp-server Tlocation Jocation

The variables can be from 1 to 255 alphanumeric characters in length.
Spaces and special characters are allowed.

To view the information, use the SHOW SYSTEM command in the User
Exec and Privileged Exec modes.

Here is an example that assigns the switch this contact and location
information:

0 Contact: JordanB
O Location: 123_Westside Dr_room_45

awplus> enable

awplus# configure terminal

awplus(config)# snmp-server contact JordanB

awplus(config)# snmp-server Tocation 123_westside_Dr_room_45

To remove the contact or location information without adding new
information, use the NO form of the commands. This example removes the
location information:

awplus> enable

awplus# configure terminal
awplus(config)# no snmp-server Tocation
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Displaying Parameter Settings

88

To display the current parameter settings on the switch, use the SHOW
RUNNING-CONFIG command in the Privileged Exec mode. The settings,
which are displayed in their equivalent command line commands, are
limited to just those parameters that have been changed from their default
values. The information includes new settings that have yet to be saved in
the active boot configuration file. Here is the command:

awplus# show running-config

For reference information, refer to “SHOW RUNNING-CONFIG” on
page 130.
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Manually Setting the Date and Time

To manually set the date and time on the switch, use the CLOCK SET
command in the Privileged Exec mode. Here is the format of the
command:

clock set hh:mm:ss dd mmm yyyy
Here are the variables:
O hh:mm:ss: Use this variable to specify the hour, minute, and second
for the switch’s time in 24-hour format.

O dd: Use this variable to specify the day of the month.

O mmm: Use this variable to specify the month. The month is
specified by its first three letters. For example, June is Jun. The
first letter must be uppercase and the second and third letters
lowercase.

O yyyy: Use this variable to specify the year. The year must be
specified in four digits (for example, 2011 or 2012).

The command has to include both the date and time. This example sets
the time to 4:11 pm and the date to January 4, 2011:

awplus> enable
awplus# clock set 16:11:0 4 Jan 2011

To display the date and time, use the SHOW CLOCK command in the
User Exec or Privileged Exec mode.

awplus# show clock

For reference information, refer to “CLOCK SET” on page 112 and
“SHOW CLOCK” on page 129.

Note

The date and time, when set manually, are not retained by the
switch when it is reset or power cycled.
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Pinging Network Devices
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If the switch is unable to communicate with a network device, such as a
syslog server or a TFTP server, you can test for an active link between the
two devices by instructing the switch to send ICMP Echo Requests and to
listen for replies sent back from the other device. This is accomplished
with the PING command in the Privileged Exec mode.

This command instructs the switch to send ICMP Echo Requests to a
network device known by the IP address 149.122.14.15:

awplus> enabTe
awplus# ping 149.122.14.15

The results of the ping are displayed on the screen.

Note

To send ICMP Echo Requests, the switch must have a management
IP address. For instructions, refer to Chapter 13, “IPv4 and IPv6
Management Addresses” on page 257.

Note

The switch sends the ICMP Echo Requests from the ports of the
VLAN assigned the management IP address. The device the switch
is pinging must be a member of that VLAN or must be accessible
through routers or other Layer 3 devices.

For reference information, refer to “PING” on page 121.
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Resetting the Switch

To reset the switch, use either the REBOOT or RELOAD command in the
Privileged Exec mode. You might reset the switch if it is experiencing a problem
or if you want to reconfigure its settings after designating a new active boot
configuration file. The commands display a confirmation prompt.

A Caution

The switch will not forward network traffic while it initializes its
management software. Some network traffic may be lost. The reset can
take from thirty seconds to two minutes, depending on the number and
complexity of the commands in the active boot configuration file.

Note

Any configuration changes that have not been saved in the active boot
configuration file are discarded when you reset the switch. To save your
changes, use the WRITE or COPY RUNNING-CONFIG STARTUP-
CONFIG command in the Privileged Exec mode.

To reset the switch with the REBOOT command:

awplus> enable
awpTlus# reboot

Are you sure you want to reboot the switch? (y/n) y
To reset the switch with the RELOAD command:

awplus> enable
awplus# reload

Are you sure you want to reboot the switch? (y/n) y

To resume managing the switch, wait for the switch to initialize its management
software and then start a new management session.

For reference information, refer to “REBOOT” on page 124 and “RELOAD” on
page 125.
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Restoring the Default Settings to the Switch

92

To restore the default settings to the switch, delete or rename the active
boot configuration file and then reset the unit. Without an active boot
configuration file, the switch will use the default parameter settings after it
initializes the management software.

& Caution

Restoring the default settings requires that you reset the switch. The
unit will not forward network traffic while it initializes the
management software. Some network traffic may be lost.

There are two ways to delete the active boot configuration file. One way is
with the DELETE command in the Privileged Exec mode. Here is the
format of the command:

delete filename.cfqg

This example deletes the active boot configuration file “Sales_unit.cfg”
and resets the switch:

awplus> enabTe
awplus# delete Sales_unit.cfg
awplus# reboot

reboot switch? (y/n): vy

If you do not know the name of the active boot configuration file, you can
display it with the SHOW BOOT command in the Privileged Exec mode.
Figure 31 is an example of what is displayed:

Current software : v1.0.0

Current boot image : v1.0.0

Default boot config: /cfg/boot.cfg

Current boot config: /cfg/switch2.cfg (file exists)

Figure 31. SHOW BOOT Command

The active boot configuration file is identified in the “Current boot config”
field.
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Another way to delete the file is with the ERASE STARTUP-CONFIG
command, also in the Privileged Exec mode. The advantage of this
command over the DELETE command is that you do not have to know the
name of the active boot configuration file. When you enter the command, a
confirmation prompt is displayed. If you enter “Y” for yes, the switch
automatically deletes the active boot configuration file from the file system.
Afterwards, you can reset the switch with the REBOOT command so that it
restores the default settings.

Here is the sequence of commands and messages:

awplus> enable
awplus# erase startup-config

erase start-up config? (y/n):y
Deleting..

Successful Operation

awplus# reboot

reboot switch? (y/n): y

If you prefer to keep the active boot configuration file, you can rename it
with the MOVE command in the Privileged Exec mode and then reset the
switch. Here is the format of the MOVE command:

move f7lenamel.cfg filenameZ.cfg

The FILENAME1 parameter is the name of the configuration file you want
to rename. The FILENAMEZ2 parameter is the file’s new name. The
extensions of the files must be “.cfg”. For example, if the name of the
active boot configuration file is “Sales_unit.cfg,” these commands rename
it to “Sales_unit_backup.cfg” and reset the switch:

awplus> enable
awplus# move Sales_unit.cfg Sales_unit_backup.cfg
awplus# reboot

reboot switch? (y/n): y

To resume managing the switch after restoring the default settings, you
must establish a local management session from the Console port.
Remote management is not possible because the switch will not have a
management |P address.

Note
For instructions on how to create a new boot configuration file, refer
to Chapter 28, “Boot Configuration Files” on page 443.
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The Console port is used for local management of the switch. To set its
baud rate, use the BAUD-RATE SET command in the Global
Configuration mode.

Note

If you change the baud rate of the Console port during a local
management session, your session is interrupted. To resume the
session you must change the speed of the terminal or the terminal
emulator program to match the new speed of the serial terminal port
on the switch.

Here is an example to set the baud rate of the Console port on the switch
to 57600 bps:

Example 1:

awplus> enabTe
awplus# configure terminal
awplus(config-conf)# baud-rate set 57600

awplus# config

Enter configuration commands, one per line. End with CNTL/Z.
awplus(config)# 1line console

awplus(config-1ine)# speed 57600

Baud rate changed to 57600 bps.
Please change your console baud rate correspondingly.

To display the current settings of the Console port, use the SHOW BAUD-
RATE command in the User Exec or Privileged Exec mode. Here is the
command:

awplus# show baud-rate

Here is an example of the information.

Asynchronous Port (Console) Information:

Baud Rate .......ivvvcunnnnnnn 57600
Parity +vvvviriinnniinnnnenns None
Data bits .......... ... 8
Stop bits ..., 1

Figure 32. SHOW BAUD-RATE Command
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Note
The baud rate is the only adjustable parameter on the Console port.

For reference information, refer to “BAUD-RATE SET” on page 111 and
“‘SHOW BAUD-RATE” on page 128.
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You should always conclude a management session by logging off so that
if you leave your workstation unattended, someone cannot use it to
change the switch’s configuration. If you forget to log off, the switch has
management session timers that detect and log off inactive local and
remote management sessions automatically. A session is deemed
inactive when there is no management activity for the duration of the
corresponding timer.

There are different timers for the different types of management sessions.
There is one timer for local management sessions, which are conducted
through the Console port, and ten timers for each supported VTY line, for
remote Telnet and SSH management sessions.

The command for setting the timers is the EXEC-TIMEOUT command.
You enter this command in different modes depending on the timer you
want to set. The timer for local management sessions is set in the Line
Console mode, which is accessed using the LINE CONSOLE 0 command
from the Global Configuration mode. This example of the commands sets
the timer for local management sessions on the switch to 5 minutes:

awplus> enable

awplus# configure terminal
awplus(config)# 1line console 0
awplus(config-1ine)# exec-timeout 5

Note
The default value the EXEC-TIMEOUT command is 10 minutes.

There are ten VTY lines for remote Telnet and SSH sessions. Each
remote management session uses one line. The switch automatically
allocates a line when a remote session is initiated. The first remote Telnet
or SSH session is allocated the VTY 0 line, the second session is
allocated the VTY 1 line, and so forth.

Each VTY line has its own management session timer. The timers are set
in the Virtual Terminal Line mode, which is accessed with the LINE VTY
command. The format of the LINE VTY command is shown here:

line vty first_line_id JTast_Jline_id
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Both the first_line_id and the last_line_id parameters have value of 0 to 9.
You can specify one VTY line or a range of VTY lines. This example sets
the management session timer to 8 minutes on VTY line 2:

awplus> enable

awplus# configure terminal
awplus(config)# line vty 2
awplus(config-1ine)# exec-timeout 8

This example sets the management session timer to 3 minutes for all VTY
lines:

awplus> enable

awplus# configure terminal
awplus(config)# line vty 0 9
awplus(config-1ine)# exec-timeout 3
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The switch supports up to three manager sessions simultaneously so that
more than one person can manage the unit at a time. You set the
maximum number of sessions with the SERVICE MAXMANAGER
command in the Global Configuration mode. The default is three manager
sessions.

This example sets the maximum number of manager sessions to three:

awplus> enable
awplus# configure terminal
awplus(config)# service maxmanager 3

For reference information, refer to “SERVICE MAXMANAGER” on
page 126.
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Configuring the Banners

The switch has banner messages you may use to identify the switch or to
display other information about the unit. The banners are listed here:

Q aaa

Message-of-the-day banner

Login banner

User Exec and Privileged Exec modes banner
Display login banner

Message-of—the-day_(This unit was updated to version 2.1.1 today, may 21, \

banner

Login banner— This switch is located in building 2A, wiring closet4Mm.

User Exec and
Privileged Exec

2010.

Login: manager
Passwo r-d . Feddedht

modes banner

\_

» Sales Switch 12

/

Figure 33. Banner Messages

The message-of-the-day and login banners are displayed above the login
user name and password prompts of local, Telnet, and SSH management
sessions. The display banner displays the contents of the login banner.

The User Exec and Privileged Exec modes banner is displayed above the
command line prompts of these two modes, after you log on or whenever
you use the CLEAR SCREEN command to clear the screen.

Note
The banners are not displayed in web browser management
sessions.

The banner commands are:

BANNER MOTD
BANNER LOGIN
BANNER EXEC
SHOW BANNER LOGIN

a aaa
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The commands for setting the banners are located in the Global
Configuration mode with the exception of the SHOW BANNER LOGIN
command which you access in the Privileged Exec mode.

After you enter the BANNER EXEC, BANNER LOGIN, or BANNER MOTD
command, the “Type CTRL/D to finish” prompt is displayed. When you see
this message, enter the banner message. Both the BANNER MOTD and
BANNER EXEC banners may be up to 256 characters, while the BANNER
LOGIN banner may be up to 4,000 characters. Spaces and special
characters are allowed.

After you finish entering your message, press CTRL D to return to the
command prompt in the Global Configuration mode.

This example of the BANNER MOTD command assigns the switch the
message-of-the-day banner in Figure 33 on page 99:

awplus> enable

awplus# configure terminal

awplus(config)# banner motd

Type CTRL/D to finish

This unit was updated to version 2.1.1 today, May 21, 2010.
awplus(config)#

This example of the BANNER LOGIN command assigns the switch the
login banner in Figure 33:

awplus> enable

awplus# configure terminal

awplus(config)# banner Togin

Type CTRL/D to finish

This switch is located in building 2A, wiring closet 4M.
awplus(config)#

Here is an example of the BANNER EXEC command:

awplus> enabTe

awplus# configure terminal
awplus(config)# banner exec
Type CTRL/D to finish

Sales Switch 12
awplus(config)#

This example uses the SHOW BANNER LOGIN command to display the
contents of the BANNER LOGIN file:

awplus> enabTe
awplus# configure terminal
awplus(config)# show banner Togin
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To remove messages without assigning new messages, use the NO
versions of the commands. This example removes the message-of-the-
day banner:

awplus> enable

awplus# configure terminal

awplus(config)# no banner motd

This example removes the login banner:

awplus> enable

awplus# configure terminal

awplus(config)# no banner Togin

This example removes the User Exec and Privileged Exec modes banner:
awplus> enable

awplus# configure terminal
awplus(config)# no banner exec
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Chapter 8

Basic Switch Management Commands

The basic switch management commands are summarized in Table 8.

Table 8. Basic Switch Management Commands

Command Mode Description
“BANNER EXEC” on page 105 Global Creates a User Exec and Privileged
Configuration Exec modes banner.
“‘BANNER LOGIN” on page 107 Global Creates a login banner.
Configuration
“‘BANNER MOTD” on page 109 Global Creates a message-of-the-day
Configuration banner.

“‘BAUD-RATE SET” on page 111

Line Console

Configures the baud rate of the serial
terminal port on the switch.

“CLOCK SET” on page 112

Privileged Exec

Manually sets the date and time.

“‘ERASE STARTUP-CONFIG” on
page 113

Privileged Exec

Restores the default settings to all the
parameter settings on the switch.

‘EXEC-TIMEOUT” on page 114

Line Console

Sets the console timer which is used
to end inactive management sessions.

“‘HELP” on page 116 All Displays how to use the on-line help
system.

‘HOSTNAME” on page 117 Global Assigns a name to the switch.
Configuration

“‘LINE CONSOLE” on page 118 Global Enters the Line Console mode.
Configuration

‘LINE VTY” on page 119 Global Enters the Virtual Terminal Line mode
Configuration for a VTY line.

“NO HOSTNAME” on page 120 Global Deletes the switch’s name without
Configuration assigning a new name.

“‘PING” on page 121

User Exec and
Privileged Exec

Instructs the switch to ping another
network device.

“PING IPv6” on page 123

User Exec and
Privileged Exec

Instructs the switch to ping another
IPv6 network device.
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Table 8. Basic Switch Management Commands

Command

Mode

Description

‘REBOOT” on page 124

Privileged Exec

Resets the switch.

“‘RELOAD” on page 125

Privileged Exec

Resets the switch.

“SERVICE MAXMANAGER” on
page 126

Global
Configuration

Sets the maximum number of
permitted manager sessions.

“‘SHOW BANNER LOGIN” on
page 127

Privileged Exec

Displays the banner set with the
BANNER LOGIN command.

“‘SHOW BAUD-RATE” on page 128

Global
Configuration

Displays the settings of the Console
port.

“‘SHOW CLOCK” on page 129

User Exec and
Privileged Exec

Displays the date and time.

“*‘SHOW RUNNING-CONFIG” on
page 130

Privileged Exec

Displays all of the settings on the
switch, including those that have not
yet been saved in the active boot
configuration file.

“SHOW SWITCH” on page 131

Privileged Exec

Displays general information about
the switch.

“‘SHOW SYSTEM” on page 133

User Exec

Displays general information about
the switch.

“‘SHOW SYSTEM SERIALNUMBER”
on page 134

User Exec and
Privileged Exec

Displays the serial number of the
switch.

“‘SHOW USERS” on page 135

Privileged Exec

Displays the managers who are
currently logged on the switch.

“‘SHOW VERSION” on page 137

User Exec and
Privileged Exec

Displays the version number and build
date of the management software.

Configuration

“‘SNMP-SERVER CONTACT” on Global Adds contact information to the
page 138 Configuration switch.

“*‘SNMP-SERVER LOCATION” on Global Adds location information to the
page 139 Configuration switch.

“‘SYSTEM TERRITORY” on page 140 | Global Specifies the territory of the switch.
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BANNER EXEC

Syntax

banner exec

Parameters

None

Mode

Global Configuration mode

Description

Use this command to create a banner for the User Exec and Privilege
Exec modes. The message is displayed above the command line prompt
when you log on or clear the screen with the CLEAR SCREEN command,
in local, Telnet, and SSH management sessions.

After you enter the command, the “Type CTRL/D to finish” prompt is
displayed. Enter a banner message of up to 256 characters. Spaces and
special characters are allowed. When you are finished, press CTRL D.

To remove the banner, use the NO version of this command, NO BANNER
EXEC.

Note
Web browser management sessions do not display this banner.

Confirmation Command

“*‘SHOW RUNNING-CONFIG” on page 130

Examples

This example creates the banner “Production Switch 1P” for the User Exec
and Privileged Exec modes:

awplus> enable

awplus# configure terminal
awplus (config)# banner exec
Type CNTL/D to finish
Production Switch 1P

105



Chapter 8: Basic Switch Management Commands

106

This example deletes the banner:

awplus> enable
awplus# configure terminal
awplus(config)# no banner exec
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Syntax

banner login

Parameters

None

Mode

Global Configuration mode

Description

Use this command to configure the login banner. The message is
displayed prior to the login user name and password prompts for local,
Telnet, and SSH management sessions. If the switch also has a message-
of-the-day banner, this message is displayed after the login banner.

After you enter the command, the “Type CTRL/D to finish” prompt is
displayed on your screen. Enter a login message of up to 4,000
characters. Spaces and special characters are allowed. When you are
finished, press CTRL D.

To remove the login banner, use the NO version of this command, NO
BANNER LOGIN.

Note
Web browser management sessions do not display the login banner.

Confirmation Command

“SHOW BANNER LOGIN” on page 127

Examples
This example creates a login banner:

awplus> enable

awplus# configure terminal

awplus (config)# banner Togin

Type CTRL/D to finish

This switch is located in building B on the second floor,
wiring closet 2B.

awplus (config)#
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This example removes the login banner:
awplus> enable

awplus# configure terminal
awplus(config)# no banner login
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Syntax

banner motd

Parameters

None

Mode

Global Configuration mode

Description

Use this command to create a message-of-the-day banner. The message
is displayed prior to the login user name and password prompts for local,
Telnet, and SSH management sessions. If the switch also has a login
banner, this message is displayed before the message-of-the-day banner.

After you enter the command, the “Type CTRL/D to finish” prompt is
displayed. Enter a message-of-the-day banner of up to 256 characters.
Spaces and special characters are allowed. When you are finished, press
CTRL D.

To remove the message-of-the-day banner, use the NO version of this
command, NO BANNER MOTD.

Note
Web browser management sessions do not display the message-of-
the-day banner.

Confirmation Command

“*‘SHOW RUNNING-CONFIG” on page 130

Examples
This example create a message-of-the-day banner:

awplus> enable

awplus# configure terminal

awplus(config)# banner motd

Type CTRL/D to finish

This switch was updated to the latest software on May 23,
2010.
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This example removes the message-of-the-day banner:

awplus> enable
awplus# configure terminal
awplus(config)# no banner motd
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BAUD-RATE SET

Syntax
baud-rate set 1200|2400|4800|9600|19200|38400|57600|115200
Parameters

None

Mode
Global Configuration mode

Description

Use this command to set the baud rate of the Console port, which is used
for local management sessions of the switch.

Note

If you change the baud rate of the serial terminal port during a local
management session, your session will be interrupted. To resume
the session you must change the speed of your terminal or the
terminal emulator program to match the new speed of the serial
terminal port on the switch.

Confirmation Command

“‘SHOW BAUD-RATE” on page 128

Example
This example sets the baud rate of the Console port to 19200 bps:
awplus> enable

awplus# configure terminal
awplus(config)# baud-rate set 19200

1M1
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CLOCK SET
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Syntax

clock set hh:mm:ss dd mmm yyyy

Parameters

hh:mm:ss
Specifies the hour, minute, and second for the switch’s time in 24-
hour format.

dd
Specifies the day of the month.

mmm
Specifies the month. The month is specified by its first three letters.
For example, June is Jun. The first letter must be uppercase and
the second and third letters lowercase.

year
Specifies the year. The year must be specified in four digits (for
example, 2011 or 2012).

Mode

Privileged Exec mode

Confirmation Command

“‘SHOW CLOCK” on page 129

Description

Use this command to manually set the date and the time on the switch.
The command must include both the date and the time.

Note
When set manually the date and time are not retained by the switch
when it is reset or powered off.

Example
This example sets the time and date to 2:15 pm, April 7, 2011:

awplus> enabTe
awplus# clock set 14:15:0 7 Apr 2011
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ERASE STARTUP-CONFIG

Syntax

erase startup-config

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to delete the active boot configuration file to restore the
default settings to all the parameters on the switch. After entering this
command, enter the REBOOT command to reset the switch and restore
the default settings.

Caution

The switch will not forward network traffic while it initializes its
management software. Some network traffic may be lost.

To resume managing the switch after restoring the default settings, you
must establish a local management session from the Console port.
Remote management is not possible because the switch will not have a
management |P address.

Note
For instructions on how to create a new boot configuration file, refer
to Chapter 28, “Boot Configuration Files” on page 443.

Example

The following command deletes the active boot configuration file and
restores the default settings to all the parameters on the switch.

awplus> enable
awplus# erase startup-config

erase start-up config? (y/n):y
Deleting..

Successful Operation

awplus# reboot
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EXEC-TIMEOUT
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Syntax

exec-timeout value

Parameters

exec-timeout
Specifies the session timer in minutes. The range is 0 to 35,791
minutes. The default value is 10 minutes.

Mode

Line Console and Virtual Terminal Line modes

Description

Use this command to set the management session timers. The timers are
used by the switch to end inactive management sessions to protect
against unauthorized changes should you leave your management station
unattended during a management session. A management session is
deemed inactive by the switch if there is no management activity for the
duration of a timer.

Local management sessions, which are conducted through the Console
port on the switch, and remote Telnet and SSH sessions have different
timers. The timer for local management sessions is set in the Line Console
mode. The timers for remote Telnet and SSH sessions are set in the
Virtual Terminal Line mode. There is a different timer for each of the ten
VTY lines for remote Telnet and SSH sessions.

Confirmation Commands

“SHOW SWITCH” on page 131 and “SHOW RUNNING-CONFIG” on
page 130

Examples

This example sets the session timer for local management sessions to 15
minutes:

awplus> enable

awplus# configure terminal
awplus(config)# 1line console 0
awplus(config-1line)# exec-timeout 15
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This example sets the session timer for the first (vty 0) Telnet or SSH
session to 5 minutes:

awplus> enable

awplus# configure terminal
awplus(config)# line vty O
awplus(config-Tline)# exec-timeout 5
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HELP

Syntax

help

Parameters

None

Mode

All modes

Description

Use this command to learn how to use on-line help. Entering this
command at a command line displays how to use the on-line help system.
See Figure 34 for the description displayed on the screen.

4 N

when you need help at the command 1line, press “?”.

If nothing matches, the help 1list will be empty. Delete
characters until entering a ‘?’ shows the available options.

Enter ‘?’ after a complete parameter to show remaining valid
command parameters (e.g. ‘show ?’).

Enter ‘?’ after part of a parameter to show parameters that
\\\comp]ete the typed Tetters (e.g. ‘show 1ip?’). ,//

Figure 34. HELP Command

Example
This example displays the HELP command:

awplus# help
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Syntax

hostname name

Parameters

name
Specifies a name of up to 39 alphanumeric characters for the
switch. Spaces, punctuation, special characters, and quotation
marks are not permitted.

Mode

Global Configuration mode

Description

Use this command to assign the switch a name. The switch displays the
name in the command line prompt, in place of the default prefix “awplus.”

Example

This example assigns the name “Sw_Sales” to the switch:
awplus> enable

awplus# configure terminal

awplus(config)# hostname Sw_Sales
Sw_Sales(config)#
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LINE CONSOLE
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Syntax

Tine console 0

Parameters

None

Mode

Global Configuration mode

Description

Use this command to enter the Line Console mode to set the session
timer and to activate or deactivate remote authentication for local
management sessions.

Example

The following example enters the Line Console mode to set the session
timer and to activate or deactivate remote authentication for local
management sessions:

awplus> enable

awplus# configure terminal
awplus(config)# 1line console 0
awplus(config-Tine)#
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Syntax

line vty first_line_id [Tast_Tline_id]

Parameters

first_line_id
Specifies the number of a VTY line. The range is 0 to 9.

last_line_id

Specifies the number of a VTY line. The range is 0 to 9. This is an
optional parameter.

Mode

Global Configuration mode

Description

Use this command to enter the Virtual Terminal Line mode for a VTY line
or arange of VTY lines, to set the session timer or to activate or deactivate
remote authentication for Telnet or SSH management sessions.

Refer to “EXEC-TIMEOUT” on page 114 to set session timeout values and
“‘LOGIN AUTHENTICATION” on page 1387 to activate remote
authentication.

Examples
This example enters the Virtual Terminal Line mode for VTY line O:

awplus> enable

awplus# configure terminal
awplus(config)# line vty O
awplus(config-Tine)#

This example enters the Virtual Terminal Line mode for all VTY lines:
awplus> enable
awplus# configure terminal

awplus(config)# 1line vty 0 9
awplus(config-line)#
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NO HOSTNAME

Syntax

no hostname

Parameters

None

Mode

Global Configuration mode

Description

Use this command to delete the switch’s name without assigning a new
name.

Example

This example deletes the current name of the switch without assigning a
new value:

B1d2_shipping> enable
B1d2_shipping# configure terminal
B1d2_shipping(config)# no hostname
awplus#(config)
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Syntax

ping 7paddress/hostname

Parameters

ipaddress
Specifies the IP address of the network device to receive the ICMP
Echo Requests from the switch. You can specify only one IP
address.

hostname
Specifies the host name of the network device to receive the ICMP
Echo Requests from the switch. You can specify only one host
name.

Modes

Privileged Exec mode

Description

Use this command to instruct the switch to send ICMP Echo Requests to a
network device with an IPv4 address. You can use the command to
determine whether there is an active link between the switch and another
network device, such as a RADIUS server or a Telnet client, or to
troubleshoot communication problems. To ping an IPv6 address, see
‘PING IPv6” on page 123.

In order to specify the host name parameter, the switch needs a
connection to a name server. There are two ways to accomplish this. You
can define a Domain Name Server (DNS) in the Global Configuration
mode with the IP NAME-SERVER command. See “IP NAME-SERVER” on
page 354. Or, a the switch can obtain a name server automatically with
DHCP. See “IP ADDRESS DHCP” on page 276 for information about how
to set the switch to DHCP.

Note
To send ICMP Echo Requests the switch must be configured with a
management IP address. For background information, refer to
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Note

The switch sends the ICMP Echo Requests from the ports of the
VLAN assigned the management IP address. The device the switch
is pinging must be a member of that VLAN or must be accessible
through routers or other Layer 3 devices.

Example

This command instructs the switch to ping a network device with the IP
address 149.122.14.15:

awplus> enable
awplus# ping 149.122.14.15

The results of the ping are displayed on the screen.
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Syntax

ping ipv6 <ipvb-address> repeat <I1-99> size <36-18024>

Parameters

ipv6-address

Indicates the destination IPv6 address. The IPv6 address uses the
format:

nnnn:nnNN:nNNN:NNNN:NNNN:NNNN:NNNN:NNNN

Where N is a hexadecimal digit from 0 to F. The eight groups of
digits have to be separated by colons. Groups where all four digits
are ‘0’ can be omitted. Leading ‘0’s in groups can also be omitted.
For example, the following IPv6 addresses are equivalent:

12¢c4:421e:09a8:0000:0000:0000:00a4:1c50
12c4:421e:09a8::a4:1c50 X: X:: X:X

repeat <1-99>
Specifies the number of times the ping is sent. The default is 4
times.

size <36-18024>
Indicates the packet size, in bytes, that are sent to the destination
IPv6 address. The packet size excludes the 8 byte ICMP header.
The default is 56 bytes. The range is 36 to 18,024 bytes.

Mode

User Exec and Privileged Exec modes

Description

Use this command to instruct the switch to send ICMP Echo Requests to
an IPv6 host.

Example

The following example sends 37 data bytes in an ICMP Echo Request to
IPv6 address 2001:0db8::a2 for a total of 12 times:

awplus> enable
awplus# ping ipv6 2001:0db8::a2 repeat 12 size 37
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REBOOT
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Syntax

reboot

Parameters

None

Mode

Privileged Exec mode
Description

Use this command to reset the switch. You might reset the unit if it is
experiencing a problem or if you want to reconfigure its settings after you
designate a new active boot configuration file. This command is identical to
‘RELOAD” on page 125. The command displays a confirmation prompt.

& Caution

The switch does not forward network traffic while it initializes its

management software. Some network traffic may be lost. The reset
can take from 10 seconds to two minutes, depending on the number
and complexity of the commands in the active boot configuration file.

Note

The switch discards any configuration changes that have not been
saved in its active boot configuration file. To save your changes,
enter the WRITE command or the COPY RUNNING-CONFIG
STARTUP-CONFIG command before resetting the switch. For
instructions, refer to “WRITE” on page 71 or “COPY RUNNING-
CONFIG STARTUP-CONFIG” on page 61.

To resume managing the switch, wait for the switch to initialize the
management software and then start a new management session.

Example
The following command resets the switch:

awplus> enable
awplus# reboot

Are you sure you want to reboot the switch? (y/n): vy
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Syntax

reload

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to reset the switch. You might reset the unit if it is
experiencing a problem or if you want to reconfigure its settings after you
designate a new active boot configuration file. This command is identical
to “REBOOT” on page 124. The command displays a confirmation prompt.

& Caution

The switch does not forward network traffic while it initializes its
management software. Some network traffic may be lost. The reset
can take from 10 seconds to 2 minutes, depending on the number
and complexity of the commands in the active boot configuration file.

Note

The switch discards any configuration changes that have not been
saved in its active boot configuration file. To save your changes,
enter the WRITE command or the COPY RUNNING-CONFIG
STARTUP-CONFIG command before resetting the switch. For
instructions, refer to “WRITE” on page 71 or “COPY RUNNING-
CONFIG STARTUP-CONFIG” on page 61.

To resume managing the switch, wait for the switch to initialize the
management software and then start a new management session.

Example
The following example resets the switch:

awplus> enable
awplus# reload

reboot switch? (y/n): vy

125



Chapter 8: Basic Switch Management Commands

SERVICE MAXMANAGER

126

Syntax

service maxmanager value

Parameters

value
Specifies the maximum number of manager sessions the switch
will allow at one time. The range is 1 to 3. The default is 3.

Mode

Global Configuration mode

Description

Use this command to set the maximum number of manager sessions that
can be open on the switch simultaneously. This feature makes it possible
for more than one person to manage the unit at one time. The range is one
to three manager sessions, with the default, three manager sessions.

Confirmation Command

“SHOW RUNNING-CONFIG” on page 130

Example
This example sets the maximum number of manager sessions to two:
awplus> enable

awplus# configure terminal
awplus(config)# service maxmanager 2
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SHOW BANNER LOGIN

Syntax

show banner login

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to display the contents of the banner login file
configured with the BANNER LOGIN command. A sample of the display is
shown below.

This switch is located on the third floor of building 4 in
Tab 2B.

Figure 35. SHOW BANNER LOGIN Command

Example

This example displays the contents of the banner login file configured with
the BANNER LOGIN command:

awplus> enable
awplus# show banner login
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Syntax

show baud-rate

Parameters

None

Mode

User Exec mode and Privileged Exec mode

Description

Use this command to display the settings of the Console port, used for
local management sessions of the switch. Here is an example of the
information.

Asynchronous Port (Console) Information:

Baud RAte ....viviinnnnnnnnnn. 9600

Parity +vveiiiiieiii i iannnens User Configured
Data bits ......vviiiinnann 0

Stop bits ... i, 1

Figure 36. SHOW BAUD-RATE Command

To set the baud rate, refer to “BAUD-RATE SET” on page 111.

Note
The baud rate is the only adjustable parameter on the Console port.

Example
This example displays the settings of the console port:

awplus# show baud-rate
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SHOW CLOCK

Syntax

show clock

Parameters

None

Modes

User Exec mode

Description

Use this command to display the system’s current date and time.

Example
This example displays the system’s current date and time:

awplus# show clock
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Syntax

show running-config

Parameters

None

Modes

Privileged Exec mode

Description

Use this command to display the settings of the switch, in their equivalent
command line commands.

The command displays only the settings that have been changed from
their default values and includes those values that have not yet been
saved in the active boot configuration file. Parameters at their default
settings are not included in the running configuration file.

To display the port configuration settings, see “SHOW RUNNING-
CONFIG INTERFACE” on page 204.

Example
This example displays the switch settings:

awpTlus# show running-config
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Syntax

show switch

Parameters

None

Modes

Privileged Exec mode

Description

Use this command to view the information in Figure 37.

//,Switch Information:
Application Software Version
Application Software Build date
MAC Address
Console Disconnect Timer Interval

\
v1.0.0

May 2010 10:24:12
00:15:77:cc:e2:42
. 10 minute(s)

TeTlnet Server statuUS .....vevverenennn Enabled
MAC address aging time ............... 300 second(s)
....................... Unknown

KMuPcicast Mode

/

Figure 37. SHOW SWITCH Command
The fields are described in Table 9.

Table 9. SHOW SWITCH Command

Parameter Description

Application Software
Version

The version number of the management
software.

The date and time when Allied Telesis
released this version of the management
software.

Application Software Build
Date

MAC Address The MAC address of the switch.
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Table 9. SHOW SWITCH Command (Continued)

Parameter

Description

Active Spanning Tree
version

The active spanning tree protocol on the
switch. The protocol can be STP, RSTP,
or MSTP. The active spanning tree
protocol is set with “SPANNING-TREE
MODE STP” on page 598, “SPANNING-
TREE MODE RSTP” on page 634, and
“SPANNING-TREE MODE MSTP” on
page 676.

Console Disconnect Timer
Interval

The current setting of the console timer.
The switch uses the console timer to end
inactive management sessions. The
switch ends management sessions if they
are inactive for the length of the timer. To
set the timer, refer to “EXEC-TIMEQUT”
on page 114.

Telnet Server Status

The status of the Telnet server. The switch
can be remotely managed from a Telnet
client on your network when the server is
enabled. When the server is disabled, the
switch cannot be remotely managed with
a Telnet client. To configure the Telnet
client, refer to “SERVICE TELNET” on
page 1289 and “NO SERVICE TELNET”
on page 1288.

MAC Address Aging Time

The current setting of the aging timer,
which the switch uses to delete inactive
dynamic MAC addresses from the MAC
address table. To set this value, refer to
“MAC ADDRESS-TABLE AGEING-TIME”
on page 328.

Example

The following example displays the switch information:

awplus# show switch
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SHOW SYSTEM

Syntax
show system
Parameters

None

Modes
User Exec and Privileged Exec modes

Description

Use this command to view general information about the switch. Figure 38
is an example of the information.

/“switch System StatusFri, 18 Nov 2011 00:37:26 N
BoardBoard NameRevSerial Number

Environmental Status:Normal

Uptime:0 days 00:37:27

Bootloader version:5.1.2

Bootloader build date:June 01 2010 10:24:05

Software version:2.2.2.0
Build date:oct 23 2011 01:40:25

Current boot config:/cfg/switchla.cfg (file exists)
Territory:

System Name:

System Contact:

\\fystem Location: 4//

Figure 38. SHOW SYSTEM Command

Example
This example displays general information about the switch:

awplus# show system
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SHOW SYSTEM SERIALNUMBER

Syntax

show system serialnumber
Parameters

None

Mode

User Exec and Privileged Exec modes

Description

Use this command to display the serial number of the switch. Figure 39 is
an example of the output.

<805525A023600001 >

Figure 39. SHOW SYSTEM SERIALNUMBER Command

Example
This example displays the system’s serial number:

awplus# show system serialnumber
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Syntax

show users

Parameters

None

Modes

Privileged Exec mode

Description

Use this command to display the managers who are currently managing
the switch locally through the Console port and remotely from Telnet and
SSH sessions. This command does not display managers who are
configuring the device with a web browser application or an SNMP
application. Figure 40 displays an example of the information.

LineUserHost(s)IdleLocation
conOmanageridle00:00:00ttys0O
vtyOBrandonidl1e00:03:11149.112.167.29

Figure 40. SHOW USERS Command
The columns are described in Table 9.

Table 10. SHOW USERS Command

Parameter Description

Line The active management sessions. The
possible designators are “con0” for a local
management session and “vty” for remote
Telnet and SSH sessions.

User The login user name of the manager
account.
Host(s) This field is not applicable to the switch.
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Table 10. SHOW USERS Command (Continued)

Parameter

Description

Idle

The number of hours, minutes, and
seconds since the manager using the
account entered a command on the
switch. The value is always zero for your
account because you just entered the
SHOW USERS command.

Location

The network device from which the
manager is accessing the switch. A
device connected to the Console port is
identified by “ttys0”, while remote Telnet
and SSH devices are identified by their IP
addresses.

Priv

The privilege level of the manager
account. Manager accounts with the
privilege level 1 are restricted to the User
Exec mode, while accounts with the level
15 can access all of the command modes.

Example

This example displays the managers who are logged on to the switch:

awplus# show users
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SHOW VERSION

Syntax

show version

Parameters

None

Mode

User Exec and Privileged Exec modes

Description

Use this command to display the software version number and build date
of the management software. Figure 41 displays an example of the
information.

/“Alliedware Plus (TM) 2.1.3.0 09/15/11 14:37:22 N

Application Build name : ats-9000-2.1.3.0.1img
Application Build date : Sep 15 2011 14:37:22
Application Build type : RELEASE

\\\Foot1oader version : 5.0.4 4//

Figure 41. SHOW VERSION Command

Example
This example displays the management software version number:

awplus# show version
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Syntax

snmp-server contact contact

Parameters

contact
Specifies the name of the person responsible for managing the
switch. The name can be up to 255 alphanumeric characters in
length. Spaces and special characters are allowed.

Mode

Global Configuration mode

Description

Use this command to add contact information to the switch. The contact
information is usually the name of the person who is responsible for
managing the unit.

To remove the current contact information without adding a new contact,
use the NO form of this command.

Confirmation Command

“‘SHOW SYSTEM” on page 133

Example

This example assigns the contact “JSmith_ex5441” to the switch:
awplus> enable

awplus# configure terminal

awplus(config)# snmp-server contact JSmith_ex5441
This example removes the current contact information:

awplus> enable

awplus# configure terminal
awplus(config)# no snmp-server contact
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SNMP-SERVER LOCATION

Syntax

snmp-server Tlocation Jocation

Parameters

location
Specifies the location of the switch. The location can be up to 255
alphanumeric characters. Spaces and special characters are
allowed.

Mode

Global Configuration mode

Description
Use this command to add location information to the switch.

To remove the current location information without adding new
information, use the NO form of this command.

Confirmation Command

“‘SHOW SYSTEM” on page 133

Examples

This example adds the location “Bldg5_fl2_rm201a” to the switch:
awplus> enable

awplus# configure terminal

awplus(config)# snmp-server location Bldg5_f12_rm201a
This example removes the current location information:

awplus> enable

awplus# configure terminal
awplus(config)# no snmp-server Tlocation
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SYSTEM TERRITORY

Syntax

system territory territory

Parameters

territory
Specifies the territory of the switch. The switch can have only one
territory. You may choose from the following:

australia

china

europe

japan

korea

nz (New Zealand)

usa

Mode

Global Configuration mode

Description

Use this command to specify the territory of the switch. The territory
setting is not currently used by any of the features on the switch.

Confirmation Command

“‘SHOW SYSTEM” on page 133

Examples
This example sets the switch’s territory to Australia:
awplus> enable

awplus# configure terminal
awplus(config)# system territory australia
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This example removes the current territory information:

awplus> enable
awplus# configure terminal
awplus(config)# no system territory
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Chapter 9
Port Parameters

This chapter contains the following:

“Adding Descriptions” on page 144

“Setting the Speed and Duplex Mode” on page 145
“Setting the MDI/MDI-X Wiring Configuration” on page 147
“Enabling or Disabling Ports” on page 148

“Enabling or Disabling Backpressure” on page 149
“Enabling or Disabling Flow Control” on page 150
“‘Resetting Ports” on page 153

“Configuring Threshold Limits for Ingress Packets” on page 154
“Displaying Threshold Limit Settings on Ports” on page 156
“Reinitializing Auto-Negotiation” on page 157

“Restoring the Default Settings” on page 158

“Displaying Port Settings” on page 159

“Displaying or Clearing Port Statistics” on page 161

I I s

“Displaying SFP Information” on page 162
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The ports will be easier to identify if you give them descriptions. The
descriptions are viewed with the SHOW INTERFACE command in the
Privileged Exec mode.

The command for adding descriptions is the DESCRIPTION command in
the Port Interface mode. Here is the format:

description description

The DESCRIPTION parameter can be up to 80 alphanumeric characters.
Spaces and special characters are allowed.

You can assign a description to more than one port at a time.

To remove the current description from a port without assigning a new
description, use the NO form of this command.

This example assigns the name “printer22” to port 15:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.15
awplus(config-if)# description printer22

This example removes the current name from port 16 without assigning a
new description:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.16
awplus(config-if)# no description

For reference information, refer to “DESCRIPTION” on page 170.

Note

The POWER-INLINE DESCRIPTION command is used to describe
powered devices that are connected to the ports. For information
about this command, see “POWER-INLINE DESCRIPTION” on
page 239.
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Setting the Speed and Duplex Mode

The twisted pair ports on the switch can operate at 10, 100, or 1000 Mbps,
in either half-duplex or full-duplex mode. You may set the speeds and
duplex modes yourself or, since the ports support Auto-Negotiation, you
may let the switch configure the ports automatically. The default setting for
the ports is Auto-Negotiation for both speed and duplex mode.

To set the speed manually on a port or to reactivate Auto-Negotiation, use
the SPEED command in the Port Interface mode. The format of the
command is:

speed auto|10]|100|1000

The “10” setting is for 10Mbps, the “100” for 100Mbps and the “1000” for
1000Mbps. The “auto” activates Auto-Negotiation for port speed.

The DUPLEX command, for setting the duplex mode, has this format:
duplex auto|half|full

The “half” setting is for half-duplex mode and “full” for full-duplex mode.
The “auto” activates Auto-Negotiation for duplex mode.

You should review the following information before configuring the ports:

0 Auto-Negotiation may be activated separately for speed and
duplex mode on a port. For instance, you may activate Auto-
Negotiation for speed on a port, but set the duplex mode manually.

O The 1000 Mbps setting in the SPEED command is for fiber optic
modules. The twisted pair ports on the switch must be set to Auto-
Negotiation to operate at 1000 Mbps.

Note

To avoid a duplex mode mismatch between switch ports and
network devices, do not use duplex mode Auto-Negotiation on ports
that are connected to network devices on which the duplex modes
are set manually. Switch ports that are set to Auto-Negotiation
default to half duplex mode if they detect that the network devices
are not using Auto-Negotiation. This may result in duplex mode
mismatches in which the switch ports use half duplex mode, and the
network devices full duplex mode. To prevent this problem, always
manually set the duplex mode on ports that are connected to
network devices that are not using Auto-Negotiation.
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This example sets the speeds of ports 11 and 17 to 100Mbps:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.11,portl.0.17
awplus(config-if)# speed 100

This example configures port 1 to half-duplex:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.1
awplus(config-if)# duplex half

This example configures ports 2 to 4 to 10 Mbps, full-duplex:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.2-portl.0.4
awplus(config-if)# speed 10
awplus(config-if)# duplex full

This example sets the speed on port 15 to Auto-Negotiation and the
duplex mode to half duplex:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.15
awplus(config-if)# speed auto
awplus(config-if)# duplex half

This example sets the speed on port 23 to 100 Mbps and the duplex mode
to Auto-Negotiation:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.23
awplus(config-if)# speed 100
awplus(config-if)# duplex auto

For reference information, refer to “SPEED” on page 211 and “DUPLEX”
on page 172.
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Setting the MDI/MDI-X Wiring Configuration

The wiring configurations of twisted pair ports that operate at 10 or 100
Mbps are MDI (medium dependent interface) and MDI-X (medium
dependent interface crossover). A port on the switch and a port on a link
partner must have different settings. For instance, a switch port has to be
using the MDI wiring configuration if the port on its link partner is using the
MDIX wiring configuration.

The command for setting the wiring configuration is the POLARITY
command in the Port Interface mode. Here is the format of the command:

polarity auto|mdi|mdix

The AUTO setting activates auto-MDI/MDIX, which enables a port to
detect the wiring configuration of its link partner so that it can set its wiring
configuration to the opposite setting.

This example of the command configures ports 22 and 23 to the MDI
wiring configuration:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.22,portl.0.23
awplus(config-if)# polarity mdi

This example activates auto-MDI/MDIX on ports 7 to 9:
awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.7-portl.0.9
awplus(config-if)# polarity auto

For reference information, refer to “POLARITY” on page 186.
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Disabling ports turns off their receivers and transmitters so that they
cannot forward traffic. You might disable unused ports on the switch to
protect them from unauthorized use, or if there is a problem with a cable or
a network device.

To disable ports, use the SHUTDOWN command in the Port Interface
mode. To enable ports again, use the NO SHUTDOWN command.

This example disables ports 1 to 4:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.1-portl.0.4
awplus(config-if)# shutdown

This example enables ports 17 and 22:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.17,portl.0.22
awplus(config-if)# no shutdown

For reference information, refer to “SHUTDOWN” on page 209 and “NO
SHUTDOWN” on page 183.
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Enabling or Disabling Backpressure

Ports use backpressure during periods of packet congestion, to prevent
packet overruns. They use it to stop their link partners from sending any
further packets to enable them to process the packets already in their
buffers.

Backpressure applies to ports that are operating in half-duplex mode at 10
or 100 Mbps. A port that is experiencing packet congestion initiates
backpressure by transmitting a signal on the shared link. When the link
partner detects that its own transmission has become garbled on the link,
it ceases transmission, waits a random period of time, and, if the link is
clear, resumes transmitting.

You can enable or disable backpressure on ports where you disabled
Auto-Negotiation and set the speeds and duplex modes manually. If you
enable backpressure, the default setting, a port initiates backpressure
when it needs to prevent a buffer overrun from packet congestion. If you
disable backpressure, a port does not use backpressure. (Ports that are
set to Auto-Negotiation always use backpressure when operating in half-
duplex mode at 10 or 100 Mbps.)

Backpressure is set with the BACKPRESSURE command in the Port
Interface mode. In this example, ports 11 and 12 are manually set to 10
Mbps, half-duplex, with backpressure enabled:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.11,portl.0.12
awplus(config-if)# speed 10

awplus(config-if)# duplex half
awplus(config-if)# backpressure on

In this example, port 12 is manually set to 100 Mbps, half-duplex, with
backpressure disabled:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.12
awplus(config-if)# speed 100
awplus(config-if)# duplex half
awplus(config-if)# backpressure off

For reference information, refer to “BACKPRESSURE” on page 166.
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Enabling or Disabling Flow Control
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When a port that is operating in full-duplex mode needs to temporarily stop
its local or remote counterpart from sending any further packets, it initiates
flow control by sending what are known as pause packets. Pause packets
instruct the link partner to stop sending packets to allow the sender of the
packets time to process the packets already stored in its buffers.

There are two aspects to flow control on the ports on the switch. The first
is whether or not a port will issue pause packets during periods of buffer
congestion. The other is whether or not a port will stop sending packets
when it receives pause packets from another network device. You can
control both of these aspects of flow control on the ports on the switch.

Flow control is set with the FLOWCONTROL RECEIVE command and the
the FLOWCONTROL SEND command. The formats of the commands
are:

flowcontrol send on]|off
flowcontrol receive on|off

The FLOWCONTROL SEND command controls whether or not a port
sends pause packets during periods of packet congestion. If you set it to
ON, the port sends pause packets when it reaches the point of packet
congestion. If you set it to OFF, the port does not send pause packets. At
the default setting, the send portion of flow control is off.

The FLOWCONTROL RECEIVE command is used to control whether or
not a port stops transmitting packets when it receives pause packets from
its local or remote counterpart. If you set it to ON, a port stops transmitting
packets when it receives pause packets. If you set it to OFF, a port does
not stop transmitting packets when it receives pause packets. At the
default setting, the receive portion of flow control is off.

The commands are located in the Port Interface mode. This example
configures ports 12 and 13 to 100Mbps, full-duplex mode. The receive
portion of flow control is disabled so that the ports ignore any pause
packets that they receive from their link partners:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.12,portl.0.13
awplus(config-if)# speed 100

awplus(config-if)# duplex full
awplus(config-if)# flowcontrol receive off
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This example configures port 21 not to send pause packets during periods
of packet congestion:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.21
awplus(config-if)# speed 100
awplus(config-if)# duplex full
awplus(config-if)# flowcontrol send off

This example enables both the receive and send portions of flow control
on port 7:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.7
awplus(config-if)# flowcontrol receive on
awplus(config-if)# flowcontrol send on

For reference information, refer to “FLOWCONTROL” on page 176.

To disable flow control, use the NO FLOWCONTROL command in the
Port Interface mode. This example disables flow control on ports 22 and
23:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.22,portl.0.23
awplus(config-if)# no flowcontrol

To view the flow control settings on ports, use the SHOW
FLOWCONTROL INTERFACE command in the Privilege Exec mode.
Here is the format of the command:

show flowcontrol interface port

You can view just one port at a time. This example displays the flow
control settings for port 4:

awplus# show flowcontrol interface portl.0.4

Here is an example of the information the command displays.

Port Send Receive RxPause TxPause
admin admin
1.0.4 yes yes 112 83

Figure 42. SHOW FLOWCONTROL INTERFACE Command

The columns in the table are described in “SHOW FLOWCONTROL
INTERFACE” on page 191.
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If flow control is not configured on a port, this message is displayed:

Flow control 1is not set on interface portl.0.2
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If a port is experiencing a problem, you may be able to correct it with the
RESET command in the Port Interface mode. This command performs a
hardware reset. The port parameter settings are retained. The reset takes
just a second or two to complete.

This example resets ports 16 and 17:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.16,portl.0.17
awplus(config-if)# reset

For reference information, refer to “RESET” on page 190.
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Configuring Threshold Limits for Ingress Packets

You can set threshold limits for the ingress packets on the ports. The
threshold limits control the number of packets the ports accept each
second. Packets that exceed the limits are discarded by the ports. You
can set different limits for broadcast, multicast, and unknown unicast
traffic. This feature is useful in preventing bottlenecks from forming in a
network.

To assign a threshold limit on a port, use the STORM-CONTROL
command in the Port Interface mode. The format is:

storm-control broadcast|multicast|d]lf Tevel value

The BROADCAST, MULTICAST and DLF parameters specify the packet
type of the threshold limit. (The DLF parameter, the acronym for “database
lookup failure,” is for unknown unicast packets.) The VALUE parameter
specifies the maximum permitted number of ingress packets per second a
port will accept. The range is 0 to 33,554,431 packets.

This example sets a threshold of 5,000 packets per second for ingress
broadcast packets on port 12:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.12
awplus(config-if)# storm-control broadcast level 5000

This example sets a threshold of 100,000 packets per second for ingress
multicast packets on port 4:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.4

awplus(config-if)# storm-control multicast level 100000

This example sets a threshold of 200,000 packets per second for ingress
unknown unicast packets on ports 15 and 17:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.15,portl.0.17
awplus(config-if)# storm-control d1f level 200000
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To remove threshold limits from the ports, use the NO STORM-CONTROL
command, also in the Port Interface mode. This example removes the
threshold limit for broadcast packets on port 12:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.12
awplus(config-if)# no storm-control broadcast

This example disables unknown unicast rate limiting on port 5, 6, and 15:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5,portl.0.6,portl.0.15
awplus(config-if)# no storm-control di1f

This example removes the threshold limit for multicast packets on port 23:
awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.23

awplus(config-if)# no storm-control multicast

For reference information, refer to “STORM-CONTROL” on page 213 and
“‘NO STORM-CONTROL” on page 185.
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Displaying Threshold Limit Settings on Ports
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To display the threshold settings for the ingress packets on the ports, use
the SHOW STORM-CONTROL command in the Privileged Exec mode.
Here is the format:

show storm-control [port]

This example of the command displays the broadcast, multicast and dif
levels on ports 18:

awplus# show storm-control portl.0.18

Here is an example of the information the command displays.

Port Bcastlevel Mcastlevel Diflevel
portl.0.18 30 100 100

Figure 43. SHOW STORM-CONTROL Command
The columns are described in Table 15 on page 199.

If the parameter port is not specified, the command displays the threshold
settings on all the ports on the switch.

If you want to display information on multiple ports at a time, enter:
awplus# show storm-control portl.0.18,portl.0.20,portl.0.21

Here is an example of the information the command displays.

Port Bcastlevel McastTevel Diflevel
portl.0.18 30 100 100
Portl.0.20 100 50 100
portl.0.21 100 100 100

Figure 44. SHOW STORM-CONTROL Command
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Reinitializing Auto-Negotiation

If you believe that a port set to Auto-Negotiation is not using the highest
possible common speed and duplex-mode between itself and a network
device, you can instruction it to repeat Auto-Negotiation. This is
accomplished with the RENEGOTIATE command in the Port Interface
mode. The command does not have any parameters. A port must already
be set to Auto-Negotiation before you can use this command.

This example prompts ports 4 and 8 to use Auto-Negotiation to renegotiate
their settings with the ports on their network counterparts:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.4,portl.0.8
awplus(config-if)# renegotiate

For reference information, refer to “RENEGOTIATE” on page 189.
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Restoring the Default Settings

To restore the default settings on a port, use the PURGE command in the
Port Interface mode. This example returns ports 12, 13 and 15 to their
default settings:

awplus> enable
awplus# configure terminal

awplus(config)# interface portl.0.12,portl.0.13,portl.0.15
awplus(config-if)# purge

For reference information, refer to “PURGE” on page 188.
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Displaying Port Settings

There are several ways to display port settings. See the following:

0 “Displaying Speed and Duplex Settings” on page 159
0 “Displaying Port Status” on page 159
0 “Displaying Port Configuration” on page 160

Displaying Speed  To display the speed and duplex mode settings of the ports, use the
and Duplex SHOW INTERFACE STATUS command in the Privileged Exec mode.
. Here is the format:
Settings
show interface [port] status
This example of the command displays the speed and duplex mode
settings for ports 18 and 20:
awplus# show interface portl.0.18,portl.0.20 status
Here is an example of the information the command displays.
Port Name Status Vlan Duplex Speed Type
portl.0.18 Port_01 down 3 half 100 10/100/1000Base-T
portl.0.20 Port_02 up 11 auto auto 10/100/1000Base-T
Figure 45. SHOW INTERFACE STATUS Command
The columns are described in Table 15 on page 199. For a description of
the command, see “SHOW INTERFACE STATUS” on page 199.
Displaying Port To display the current status of the ports on the switch, use the SHOW
Status INTERFACE command in the Privileged Exec mode. Here is the format:

show interface [port]
This example displays the settings for ports 1 and 2:
awplus# show interface portl.0.1,portl.0.2

See Figure 46 on page 160 for an example of the display.
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/fﬁterface portl.0.1 ‘\\

Link is UP, administrative state is UP
Address 1is 0015.77cc.e243
index 1 mtu 9198
SNMP Tink-status traps: Enabled (Suppressed in 0 sec.)
Bandwidth 1g
input packets 0, bytes 0, dropped 0, multicast packets 0
output packets 0, bytes 0, multicast packets 0 broadcast packets 0
Interface portl.0.2
Link is UP, administrative state is UP
Address 1is 0015.77cc.e244
index 2 mtu 9198
SNMP Tink-status traps: Enabled (Suppressed in 0 sec.)
Bandwidth 1g
input packets 0, bytes 0, dropped 0, multicast packets 0
\\\ output packets 0, bytes 0, multicast packets 0 broadcast packets 0 4//

Figure 46. SHOW INTERFACE Command

The fields are described in Table 13 on page 194. For a description of the
command, see “SHOW INTERFACE” on page 193.

Displaying Port To display the current port configuration settings, use the SHOW
Configuration RUNNING-CONFIG INTERFACE command in the Privileged Exec mode.
Here is the format:

show running-config interface 7nterface-7ist
This example displays the settings for ports 1 and 2:
awplus# show running-config interface portl.0.7

See Figure 47 for an example of the display.

Interface portl.0.7
switchport
switchport mode access
switchport access vlan 2

Figure 47. SHOW RUNNING-CONFIG INTERFACE Command

For a description of the command, see “SHOW RUNNING-CONFIG
INTERFACE” on page 204.
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Displaying or Clearing Port Statistics

To view packet statistics for the individual ports, use the SHOW
PLATFORM TABLE PORT COUNTERS command in the Privileged Exec
mode. Here is the format of the command:

show platform table port [port] counters
This example displays the statistics for ports 23 and 24

awplus# show platform table port portl.0.23,portl.0.24
counter

The statistics are described in Table 16 on page 201.

To clear the port counters, use the CLEAR PORT COUNTER command,
which has this format:

clear port counter port
This example clears the counters for ports 1 and 4:

awplus# clear port counter portl.0.1,portl.0.4
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Displaying SFP Information
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To view information on a plugged SFP on the switch, use the SHOW
SYSTEM PLUGGABLE command in the Privileged Exec mode. Here is
the format of the command:

show system pluggable

For more information about this command, see “SHOW SYSTEM
PLUGGABLE” on page 207.

To view more detail information on a plugged SFP, use the following
command:

awplus# show system pluggable detail

The fields are described in Table 16 on page 201.
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Port Parameter Commands

The port parameter commands are summarized in Table 11.

Table 11. Port Parameter Commands

Command

Mode

Description

“‘BACKPRESSURE” on page 166

Port Interface

Enables or disables backpressure on
ports that are operating in half-duplex
mode.

“BPLIMIT” on page 168

Port Interface

Specifies threshold levels for
backpressure on ports.

“CLEAR PORT COUNTER” on
page 169

User Exec and
Privileged Exec

Clears the packet counters.

“‘DESCRIPTION” on page 170

Port Interface

Adds port descriptions.

“‘DUPLEX” on page 172

Port Interface

Configures the duplex modes.

‘EGRESS-RATE-LIMIT” on page 174

Port Interface

Sets a limit on the amount of traffic
that can be transmitted per second
from the port.

“‘FCTRLLIMIT” on page 175

Port Interface

Specifies threshold levels for flow
control.

“‘FLOWCONTROL” on page 176

Port Interface

Enables or disables flow control on
ports that are operating in full-duplex
mode.

“‘HOLBPLIMIT” on page 179

Port Interface

Specifies a threshold for head of line
blocking events.

“NO EGRESS-RATE-LIMIT” on
page 181

Port Interface

Disables egress rate limiting on the
ports.

“NO FLOWCONTROL” on page 182

Port Interface

Disables flow control on ports.

“‘NO SHUTDOWN” on page 183

Port Interface

Activates disabled ports so that they
resume forwarding network traffic
again.

“NO SNMP TRAP LINK-STATUS” on
page 184

Port Interface

Deactivates link traps.
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Table 11. Port Parameter Commands (Continued)

Command

Mode

Description

“‘NO STORM-CONTROL” on
page 185

Port Interface

Removes threshold limits for
broadcast, multicast, or unknown
unicast packets.

“‘POLARITY” on page 186

Port Interface

Sets the MDI/MDI-X settings on
twisted pair ports.

“PURGE” on page 188

Port Interface

Restores the default settings.

‘RENEGOTIATE” on page 189

Port Interface

Prompts ports that are using Auto-
Negotiation to renegotiate their
settings with the network devices.

“‘RESET” on page 190

Port Interface

Performs software resets on the ports.

“‘SHOW FLOWCONTROL
INTERFACE” on page 191

Privileged Exec

Displays the current settings for flow
control on the ports.

“SHOW INTERFACE” on page 193

Privileged Exec

Displays port settings.

“‘SHOW INTERFACE BRIEF” on
page 197

Privileged Exec

Displays administrative and link
statuses.

“SHOW INTERFACE STATUS” on
page 199

Privileged Exec

Displays the speed and duplex mode
settings of the ports.

“SHOW PLATFORM TABLE PORT
COUNTERS” on page 201

Privileged Exec

Displays packet statistics for the
individual ports.

“‘SHOW RUNNING-CONFIG
INTERFACE” on page 204

Privileged Exec

Displays the settings of the specified
ports.

“SHOW STORM-CONTROL” on
page 205

Privileged Exec

Displays threshold settings for
broadcast, multicast, and unknown
unicast packets.

“‘SHOW SYSTEM PLUGGABLE” on
page 207

Privileged Exec

Displays information about the SFP
modules in the switch.

“SHOW SYSTEM PLUGGABLE
DETAIL” on page 208

Privileged Exec

Displays information about the SFP
modaules in the switch.

“‘SHUTDOWN?” on page 209

Port Interface

Disables ports to stop them from
forwarding network traffic.

“SNMP TRAP LINK-STATUS” on
page 210

Port Interface

Activates link traps.

“SPEED” on page 211

Port Interface

Manually sets port speed or activates
Auto-Negotiation.
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Table 11. Port Parameter Commands (Continued)

Command Mode Description

“STORM-CONTROL” on page 213 Port Interface Sets a maximum limit of the number of
broadcast, multicast, or unknown
unicast packets forwarded by a port.
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BACKPRESSURE
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Syntax

backpressure on|off

Parameters

on
Activates backpressure on the ports.

off
Deactivates backpressure on the ports.

Mode

Port Interface mode

Description

Use this command to enable or disable backpressure on ports that are
operating at 10 or 100 Mbps in half-duplex mode. Backpressure is used by
ports during periods of packet congestion to temporarily stop their network
counterparts from transmitting more packets. This prevents a buffer
overrun and the subsequent loss and retransmission of network packets.
A port initiates backpressure by transmitting on the shared link to cause a
data collision, which causes its link partner to cease transmission.

To set backpressure on a port, you must configure the speed and duplex
mode manually. You cannot set backpressure on a port that is using Auto-
Negotiation.

Confirmation Command

“‘SHOW RUNNING-CONFIG” on page 130

Examples

This example configures port 15 to 10 Mbps, half-duplex mode, and
activates backpressure:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.15
awplus(config-if)# speed 10
awplus(config-if)# duplex half
awplus(config-if)# backpressure on
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This example configures ports 8 and 21 to 100 Mbps, half-duplex mode,
with backpressure disabled:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.8,portl.0.21
awplus(config-if)# speed 100
awplus(config-if)# duplex half
awplus(config-if)# backpressure off
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BPLIMIT

168

Syntax
bplimit bplimit
Parameters
bplimit
Specifies the number of cells for backpressure. A cell represents

128 bytes. The range is 1 to 7935 cells. The default value is 7935
cells.

Mode

Port Interface mode

Description

Use this command to specify a threshold level for backpressure on a port.

Confirmation Command

“*‘SHOW RUNNING-CONFIG” on page 130

Example

This example sets the threshold for backpressure on ports 15 and 20 to
7000 cells:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.15,portl.0.20
awplus(config-if)# bplimit 7000
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CLEAR PORT COUNTER

Syntax

clear port counter port

Parameters
port

Specifies the port whose packet counters you want to clear. You
can specify more than one port at a time in the command.

Mode

User Exec mode and Privileged Exec mode

Description
Use this command to clear the packet counters of the ports. To display the

counters, refer to “SHOW PLATFORM TABLE PORT COUNTERS” on
page 201.

Example

This example clears the packet counters for ports 4 to 7:

awplus# clear port counter portl.0.4-portl.0.7
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DESCRIPTION
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Syntax

description description

Parameters

description
Specifies a description of 1 to 240 alphanumeric characters for a
port. Spaces and special characters are allowed.

Mode

Port Interface mode

Description

Use this command to add descriptions to the ports on the switch. The
ports will be easier to identify if they have descriptions.

Use the NO form of this command to remove descriptions from ports
without assigning new descriptions.

Note
The POWER-INLINE DESCRIPTION command is used to describe

powered devices that are connected to the ports. For information
about this command, see “POWER-INLINE DESCRIPTION” on
page 239.

Confirmation Command

“SHOW INTERFACE” on page 193

Examples

This example assigns the description “printer22” to port 15:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.15
awplus(config-if)# description printer22
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This example removes the current name from port 11 without assigning a
new name:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.11
awplus(config-if)# no description
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DUPLEX
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Syntax

duplex auto|half|full

Parameters

auto
Activates Auto-Negotiation for the duplex mode, so that the duplex
mode is set automatically.

half

Specifies half-duplex mode.
full

Specifies full-duplex mode.
Mode

Port Interface mode

Description

Use this command to set the duplex modes of the twisted pair ports. Ports
operating in half-duplex mode can either receive packets or transmit
packets, but not both at the same time, while ports operating in full-duplex
can both send and receive packets, simultaneously.

Note
To avoid a duplex mode mismatch between switch ports and

network devices, do not select Auto-Negotiation on ports that are
connected to network devices on which the duplex modes are set
manually. Switch ports that are set to Auto-Negotiation default to
half duplex mode if they detect that the network devices are not
using Auto-Negotiation. This may result in duplex mode mismatches
in which the switch ports use half duplex mode and the network
devices full duplex mode. To prevent this problem, always manually
set the duplex mode on ports that are connected to network devices
that are not using Auto-Negotiation.

Confirmation Command

“‘SHOW INTERFACE STATUS” on page 199
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Examples
This example sets the duplex mode on port 11 half-duplex:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.11
awplus(config-if)# duplex half

This example configures the duplex mode with Auto-Negotiation on port
15:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.15
awplus(config-if)# duplex auto
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EGRESS-RATE-LIMIT

Syntax

egress-rate-limit value

Parameters

value
Specifies the maximum amount of traffic that can be transmitted
from the port. The value is kilobits per second. The range is 64 to
1,000,000 kilobits per second.

Mode

Port Interface mode

Description

Use this command to set a limit on the amount of traffic that can be
transmitted per second from the port.

Confirmation Command

“‘SHOW RUNNING-CONFIG” on page 130

Example

This example sets the egress rate limit to 1,000,000 kilobits per second on
ports 15, 16 and 21:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.15,portl.0.16,portl.0.21
awplus(config-if)# egress-rate-Timit 1000000
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Syntax

fctrllimit fctrllimit

Parameters

fetrllimit
Specifies the number of cells for flow control. A cell represents 128
bytes. The range is 1 to 7935 cells. The default value is 7935 cells.

Mode

Port Interface mode

Description

Use this command to specify threshold levels for flow control on the ports.

Confirmation Command

“*‘SHOW RUNNING-CONFIG” on page 130

Example

This example sets the threshold level for flow control on port 14 to 5000
cells:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.14
awplus(config-if)# fctr1Tlimit 5000
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FLOWCONTROL
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Syntax

flowcontrol send|receive|both on|off

Parameter

send
Controls whether a port sends pause packets during periods of
packet congestion, to initiate flow control.

receive
Controls whether a port, when it receives pause packets from its
network counterpart, stops sending packets.

on
Activates flow control.
off
Deactivates flow control.
Mode

Port Interface mode

Description

Use this command to enable or disable flow control on ports that are
operating in full-duplex mode. Ports use flow control when they are
experiencing traffic congestion and need to temporary stop their link
partners from transmitting any more traffic. This allows them time to
process the packets already in their buffers.

A port that is experiencing traffic congestion initiates flow control by
sending pause packets. These packets instruct the link partner to stop
transmitting packets. A port continues to issue pause packets so long as
the traffic congestion persists. Once the condition has cleared, a port
stops sending pause packets to allow its link partner to resume the
transmission of packets.

The ports on the switch can both send pause packets during periods of
traffic congestion and stop transmitting packets when they receive pause
packets from their link partners. You can control both aspects of flow
control separately on the ports.

The RECEIVE parameter in the command controls the behavior of a port
when it receives pause packets from a network device. If receive is on, a
port stops sending packets in response to pause packets from its link
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partner. If it is off, a port does not respond to pause packets and continues
to transmit packets. At the default setting, the receive portion of flow
control is off.

The SEND parameter determines whether a port sends pause packets
when it experiences traffic congestion. If send is on, a port sends pause
packets to signal its link partner of the condition and to stop the
transmission of more packets. If send is off, a port does not send pause
packets during periods of traffic congestion. At the default setting, the
send portion of flow control is off.

To configure flow control on a port, you must disable Auto-Negotiation and
set the speed and duplex mode manually. A port set to Auto-Negotiation
always uses flow control when operating in full-duplex mode.

Confirmation Command

“SHOW FLOWCONTROL INTERFACE” on page 191

Examples

This example configures port 19 to 100 Mbps, full-duplex mode, with both
the send and receive parts of flow control enabled:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.19
awplus(config-if)# speed 100
awplus(config-if)# duplex full
awplus(config-if)# flowcontrol send on
awplus(config-if)# flowcontrol receive on

This example configures ports 18 to 21 and 24 to 10 Mbps, full-duplex
mode, with both the send and receive portions of flow control disabled.
The ports will neither respond to pause packets from their link partners by
ceasing transmission nor will they issue pause packets during periods of
traffic congestion:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.18-portl.0.21,portl.0.24
awplus(config-if)# speed 10

awplus(config-if)# duplex full

awplus(config-if)# flowcontrol receive off
awplus(config-if)# flowcontrol send off
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This example configures port 1 and 2 to 10 Mbps, full-duplex mode. The
send portion of flow control is disabled so that the ports do not send pause
packets during periods of traffic congestion. But the receive portion is
enabled so that the ports respond to pause packets from their network
counterparts by temporarily ceasing transmission:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.1,portl.0.2
awplus(config-if)# speed 10
awplus(config-if)# duplex full
awplus(config-if)# flowcontrol send off
awplus(config-if)# flowcontrol receive on
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Syntax

holbplimit Aolbplimit
Parameter

holbplimit
Specifies the threshold at which a port signals a head of line
blocking event. The threshold is specified in cells. A cell is 128
bytes. The range is 1 to 8,191 cells; the default is 7,168 cells.

Mode

Port Interface mode

Description

Use this command to specify a threshold for head of line blocking events
on the ports. Head of line (HOL) blocking is a problem that occurs when a
port on the switch becomes oversubscribed because it is receiving more
packets from other switch ports than it can transmit in a timely manner.

An oversubscribed port can prevent other ports from forwarding packets to
each other because ingress packets on a port are buffered in a First In,
First Out (FIFO) manner. If a port has, at the head of its ingress queue, a
packet destined for an oversubscribed port, it will not be able to forward
any of its other packets to the egress queues of the other ports.

A simplified version of the problem is illustrated in Figure 48 on page 180.
It shows four ports on the switch. Port D is receiving packets from two
ports— 50% of the egress traffic from port A and 100% of the egress traffic
from port B. Not only is port A unable to forward packets to port D because
port D’s ingress queues are filled with packets from port B, but port A is
also unable to forward traffic to port C because its egress queue has
frames destined to port D that it is unable to forward.
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Port A Port C
50%
—> [cfcfc[cfojpjp|p| ——— > [ [ [ [[ [ [ [ [—
Egress Queue Ingress Queue
50%
Port B Port D
0
—> (p|p|Dp|D|D|D|D|D]| » [D|D|D|D|[D|D[D|D| — >
Egress Queue Ingress Queue

Figure 48. Head of Line Blocking

The HOL Limit parameter can help prevent this problem from occurring. It
sets a threshold on the utilization of a port’s egress queue. When the
threshold for a port is exceeded, the switch signals other ports to discard
packets to the oversubscribed port.

For example, referring to the figure above, when the utilization of the
storage capacity of port D exceeds the threshold, the switch signals the
other ports to discard packets destined for port D. Port A drops the D
packets, enabling it to once again forward packets to port C.

The number you enter for this value represents cells. A cell is 128 bytes.
The range is 1 to 8,191 cells; the default is 7,168 cells.

Confirmation Command

“*‘SHOW RUNNING-CONFIG” on page 130

Example

This example sets the head of line blocking threshold on port 9 to 5,000
cells:

awplus> enabTe

awplus# configure terminal
awplus(config)# interface portl.0.9
awplus(config-if)# holbpTlimit 5000
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NO EGRESS-RATE-LIMIT

Syntax
no egress-rate-limit
Parameters

None

Mode

Port Interface mode

Description

Use this command to disable egress rate limiting on the ports.

Confirmation Command

“SHOW RUNNING-CONFIG” on page 130

Example

This example disable egress rate limiting on the ports 4 and 5:
awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.4,portl.0.5
awplus(config-if)# no egress-rate-limit
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NO FLOWCONTROL
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Syntax

no flowcontrol

Parameter

None

Mode

Port Interface mode

Description

Use this command to disable flow control on ports.

Confirmation Command

“‘SHOW FLOWCONTROL INTERFACE” on page 191

Example
This example disables flow control on port 16:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.16
awplus(config-if)# no flowcontrol
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NO SHUTDOWN

Syntax

no shutdown

Parameters

None

Mode

Port Interface mode

Description

Use this command to enable ports so that they forward packets again.
This is the default setting for a port.

Confirmation Command

“‘SHOW RUNNING-CONFIG” on page 130

Example

This example enables port 22:
awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.22
awplus(config-if)# no shutdown
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NO SNMP TRAP LINK-STATUS
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Syntax

no snmp trap link-status

Parameter

None

Mode

Port Interface mode

Description

Use this command to deactivate SNMP link traps on the ports of the
switch. The switch does not send traps when a port on which link trap is
disabled experiences a change in its link state (i.e., goes up or down).

Confirmation Command

“‘SHOW INTERFACE” on page 193

Example
This example deactivates link traps on ports 18 and 23:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.18,portl.0.23
awplus(config-if)# no snmp trap link-status
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NO STORM-CONTROL

Syntax

no storm-control broadcast|multicast|dlf

Parameters

broadcast
Specifies broadcast packets.

multicast
Specifies multicast packets.

dif
Specifies unknown unicast packets.

Description

Use this command to remove packet threshold levels that were set on the
ports with “STORM-CONTROL” on page 213.

Confirmation Command

“SHOW RUNNING-CONFIG” on page 130

Examples
This example removes the threshold limit for broadcast packets on port 12:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.12
awplus(config-if)# no storm-control broadcast

This example removes the threshold limit for unknown unicast rate on port
5:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.5
awplus(config-if)# no storm-control dl1f

This example removes the threshold limit for multicast packets on port 23:
awplus> enable
awplus# configure terminal

awplus(config)# interface portl.0.23
awplus(config-if)# no storm-control multicast
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POLARITY
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Syntax
polarity auto|mdi|mdix
Parameters

auto
Activates auto-MDI/MDIX.

mdi

Sets a port’s wiring configuration to MDI.
mdix

Sets a port’s wiring configuration to MDI-X.
Mode

Port Interface mode

Description

Use this command to set the wiring configuration of twisted pair ports that
are operating at 10 or 100 Mbps, in half- or full-duplex mode.

A twisted pair port that is operating at 10 or 100 Mbps can have one of two
wiring configurations, known as MDI (medium dependent interface) and
MDI-X (medium dependent interface crossover). To forward traffic, a port
on the switch and a port on a network device must have different settings.
For instance, the wiring configuration of a switch port has to be MDI if the
wiring configuration on a port on a network device is MDIX.

Confirmation Command

“*‘SHOW RUNNING-CONFIG” on page 130

Examples
This example sets port 28 to the MDI wiring configuration:

awplus> enabTe

awplus# configure terminal
awplus(config)# interface portl.0.28
awplus(config-if)# polarity mdi
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This example sets ports 4 and 18 to the MDI-X wiring configuration:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.4,portl.0.18
awplus(config-if)# polarity mdix

This example activates auto-MDI/MDIX on ports 1 to 3:
awplus> enable
awplus# configure terminal

awplus(config)# interface portl.0.1-portl.0.3
awplus(config-if)# polarity auto
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PURGE
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Syntax

purge
Parameters

None

Mode

Port Interface mode

Description
Use this command to restore the default settings to these port parameters:

Enabled status (NO SHUTDOWN)
Description

Speed

Duplex mode

MDI/MDI-X

Flow control

Backpressure

Head of line blocking threshold

o aoaoaoaoaaoaaaa

Backpressure cells

Example
This example restores the default settings to ports 5, 6 and 12:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5,portl.0.6,portl.0.12
awplus(config-if)# purge
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Syntax

renegotiate

Parameters

None

Mode

Port Interface mode

Description

Use this command to prompt a port that is set to Auto-Negotiation to
renegotiate its speed and duplex mode with its network device. You might
use this command if you believe that a port and a network device did not
establish the highest possible common settings during the Auto-
Negotiation process.

Example

This example prompts port 18 to renegotiate its settings with its network
counterpart:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.18
awplus(config-if)# renegotiate
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RESET

Syntax

reset

Parameters

None

Mode

Port Interface mode

Description

Use this command to perform a hardware reset on the ports. The ports
retain their parameter settings. The reset takes only a second or two to
complete. You might reset a port if it is experiencing a problem.

Example

This example resets port 14:
awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.14
awplus(config-if)# reset
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SHOW FLOWCONTROL INTERFACE

Syntax

show flowcontrol interface port

Parameter
port

Specifies the port whose flow control setting you want to view. You
can specify just one port at a time.

Modes
Privileged Exec mode

Description

Use this command to display the current settings for flow control on the
ports. An example of the information is shown in Figure 49.

PortSendReceive RxPause TxPause
adminadmin

Figure 49. SHOW FLOWCONTROL INTERFACE Command

The fields are described in Table 12.

Table 12. SHOW FLOWCONTROL INTERFACE Command

Parameter Description

Port Port number.

Send admin Whether or not flow control is active on
the transmit side of the port. If yes, the
port transmits pause packets during
periods of packet congestion. If no, the
port does not transmit pause packets.

Receive admin Whether or not flow control is active on
the receive side of the port. If yes, the port
stops transmitting packets when it
receives pause packets from the other
network device. If no, the port does not
stop transmitting packets.
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Table 12. SHOW FLOWCONTROL INTERFACE Command (Continued)

Parameter Description
RxPause The number of received pause packets.
TxPause The number of transmitted pause packets.

Example
This command displays the flow control settings for port 2:

awplus# show flowcontrol interface portl.0.2
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SHOW INTERFACE

Syntax

show interface [port]

Parameter
port
Specifies the port whose current status you want to view. You can

display more than one port at a time. To display all the ports, do not
include this parameter.

Modes

Privileged Exec mode

Description

Use this command to display the current operating status of the ports. An
example of the information is shown in Figure 50 on page 194.
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//interface portl.0.1

Link is UP, administrative state is UP
Address 1is 0015.77cc.e243

Description:
index 1 mtu 9198

Unknown Ingress Multicast Blocking: Disabled

Unknown Egress Multicast Blocking: Disabled

SNMP Tlink-status traps: Enabled (Suppressed in 0 sec.)
Bandwidth 1g

input packets 0, bytes 0, dropped 0, multicast packets 0

output packets 0, bytes 0, multicast packets 0 broadcast packets 0
Interface portl.0.2

Link is UP, administrative state is UP
Address 1is 0015.77cc.e244

Description:
index 1 mtu 9198

Unknown Ingress Multicast Blocking: Disabled

Unknown Egress Multicast Blocking: Disabled

SNMP Tlink-status traps: Enabled (Suppressed in 0 sec.)
Bandwidth 1g

input packets 0, bytes 0, dropped 0, multicast packets 0

output packets 0, bytes 0, multicast packets 0 broadcast packets 0

Figure 50. SHOW INTERFACE Command

The fields are described in Table 13.

Table 13. SHOW INTERFACE Command

Parameter Description

Interface Port number.
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Table 13. SHOW INTERFACE Command (Continued)

Parameter

Description

Link is

The status of the link on the port. This
field is UP when the port has a link with a
network device, and DOWN when the port
does not have a link.

Administrative state

The administrative state of the port. The
administrative state will be DOWN if the
port was disabled with the SHUTDOWN
command. Otherwise, the administrative
state of the port will be UP. To disable and
enable ports, refer to “SHUTDOWN” on
page 209 and “NO SHUTDOWN” on
page 183, respectively.

Address is The MAC address of the port.

Description The port’s description. To set the
description, refer to “DESCRIPTION” on
page 170.

Index mtu The maximum packet size of the ports.

The ports have a maximum packet size of
9198 bytes. This is not adjustable.

Unknown Ingress/Egress
Multicast Blocking

The status of multicast blocking on the
port. To set multicast blocking, refer to
Chapter 25, “Multicast Commands” on
page 419.

SNMP link-status traps

The status of SNMP link traps on the port.
The switch sends link traps if the status is
Enabled and does not send link traps if
the status is Disabled. To enable and
disable link traps, refer to “SNMP TRAP
LINK-STATUS” on page 210 and “NO
SNMP TRAP LINK-STATUS” on

page 184, respectively.

Bandwidth

The current operating speed of the port.
The bandwidth will be Unknown if the port
does not have a link to a network device.

Input statistics

Ingress packet statistics.

Output statistics

Egress packet statistics.
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Examples

This command displays the current operational state of all the ports:
awplus# show interface

This command displays the current operational state of ports 1 to 4:

awplus# show interface portl.0.1l-portl.0.4
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Syntax

show interface brief

Parameter

None

Modes

Privileged Exec mode

Description

Use this command to display the administrative and link statuses of all of
the ports on the switch. An example of the information is shown in

Figure 51.

Interface StatusProtocol

portl.
portl.
portl.
portl.
portl.
portl.

[cNoNoNoNoNe]

.ladmin
.2admin
.3admin
.4admin
.5admin
.6admin

up down
up down
up down
up down
up down
up down

Figure 51. SHOW INTERFACE BRIEF Command

The fields are described in Table 13.

Table 14. SHOW INTERFACE BRIEF Command

Field

Description

Interface

Indicates the port number.

Status

Indicates the administrative state of the
port. The administrative state is DOWN if
the port was disabled with the
SHUTDOWN command. Otherwise, the
administrative state of the port is UP. To
disable and enable ports, refer to
“‘SHUTDOWN?” on page 209 and “NO
SHUTDOWN” on page 183, respectively.
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Table 14. SHOW INTERFACE BRIEF Command (Continued)

Field Description
Protocol Indicates the status of the link on the port.
This field is UP when the port has a link
with a network device, and DOWN when
the port does not have a link.
Example

The following example displays the administrative and link statuses of all

of the ports on the switch:

awplus# show interface brief
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Syntax

show interface [port] status

Parameter

port

Specifies the port whose parameter settings you want to view. You
can display more than one port at a time. To display all the ports,
do not include a port number.

Modes

Privileged Exec mode

Description

Use this command to display the speed, duplex mode, and VLAN settings
of the ports. An example of the information is shown in Figure 52.

PortNameStatus Vlan Duplex
portl.0.1Port_0ldown3 half
portl.0.2Port_02upll auto
portl.0.2Port_02up?2 auto
portl.0.2Port_02up2 full
portl.0.2Port_02up?2 auto

SpeedType
10010/100/1000Base-T
autol0/100/1000Base-T
autol0/100/1000Base-T
10010/100/1000Base-T
autol0/100/1000Base-T

Figure 52. SHOW INTERFACE STATUS Command

The fields are described in Table 15.

Table 15. SHOW INTERFACE STATUS Command

Parameter

Description

Port

Port number.

Name

Description of port. To set the description,
refer to “DESCRIPTION” on page 170.

Status

Link status of the port. The status is Up if
the port has a link to a network device.
The status is Down if the port does not
have a link.

VLAN

The ID of the VLAN in which the port is an
untagged member.
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Table 15. SHOW INTERFACE STATUS Command (Continued)

Parameter Description

Duplex The duplex mode setting of the port. The
setting can be half, full or auto for Auto-
Negotiation. To set the duplex mode, refer
to “DUPLEX” on page 172.

Speed The speed of the port. The settings are
10, 100, or 1000 Mbps, or auto for Auto-
Negotiation.

Type The Ethernet standard of the port.

Examples

This command displays the settings of all the ports:

awplus# show interface status

This command displays the settings of ports 17 and 18:

awplus# show interface portl.0.17-portl.0.18 status
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SHOW PLATFORM TABLE PORT COUNTERS

Syntax

show platform table port [port] counters

Parameter
port
Specifies the port whose statistics you want to view. You can

specify more than one port at a time in the command. To view all
the ports, omit this parameter.

Modes

Privileged Exec mode

Description

Use this command to display the packet statistics for the individual ports
on the switch. The statistics are described in Table 16. To clear the packet
counters, refer to “CLEAR PORT COUNTER” on page 169.

Table 16. SHOW PLATFORM TABLE PORT COUNTERS Command

Parameter Description

64 Number of frames transmitted by the port,
65-127 grouped by size.

128-255
256-511
512-1023
1024-1518
1519-1522

General Counters

Octets Number of received and transmitted
octets.

Pkts Number received and transmitted
packets.

CRCErrors Number of frames with a cyclic

redundancy check (CRC) error but with
the proper length (64-1518 bytes)
received by the port.

FCSErrors Number of ingress frames that had frame
check sequence (FCS) errors.

201



Chapter 10: Port Parameter Commands

202

Table 16. SHOW PLATFORM TABLE PORT COUNTERS Command

Parameter Description
MulticastPkts Number of received and transmitted
multicast packets.
BroadcastPkts Number of received and transmitted
broadcast packets
PauseMACCtrIFrms Number of received and transmitted flow

control pause packets.

OversizePkts

Number of received packets that
exceeded the maximum size as specified
by IEEE 802.3 (1518 bytes including the
CRC).

Fragments

Number of undersized frames, frames
with alignment errors, and frames with
frame check sequence (FCS) errors (CRC
errors).

Jabbers

Number of occurrences of corrupted data
or useless signals the port has
encountered.

UnsupportOpcode

Number of MAC Control frames with
unsupported opcode.

UndersizePkts

Number of frames that were less than the
minimum length as specified in the IEEE
802.3 standard (64 bytes including the
CRC).

SingleCollsnFrm

Number of frames that were transmitted
after at least one collision.

MultCollsnFrm

Number of frames that were transmitted
after more than one collision.

LateCollisions

Number of late collisions.

ExcessivCollsns

Number of excessive collisions.

Collisions

Total number of collisions on the port.

Layer 3 Counters

ifinUcastPkts Number of ingress unicast packets.
ifOutUcastPkts Number of egress unicast packets.
ifinDiscards Number of ingress packets that were

discarded.
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Table 16. SHOW PLATFORM TABLE PORT COUNTERS Command

Parameter

Description

ifOutErrors

Number of packets that were discarded
prior to transmission because of an error.

ipInHdrErrors

Number of ingress packets that were
discarded because of a hardware error.

Miscellaneous Counters

MAC TxErr

Number of frames not transmitted
correctly or dropped due to an internal
MAC transmit error.

MAC RxErr

Number of Receive Error events seen by
the receive side of the MAC.

Drop Events

Number of frames successfully received
and buffered by the port, but discarded
and not forwarded.

Examples

This command displays the statistics for ports 21 and 23:

awplus# show platform table port portl.0.21,portl.0.23

counters

This command displays the statistics for all the ports on the switch:

awplus# show platform table port counters
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SHOW RUNNING-CONFIG INTERFACE
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Syntax

show running-config interface port

Parameters

port
Specifies a port, multiple ports, or a range of ports. For a detailed
explanation on how to specify ports, see “Port Numbers in
Commands” on page 30.

Modes

Privileged Exec mode

Description

Use this command to display the configuration settings of the ports. The
command displays only the settings that have been changed from their
default values and includes those values that have not yet been saved in
the active boot configuration file. An example of the information is shown
in Figure 53.

interface portl.0.1
dotlx port-control auto
no auth dynamic-vlan-creation

interface portl.0.3-portl.0.4
switchport access vlan 2

Figure 53. SHOW RUNNING-CONFIG INTERFACE Command

Example
This example displays the configuration settings for ports 1, 3, and 4:

awplus# show running-config interface portl.0.1,portl.0.3-
portl.0.4
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SHOW STORM-CONTROL

Syntax

show storm-control [port]

Parameters
port
Specifies the port whose storm-control, threshold limit settings you

want to view. You can specify more than one port at a time. To
display all the ports, do not include this parameter.

Mode

Privileged Exec mode

Description

Use this command to display information about the threshold limit settings
on the ports. Figure 54 shows an example of the information when you
enter the following command:

awplus# show storm-control port1.0.15

Port BcastLevel Mcastlevel DIflevel
Portl.0.15 30100 100

Figure 54. SHOW STORM-CONTROL Command

See Table 17 for a description of the table headings.

Table 17. SHOW STORM-CONTROL Command

Column Description
Port Indicates the port number.
BcastLevel Indicates the maximum number of ingress broadcast

packets per second for the port. Broadcast packets
beyond this number are discarded.

McastLevel Indicates the maximum number of ingress multicast
packets per second for the port. Multicast packets
beyond this number are discarded.
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Table 17. SHOW STORM-CONTROL Command (Continued)

Column Description
DifLevel Indicates the maximum number of unknown unicast
packets, destination lookup failure (DLF) packets per
second for the port. DLF packets beyond this number
are discarded.
Examples

This command displays the settings of all the ports:

awplus# show storm-control

This command displays the settings of ports 15 and 18:

awplus# show storm-control portl.0.15,portl.0.18
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SHOW SYSTEM PLUGGABLE

Syntax

show system pluggable
Parameters

None

Mode

Privileged Exec mode
Description

Use this command to display information about the SFP modules in the
switch.

System Pluggable Information

PortvendorDevice Serial NumberDatecode Type

1.0.49ATIAT-SPSX A03240R08420074120081018 1000BASE-SX
1.0.51ATIAT-SPSX A03240R08420074920081018 1000BASE-SX

Figure 55. SHOW SYSTEM PLUGGABLE Command
Example

This example displays SFP module information:

awplus# show system pluggable
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SHOW SYSTEM PLUGGABLE DETAIL
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Syntax

show system pluggable detail

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to display information about the SFP modules in the
switch. See Figure 56. The SHOW SYSTEM PLUGGABLE DETAIL
command provides more detailed information than the SHOW SYSTEM
PLUGGABLE command. See “SHOW SYSTEM PLUGGABLE” on
page 207.

//;ort1.0.49 \\\

vendor Name:ATI

Device Name:AT-SPSX

Device Type:1000BASE-SX

Serial Number:A03240R084200741
Manufacturing Datecode:20081018
SFP Laser wavelength:850nm

Link Length Supported
oMl (62.5um) Fiber:270m

oM2 (50um) Fiber:550m

/

Figure 56. SHOW SYSTEM PLUGGABLE DETAIL Command

The OM1 field specifies the link length supported by the pluggable
transceiver using 62.5 micron multi-mode fiber. The OM2 field specifies
the link length supported by the pluggable transceiver using 50 micron
multi-mode fiber.

Example
This example displays detailed information about SFP modules:

awplus# show system pluggable detail
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Syntax

shutdown

Parameter

None

Mode

Port Interface mode

Description

Use this command to disable ports. Ports that are disabled do not forward
traffic. You might disable ports that are unused to secure them from
unauthorized use or that are having problems with network cables or their
link partners. The default setting for the ports is enabled.

To reactivate a port, refer to “NO SHUTDOWN” on page 183.

Confirmation Command

“‘SHOW INTERFACE” on page 193

Example

This example disables ports 15 and 16:
awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.15,portl.0.16
awplus (config-if)# shutdown
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SNMP TRAP LINK-STATUS
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Syntax

snmp trap link-status

Parameter

None

Mode

Port Interface mode

Description

Use this command to activate SNMP link traps on the ports. The switch
sends an SNMP trap to an SNMP trap receiver on your network whenever
a port experiences a change in its link state.

To disable link traps on a port, refer to “NO SNMP TRAP LINK-STATUS”
on page 184.

Note
For the switch to send SNMP traps, you must activate SNMP and

specify one or more trap receivers. For instructions, refer to Chapter
63, “SNMPv1 and SNMPv2c Commands” on page 945 or Chapter
64, “SNMPv3 Commands” on page 969.

Confirmation Command

“‘SHOW INTERFACE” on page 193

Example
This example activates link traps on port 22:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.22
awplus(config-if)# snmp trap link-status
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Syntax

speed auto|10|100|1000

Parameters

auto
Activates Auto-Negotiation so that the speed is configured
automatically.

10
Specifies 10 Mbps.

100
Specifies 100 Mbps.

1000
Specifies 1000 Mbps. This setting should not be used on twisted
pair ports. For 1000Mbps, full duplex operation, a twisted pair port
must be set to Auto-Negotiation.

Mode

Port Interface mode

Description

Use this command to manually set the speeds of the twisted pair ports or
to activate Auto-Negotiation.

Confirmation Commands

0 Configured speed: “SHOW INTERFACE STATUS” on page 199
0 Current operating speed: “SHOW INTERFACE” on page 193
Examples

This example sets the speed on ports 11 and 17 to 100 Mbps:
awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.11,portl.0.17
awplus(config-if)# speed 100
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This example activates Auto-Negotiation on port 15:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.15
awplus(config-if)# speed auto
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STORM-CONTROL

Syntax

storm-control broadcast|multicast|d]lf Tevel value

Parameters

broadcast
Specifies broadcast packets.

multicast
Specifies multicast packets.

dif
Specifies unknown unicast packets.

level
Specifies the maximum number of ingress packets per second of
the designated type the port will forward. The range is 0 to
33,554,431 packets.

Mode

Port Interface mode

Description

Use this command to set maximum thresholds for the ingress packets on
the ports. Ingress packets that exceed the thresholds are discarded by the
ports. Thresholds can be set independently for broadcast packets,
multicast packets, and unknown unicast packets. To view the current
thresholds of the ports, refer to “SHOW RUNNING-CONFIG” on page 130.

To remove threshold levels from the ports, refer to “NO STORM-
CONTROL” on page 185.

Confirmation Commands
“SHOW STORM-CONTROL” on page 205
“SHOW RUNNING-CONFIG” on page 130
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Examples

This example sets the maximum threshold level of 5,000 packets per
second for ingress broadcast packets on port 12:

awplus> enabTe

awplus# configure terminal

awplus(config)# interface portl.0.12
awplus(config-if)# storm-control broadcast Tevel 5000

This example sets the maximum threshold level of 100,000 packets per
second for ingress multicast packets on port 4:

awplus> enabTe

awplus# configure terminal

awplus(config)# interface portl.0.4

awplus(config-if)# storm-control multicast Tevel 100000

This example sets the threshold level of 200,000 packets per second for
ingress unknown unicast packets on ports 15 and 17:

awplus> enabTe

awplus# configure terminal

awplus(config)# interface portl.0.15,portl.0.17
awplus(config-if)# storm-control d1f Tevel 200000
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Power Over Ethernet

“Overview” on page 216

“Enabling and Disabling PoE” on page 218

“Adding PD Descriptions to Ports” on page 220

“Prioritizing Ports” on page 221

“Managing the Maximum Power Limit on Ports” on page 222
“Managing Legacy PDs” on page 223

“Monitoring Power Consumption” on page 224
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“Displaying PoE Information” on page 225
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Overview

The AT-9000/12PoE and AT-9000/28PoE switches feature Power over
Ethernet (PoE) on the 10/100Base-Tx ports. PoE is used to supply power
to network devices over the same twisted pair cables that carry the
network traffic.

The main advantage of PoE is that it can make it easier to install a
network. The selection of a location for a network device is often limited by
whether there is a power source nearby. This constraint limits equipment
placement or requires the added time and cost of having additional
electrical sources installed. However, with PoE, you can install PoE-
compatible devices wherever they are needed without having to worry
about whether there is a power source nearby.

Power Sourcing A device that provides PoE to other network devices is referred to as
Equipment (PSE) power sourcing equipment (PSE). The AT-9000/12PoE and AT-9000/
28PoE switches are PSE devices providing DC power to the network

cable and functioning as a central power source for other network devices.

Powered Device A device that receives power from a PSE device is called a powered
(PD) device (PD). Examples include wireless access points, IP phones,
webcams, and even other Ethernet switches.

PD Classes PDs are grouped into five classes. The classes are based on the amount
of power that PDs require. The AT-9000 PoE switches support all five
classes listed in Table 18.

Table 18. IEEE Powered Device Classes

Maximum Power Output

Class from a Switch Port Power Ranges of the PDs
0 15.4W 0.44W to 12.95W
1 4.0W 0.44W to 3.84W
2 7.0W 3.84W to 6.49W
3 15.4W 6.49W to 12.95W
4 30w 12.95W to 25.5W

Power Budget Power budget is the maximum amount of power that the PoE switch can
provide at one time to the connected PDs.
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The AT-9000/12POE switch has a power budget of 125 watts. The
AT-9000/28POE switch has a power budget of 370 watts. These are the
maximum amounts of power the switches can provide at one time to the
powered devices.

The AT-9000/28POE switch has two power supplies. Each power supply
is responsible for providing 185 watts, or half, of the power budget. Both
power supplies must be connected to AC power sources for the switch to
provide the full 370 watts. The power budget is reduced to 185 watts if only
one power supply is connected to a power source.

As long as the total power requirements of the PDs is less than the total
available power of the switch, it can supply power to all of the PDs.
However, when the PD power requirements exceed the total available
power, the switch denies power to some ports based on a process called
port prioritization.

The ports on the PoE switch are assigned to one of three priority levels.
These levels and descriptions are listed in Table 19.

Table 19. PoE Port Priorities

Priority e
Level Description

Critical This is the highest priority level. Ports set to the Critical
level are guaranteed to receive power before any of the
ports assigned to the other priority levels.

High Ports set to the High level receive power only when all
the ports assigned to the Critical level are already
receiving power.

Low This is the lowest priority level. Ports set to the Low level
receive power only when all the ports assigned to the
Critical and High levels are already receiving power. This
level is the default setting.

Without enough power to support all the ports set to the same priority level
at one time, the switch provides power to the ports based on the port
number, in ascending order. For example, when all of the ports in the
switch are set to the low priority level, and the power requirements are
exceeded on the switch, port 1 has the highest priority level, port 2 has the
next highest priority level and so forth.
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Enabling and Disabling PoE
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Enabling PoE on ports allows the switch to supply power to PDs
connected to the ports. In order for PDs to receive power, POE must be
enabled on the ports. By default, PoE is enabled on all the ports on the
PoE switch.

The switch detects whether or not a network device connected to the port
is a valid PD. If the device is not a valid PD, the port functions as a regular
Ethernet port even when PoE is enabled on the port. The PoE feature
remains activated on the port, but no power is delivered to the device.

Disabling PoE on the port turns off the power supply to the port. You may
want to disable PoE on the ports used only for data traffic in order to
prevent them from unauthorized power use.

There are two ways to disable and enable PoE:

O Gilobally: all the ports on the switch at a time.
O Individually: on a port basis.

To enable PoE globally, use the SERVICE POWER-INLINE command in
the Global Configuration mode. See “SERVICE POWER-INLINE” on
page 245. The NO SERVICE POWER-INLINE command disables PoE on
all the ports on the switch. See “NO SERVICE POWER-INLINE” on

page 236.

To enable PoE on an individual port basis, use the POWER-INLINE
ENABLE command in the Port Interface mode. See “POWER-INLINE
ENABLE” on page 240. The NO POWER-INLINE command disables PoE
on a port. See “NO POWER-INLINE ENABLE” on page 232.

This example enables PoE globally:

awplus> enable
awplus# configure terminal
awplus(config)# service power-inline

This example disables PoE globally:

awplus> enable
awplus# configure terminal
awplus(config)# no service power-inline

This example enables PoE individually on port 6 and port 8:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.6,portl.0.8
awplus(config-if)# power-inline enable
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This example disables PoE individually on port 5 to port 8:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5-portl.0.8
awplus(config-if)# no power-inline enable
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Adding PD Descriptions to Ports
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PDs connected to the ports are easier to identify if you give them
descriptions. To add descriptions to PDs, use the POWER-INLINE
DESCRIPTION command in the Port Interface mode. Here is the format:

power-inline description description

The description parameter can consist of up to 256 alphanumeric
characters. Spaces and special characters are allowed. You can assign a
description to more than one port at a time. See “POWER-INLINE
DESCRIPTION” on page 239.

To remove the current description from the port without assigning a new
one, use the NO POWER-INLINE DESCRIPTION command. See “NO
POWER-INLINE DESCRIPTION” on page 231.

This example adds a PD description of “Desk Phone” to port 1.0.5 and
port1.0.6:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5,portl.0.6
awplus(config-if)# power-inline description Desk Phone

This example removes the description previously added to the port 6:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.6
awplus(config-if)# no power-inline description

Note

To add a general description to a port, use the DESCRIPTION
command. For more information, see “DESCRIPTION” on
page 170.
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When the total power requirements of the PDs exceed the total available
power of the switch, the switch denies power to one or more ports based
on port prioritization.To guarantee power to the most critical PDs before
any other PDs, the switch allows you to prioritize the ports for power

supply.

You can assign one of three priority levels to a port: Critical, High, and
Low. See “Port Prioritization” on page 217 for details. By default, all ports
are set to the Low priority level. To change the priority level, use the
POWER-INLINE PRIORITY command. Here is the format:

power-inline priority critical | high | Tow

To guarantee that the most critical PDs receive power, assign the highest
priority level to the PDs. See “POWER-INLINE PRIORITY” on page 242.

To reset the priority level to the default Low level, use the NO POWER-
INLINE PRIORITY command. See “NO POWER-INLINE PRIORITY” on
page 234.

This example assigns ports 1, 2, and 3 to the Critical priority level to
guarantee these ports receive power before any other ports with the High
or Low priority level:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.1-portl.0.3
awplus(config-if)# power-inline priority critical

This example assigns port 4 to port 10 to the High priority level so that the
ports receive power before any ports with the Low priority level:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.4-portl.0.10
awplus(config-if)# power-inline priority high

This example sets port 8 to the Low priority level:
awplus> enable
awplus# configure terminal

awplus(config)# interface portl.0.8
awplus(config-if)# no power-inline priority
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Managing the Maximum Power Limit on Ports

To manage the switch’s power and optimize its power distribution, the
switch allows you to adjust the power limit that the switch provides to each
port. The switch automatically sets a default power limit to the port where
a PD is connected and allows you to change the default settings.

The switch detects the power class of a PD when the PD is connected to
the port. PDs are assigned one of five classes described in “PD Classes”
on page 216. Each class has a maximum power. The switch sets this
value as a default power limit to the port where the PD is connected.

For example, you connect an IP phone to port 1 on the PoE switch. The
switch detects that the power class of the IP phone is 2. The maximum
power output from the switch for a PD of class 2 is 7.0 watts. Thus, the
switch sets 7.0 watts as the default power limit to port 1.

If a PD connected to the port does not support power classification, a
default class of 0 is assigned to the PD. The maximum power for a PD of
class 0 is 15.4 watts so that the switch sets 15.4 watts to the default power
limit to the port.

To change a default power limit to the port, use the POWER-INLINE MAX
command in the Port Interface mode. Specify the value in milliwatts (mW)
See “POWER-INLINE MAX” on page 241.

This example changes the maximum power that the switch provides port 2
to 4.0 watts (4000 milliwatts):

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.2
awplus(config-if)# power-inline max 4000
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Managing Legacy PDs

The PoE switch automatically detects whether or not a device plugged into
the PoE-enabled port is a valid PD. The switch supports PDs compliant
with the IEEE 802.3af and IEEE 802.3at PoE standards. In addition, the
switch supports legacy PDs that were designed before the IEEE standards
were finalized.

If the switch detects the connected device as an invalid PD, the port
functions as a regular Ethernet port. The PoE feature remains activated on
the port, but no power is delivered to the PD.

To enable the switch to detect legacy PDs as valid PDs, use the POWER-
INLINE ALLOW-LEGACY command to provide power to legacy PDs. See
‘POWER-INLINE ALLOW-LEGACY” on page 238. To disable the switch
to detect legacy PDs as valid PDs, use the NO POWER-INLINE ALLOW-
LEGACY command not to provide power to legacy PDs. By default, the
switch detects legacy PDs as valid PDs. See “NO POWER-INLINE
ALLOW-LEGACY” on page 230.

This example enables the switch to detect legacy PDs as valid PDs on port
1 to port 3:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.1-portl.0.3
awplus(config-if)# power-inline allow-Tegacy

This example disables the switch to detect legacy PDs as valid PDs on
ports 1:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.1
awplus(config-if)# no power-inline allow-legacy
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Monitoring Power Consumption

You can monitor the power consumption of the switch and PDs by
configuring the unit to transmit an SNMP power-inline trap if their
combined power requirements exceed a defined threshold. The threshold
is specified as a percentage of the switch’s nominal power, which is the
total available power of the switch. You can view the nominal power with
“‘SHOW POWER-INLINE” on page 246. The threshold has the range of 1
to 99%. You may specify only one threshold. The commands for setting
the threshold and activating the trap are listed in Table 20.

Table 20. Receiving Power Consumption Notification

To Do This Task Use This Command
Set the power threshold as a percentage of POWER-INLINE USAGE-
the switch’s nominal power. THRESHOLD
Activate SNMP on the switch. SNMP-SERVER
Activate the transmission of SNMP trap for SNMP-SERVER ENABLE TRAP
PoE. POWER-INLINE
Note

You have to configure SNMP to use the trap. For instructions, refer
to Chapter 62, “SNMPv1 and SNMPv2c” on page 933 or Chapter
64, “SNMPv3 Commands” on page 969.

This example configures the switch to send the SNMP power-inline trap if
the power requirements of the switch and PDs exceed 90% of its nominal
power:

awplus> enable

awplus# configure terminal

awplus(config)# power-inline usage-threshold 90
awplus(config)# snmp-server

awplus(config)# snmp-server enable trap power-inline
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The switch allows you to display PoE information using three commands.
Each command displays a different set of PoE information as described in

Table 21.

Table 21. PoE Show Commands

Command

Description

SHOW POWER-INLINE

Displays PoE information about the switch
and all the ports on the switch.

SHOW POWER-INLINE
COUNTERS

Displays the PoE event counters for the
ports.

SHOW POWER-INLINE
INTERFACE

Displays PoE information of specified ports.

SHOW POWER-INLINE
INTERFACE DETAIL

Displays detailed PoE information of the
specified ports.

This example displays PoE information on both the switch and all the ports

on the switch:

awplus# show power-inline

Figure 57 shows an example of the information the command displays.
The columns are described in Table 23 on page 247.

PoE Status:

Nominal Power: 490W

Power Allocated: 346.0W

Actual Power Consumption: 151.0W
Operational Status: On

Power Usage Threshold: 80% (392W)
PoE Interface:

~

Interface Admin Pri Oper Power (mW) Device Class Max (mW)
portl.0.1 Enabled Low Powered 3840 Phone#l 1 4000 [C]
portl.0.2 Enabled High Powered 6720 n/a 2 7000 [C]
portl.0.3 Enabled Low Powered 14784 n/a 3 15400 [C]
portl.0.4 Enabled Crit Powered 14784 n/a 3 15400 [C]
portl.0.5 Enabled Crit Powered 3840 Phone#2 1 4000 [C]
portl.0.6 Enabled High Powered 6720 n/a 2 7000 [C]
portl.0.7EnabledLowPoweredl14784n/a315400 [C] j

Figure 57. SHOW POWER-INLINE Command
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This example displays the PoE information of port 1 through port 4:

awplus# show power inline interface portl.0.1l-portl.0.4

Figure 58 shows an example of the information the command displays.

The columns are described in Table 23 on page 247.

Interface

portl.
portl.
portl.
portl.

0.

0
0
0

.2
.3
4

1

Admin Pri Oper Power Device Class Max (mW)

Disabled Low Disabled 0 n/a 0 15400 [C]
Enabled High Powered 3840 Desk Phone 1 5000 [U]
Enabled Crit Powered 6720 AccesgbPoint 2 7000 [C]
Disabled Low Disabled 0 n/a 0 15400 [C]
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Figure 58. SHOW POWER-INLINE INTERFACE Command
This example displays the detailed PoE information of port 10:

awplus# show power inline interface portl.0.10 detail

Figure 59 shows an example of the information the command displays.

The columns are described in Table 25 on page 252.

/E;terface portl.0.10
Powered device type: Desk Phone #1
PoE admin enabled
Low Priority
Detection status: Powered
Current power consumption: 00 mW
Powered device class: 1
Power allocated: 5000 mW (from configuration)
Detection of legacy device is disabled
\\‘ Powered pairs: Data

\

/

Figure 59. SHOW POWER-INLINE INTERFACE DETAIL Command
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Power Over Ethernet Commands

The Power over Ethernet (PoE) commands are summarized in Table 22.
These commands are only supported on the PoE switches.

Table 22. Power over Ethernet Commands

Command

Mode

Description

“‘CLEAR POWER-INLINE
COUNTERS INTERFACE” on
page 229

Privileged Exec

Clears the PoE event counters on the
ports.

“‘NO POWER-INLINE ALLOW-
LEGACY” on page 230

Port Interface

Configures ports to deny power to
legacy powered devices (PDs).

on page 231

“‘NO POWER-INLINE DESCRIPTION”

Port Interface

Deletes the PD descriptions.

“NO POWER-INLINE ENABLE” on
page 232

Port Interface

Disables PoE on the ports.

“‘NO POWER-INLINE MAX” on
page 233

Port Interface

Restores a port’s power limit to the
default value.

“NO POWER-INLINE PRIORITY” on
page 234

Port Interface

Restores a port’s priority setting to the
default Low level.

“NO POWER-INLINE USAGE- Global Resets the power usage threshold to

THRESHOLD” on page 235 Configuration the default 80%.

“‘NO SERVICE POWER-INLINE” on Global Disables PoE on all of the ports on the
page 236 Configuration switch.

“NO SNMP-SERVER ENABLE TRAP | Global Disables the SNMP power-inline trap.
POWER-INLINE” on page 237 Configuration

“POWER-INLINE ALLOW-LEGACY”
on page 238

Port Interface

Configures a port to support legacy
PDs.

‘POWER-INLINE DESCRIPTION” on
page 239

Port Interface

Adds a PD description to a port.

“‘POWER-INLINE ENABLE” on
page 240

Port Interface

Enables PoE on a port.

‘POWER-INLINE MAX” on page 241

Port Interface

Specifies the power limit of a port.
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Table 22. Power over Ethernet Commands (Continued)

Command

Mode

Description

“‘POWER-INLINE PRIORITY” on
page 242

Port Interface

Assigns a PoE priority level to a port.

‘“POWER-INLINE USAGE- Global Sets the power threshold for the
THRESHOLD” on page 244 Configuration SNMP power-inline trap.
“SERVICE POWER-INLINE” on Global Activates PoE on all of the ports on
page 245 Configuration the switch.

“‘SHOW POWER-INLINE” on
page 246

Privileged Exec

Displays switch and port PoE
information.

“SHOW POWER-INLINE COUNTERS
INTERFACE” on page 249

Privileged Exec

Displays the port PoE event counters.

“‘SHOW POWER-INLINE
INTERFACE” on page 251

Privileged Exec

Displays port PoE information.

“‘SHOW POWER-INLINE INTERFACE
DETAIL” on page 252

Privileged Exec

Displays additional port PoE
information.

“SNMP-SERVER ENABLE TRAP
POWER-INLINE” on page 255

Global
Configuration

Activates the SNMP power-inline trap
for PoE.
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CLEAR POWER-INLINE COUNTERS INTERFACE

Syntax

clear power-inline counters interface [port]
Parameter

port

Specifies a port. You can specify more than one port and clear
event counters for multiple ports.

Mode

Privileged Exec mode

Description

Use this command to clear the PoE port event counters. To clear all of the
port counters, do not enter a port number.

Confirmation Command

“‘SHOW POWER-INLINE COUNTERS INTERFACE” on page 249

Examples

This example clears all of the PoE port event counters:
awplus# clear power-inline counters interface
This example clears the event counters on ports 4 to 6:

awplus# clear power-inline counters interface portl.0.4-
portl.0.6
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NO POWER-INLINE ALLOW-LEGACY
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Syntax
no power-inline allow-legacy
Parameters

None

Mode

Port Interface mode

Description

Use this command to configure the ports to deny power to legacy PDs.
Legacy PDs are PoE devices that were designed before the IEEE 802.3af
and IEEE 802.3at PoE standards were finalized. This is the default setting
for the ports.

Confirmation Command

“‘SHOW POWER-INLINE INTERFACE DETAIL” on page 252

Example

This example configures ports 1 to 12 to deny power to legacy PDs:

awplus> enabTe

awplus# configure terminal

awplus(config)# interface portl.0.1-portl.0.12
awplus(config-if)# no power-inline allow-legacy
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NO POWER-INLINE DESCRIPTION

Syntax
no power-inline description
Parameters

None

Mode

Port Interface mode

Description

Use this command to delete PD descriptions from the ports.

Confirmation Commands

“SHOW POWER-INLINE” on page 246
“SHOW POWER-INLINE INTERFACE” on page 251
“‘SHOW POWER-INLINE INTERFACE DETAIL” on page 252

Example

The following example deletes the PD description from port 5:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5
awplus(config-if)# no power-inline description
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NO POWER-INLINE ENABLE
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Syntax
no power-inline enable
Parameters

None

Mode

Port Interface mode

Description

Use this command to disable PoE on the ports. Ports do not transmit
power when PoE is disabled, but they do forward network traffic.

Confirmation Commands

“SHOW POWER-INLINE” on page 246

“SHOW POWER-INLINE INTERFACE” on page 251

“SHOW POWER-INLINE INTERFACE DETAIL” on page 252

Example

The following example disables PoE on ports 10, 11 and 12:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.10-portl.0.12
awplus(config-if)# no power-inline enable
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NO POWER-INLINE MAX

Syntax
no power-inline max
Parameters

None

Mode

Port Interface mode

Description

Use this command to restore the default maximum power limits on the
ports. The default power limits are based on the power classes of the PDs.
See “Managing the Maximum Power Limit on Ports” on page 222 for
details.

Confirmation Commands

“SHOW POWER-INLINE” on page 246

“SHOW POWER-INLINE INTERFACE” on page 251

“SHOW POWER-INLINE INTERFACE DETAIL” on page 252

Example

This example restores the default maximum power limit on port 6:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.6
awplus(config-if)# no power-inTine max
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NO POWER-INLINE PRIORITY
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Syntax
no power-inline priority
Parameters

None

Mode

Port Interface mode

Description

Use this command to restore the default Low priority setting to the ports.

Confirmation Commands

“SHOW POWER-INLINE” on page 246
“SHOW POWER-INLINE INTERFACE” on page 251
“‘SHOW POWER-INLINE INTERFACE DETAIL” on page 252

Example

This example restores the default Low priority level to port 20:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.20
awplus(config-if)# no power-inline priority
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NO POWER-INLINE USAGE-THRESHOLD

Syntax
no power-inline usage-threshold
Parameters

None

Mode

Global Configuration mode

Description
Use this command to reset the power usage threshold to the default 80%.

The switch sends an SNMP power-inline trap if the power requirements of
the switch and PDs exceed the defined threshold.

Confirmation Command

“‘SHOW POWER-INLINE” on page 246

Example

This example restores the default power usage threshold of 80%:
awplus> enable

awplus# configure terminal
awplus(config)# no power-inline usage-threshold
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NO SERVICE POWER-INLINE
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Syntax

no service power-inline

Parameters

None

Mode

Global Configuration mode

Description

Use this command to disable PoE on the switch. The ports do not transmit
power to the PDs when PoE is disabled, but they do forward network
traffic. The default setting for PoE is enabled.

Confirmation Commands

“SHOW POWER-INLINE” on page 246

“SHOW POWER-INLINE INTERFACE” on page 251

“SHOW POWER-INLINE INTERFACE DETAIL” on page 252

Example

This example disables PoE on the switch:

awplus> enable
awplus# configure terminal
awplus(config)# no service power-inline
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NO SNMP-SERVER ENABLE TRAP POWER-INLINE

Syntax
no snmp-server enable trap power-inline
Parameters

None

Mode

Global Configuration mode

Description
Use this command to disable the transmission of SNMP power-inline
traps. The switch sends this trap if the power requirements of the switch

and PDs exceed the threshold set with “POWER-INLINE USAGE-
THRESHOLD” on page 244

Confirmation Command

“SHOW RUNNING-CONFIG SNMP” on page 955

Example

The following example disables the SNMP power-inline trap:
awplus> enable

awplus# configure terminal
awplus(config)# no snmp-server enable trap power-inline
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POWER-INLINE ALLOW-LEGACY
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Syntax
power-inline allow-legacy
Parameters

None

Mode

Port Interface mode

Description

Use this command to configure the ports to support legacy PDs. Legacy
PDs are PoE devices that were designed before the IEEE 802.3af and
IEEE 802.3at PoE standards were finalized. The default setting is no
support for legacy PDs.

Confirmation Commands

“‘SHOW POWER-INLINE INTERFACE DETAIL” on page 252

Example

This example configures ports 1 to 6 to support legacy PDs:

awplus> enabTe

awplus# configure terminal

awplus(config)# interface portl.0.1-portl.0.6
awplus(config-if)# power-inline allow-Tegacy
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POWER-INLINE DESCRIPTION

Syntax

power-inline description description
Parameters

description

Specifies a PD description of up to 256 alphanumeric characters.
Spaces and special characters are allowed.

Mode
Port Interface mode

Description

Use this command to add PD descriptions to the ports to make the ports
and PDs easier to identify.

Note
To add a general description to a port, use the DESCRIPTION
command. For more information, see “DESCRIPTION” on page 170.

Confirmation Commands

“‘SHOW POWER-INLINE” on page 246
“‘SHOW POWER-INLINE INTERFACE” on page 251
“‘SHOW POWER-INLINE INTERFACE DETAIL” on page 252

Example

This example adds the PD description “Surveillance Camera5” to port 5:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5

awplus(config-if)# power-inline description Surveillance
Camerab
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POWER-INLINE ENABLE
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Syntax
power-inline enable
Parameters

None

Mode

Port Interface mode

Description

Use this command to enable PoE on the ports. This is the default setting.

Confirmation Commands

“SHOW POWER-INLINE” on page 246
“SHOW POWER-INLINE INTERFACE” on page 251
“‘SHOW POWER-INLINE INTERFACE DETAIL” on page 252

Example

This example enables PoE on port 12:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.12
awplus(config-if)# power-inline enable
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POWER-INLINE MAX

Syntax

power-inline max max_power

Parameters

max_power
Specifies the maximum power limit of the ports in milliwatts (mW).
The range is 4000 to 30000 mW.

Mode

Port Interface mode

Description

Use this command to set the maximum power limits on the ports. The
maximum power limit is the maximum amount of power a port may
transmit to a PD. Ports can have different limits. The default power limits
are based on the classes of the PDs. See “Managing the Maximum Power
Limit on Ports” on page 222 for details.

Confirmation Commands

“SHOW POWER-INLINE” on page 246
“SHOW POWER-INLINE INTERFACE” on page 251
“‘SHOW POWER-INLINE INTERFACE DETAIL” on page 252

Example

This example sets the maximum power limits on ports 1 to port 6 to 6.5
watts:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.1-portl.0.6
awplus(config-if)# power-inline max 6500
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POWER-INLINE PRIORITY
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Syntax
power-inline priority critical|high|low
Parameters

critical
Sets ports to the Critical priority level for PoE ports. Ports set to the
Critical level are guaranteed power before any of the ports
assigned to the other priority levels.

high
Sets ports to the High priority level. Ports set to the High level
receive power only when all of the ports assigned to the Critical
level are already receiving power.

low
Sets ports to the Low priority level. Ports set to the Low level
receive power only when all of the ports assigned to the critical and
high levels are already receiving power. This level is the default
setting.

Mode

Port Interface mode

Description

Use this command to assign PoE priority levels to the ports. The priority
levels are Low, High, and Critical. Ports connected to the most critical PDs
should be assigned the Critical level to guarantee them power before any
of the other ports in the event the switch does not have enough power for
all of the PDs.

If the switch does not have enough power to support all the ports set to the
same priority level, it allocates power based on port number, in ascending
order. For example, if all of the ports are set to the Low priority level, port 1
has the highest priority level, port 2 has the next highest priority level and
so forth.

Confirmation Commands

“SHOW POWER-INLINE” on page 246

“SHOW POWER-INLINE INTERFACE” on page 251

“SHOW POWER-INLINE INTERFACE DETAIL” on page 252
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Example

This example assigns the Critical priority level to port 5:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5
awplus(config-if)# power-inline priority critical
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POWER-INLINE USAGE-THRESHOLD
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Syntax

power-inline usage-threshold threshold

Parameters

threshold
Specifies the power usage threshold in a percentage of the
switch’s total available system and PoE power. The range is 1 to
99%.

Mode

Global Configuration mode

Description

Use this command to set a threshold of the switch’s total available system
and PoE power. An SNMP trap is transmitted if the requirements of the
switch and the PDs exceed the threshold. To activate the trap, refer to
“‘SNMP-SERVER ENABLE TRAP POWER-INLINE” on page 255. The
default setting is 80%.

Confirmation Command

“SHOW POWER-INLINE” on page 246

Example

This example sets the threshold to 90% of the switch’s total available
power:

awplus> enable
awplus# configure terminal
awplus(config)# power-inline usage-threshold 90
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SERVICE POWER-INLINE

Syntax
service power-inline
Parameters

None

Mode

Global Configuration mode

Description

Use this command to enable PoE on the switch. This is the default setting.

Confirmation Commands

“SHOW POWER-INLINE” on page 246

“SHOW POWER-INLINE INTERFACE” on page 251

“SHOW POWER-INLINE INTERFACE DETAIL” on page 252

Example

This example enables PoE on the switch:
awplus> enable

awplus# configure terminal
awplus(config)# service power-inline
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SHOW POWER-INLINE

Syntax

show power-inline

Parameter

None

Mode

Privileged Exec mode

Description

Use this command to display operational information about PoE. An

example is shown in Figure 60. The fields are described in Table 23 on

page 247.

//éoE Status:
Nominal Power: 490W
Power Allocated: 346.0W
Actual Power Consumption: 151.0W
Operational Status: On
Power Usage Threshold: 80% (392W)
PoE Interface:

o

Power (mW) DeviceClassMax (mW)

Interface Admin Pri  Oper

portl.0.1 Enabled Low Powered 3840
portl.0.2 Enabled High Powered 6720
portl.0.3 Enabled ©Low Powered 14784
portl.0.4 Enabled Crit Powered 14784
portl.0.5 Enabled Crit Powered 3840
portl.0.6 Enabled High Powered 6720
portl.0.7EnabledLowPoweredl14784n/a315400

n/al
n/a2
n/a3
n/a3
n/al
n/a2

4000 [C]
7000 [C]
15400 [C]
15400 [C]
4000 [C]
7000 [C]

~
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Figure 60. SHOW POWER-INLINE Command
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Table 23. SHOW POWER-INLINE Command

Field

Description

Nominal Power

The switch’s total available power in watts (W).

Power Allocated

The available power in watts (W) for PDs. This
value is updated every 5 seconds.

Actual Power

The current power consumption in watts (W) of the

Consumption PDs. This value is updated every 5 seconds.
Operational The operational status of the power supply units
Status (PSU) in the switch. The status can be one of the

following:
3 On: The units are powered on.

O Fault: One of the power supplies has
encountered a problem.

Power Usage
Threshold

The SNMP power-inline trap threshold. A SNMP
trap is transmitted if the power requirements of the
switch and PDs exceed the threshold. This
parameter is set with “POWER-INLINE USAGE-
THRESHOLD” on page 244.

PoE Interface

A table of port PoE information.

Interface

The port number.

Admin

The status of PoE on the port. The status can be
one of the following:

O Enabled: PoE is enabled. The port can transmit
power to a PD. PoE is enabled with “POWER-
INLINE ENABLE” on page 240.

0 Disabled: PoE is disabled. The port does not
supply power to a PD, but it does forward
network traffic. PoE is disabled with “NO
POWER-INLINE ENABLE” on page 232.

Pri

The port’'s PoE priority level. This parameter is set
with “POWER-INLINE PRIORITY” on page 242.
The priority level can be one of the following:

O Low: The lowest priority level. Default level.
O High: The higher priority level.
a Crit: Critical, the highest priority level.
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Table 23. SHOW POWER-INLINE Command (Continued)

Field

Description

Oper

The PoE operating status of the port. The possible
status are listed here:

O Powered: The port is transmitting power to the
PD.

O Denied: The port is not transmitting power to
the PD because the switch has reached its
maximum power capacity.

O Off: PoE is disabled on the port.

0 Fault: The switch is exceeding the total
available power.

O Test: The portis in a test mode.

Power

The port’s current power consumption in milliwatts
(mW).

Device

The port’s PD description. This parameter is set
with “POWER-INLINE DESCRIPTION” on
page 239.

Class

The PD’s class PD. See “PD Classes” on page 216
for details.

Max (mW)

The port’s maximum power limit in milliwatts (mW)
and how the limit was set. The methods are listed
here:

O [U]: The power limit was set with “POWER-
INLINE MAX” on page 241.

O [L]: The power limit was supplied by LLDP.

O [C]: The power limit was set according to the
PD’s class.

Example

This example displays PoE information about the switch and ports:

awplus# show power-inline
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SHOW POWER-INLINE COUNTERS INTERFACE

Syntax

show power-inline counters interface port
Parameter

port

Specifies a port. You can specify and display more than one port at
a time. Omit this parameter to display all of the ports.

Mode
Privileged Exec mode

Description

Use this command to display the PoE event counters for the ports. An
example is shown in Figure 61.

PoE Counters:
Interface MPSAbsent Overload Short Invalid Denied

portl.0.4 0 0 0 0 0
portl.0.5 0 0 0 0 0
portl.0.6 0 0 0 0 0

Figure 61. SHOW POWER-INLINE COUNTERS INTERFACE Command

The fields are described in Table 24.

Table 24. SHOW POWER-INLINE COUNTERS INTERFACE Command

Field Description
Interface The port number.
Overload The number of times the PD exceeded the power limit
set with “POWER-INLINE MAX” on page 241.
Short The number of short circuits the port has experienced.
Invalid The number of times the port detected an invalid

signature. An invalid signature indicates an open circuit,
a short circuit, or a legacy PD.
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Table 24. SHOW POWER-INLINE COUNTERS INTERFACE Command

Field Description

Denied The number of times the port had to deny power to the
PD because the switch had reached its maximum
power capacity.

Example

This command displays the PoE event counters for ports 4 to 6:

awplus# show power-inline counters interface portl.0.4-
portl.0.6




AT-9000 Switch Command Line User’s Guide

SHOW POWER-INLINE INTERFACE

Syntax
show power-inline interface port
Parameter

port
Specifies a port. You can display more than one port at a time.

Mode
Privileged Exec mode

Description

Use this command to display the PoE information on the ports. An
example is shown in Figure 62.

Interface

portl.
portl.
portl.
portl.

0.

0
0
0

.2
.3
4

1

Admin Pri  Oper Power Device Class Max (mW)

Disabled Low Disabled 0 0 15400 [C]
Enabled High Powered 3840 Phone 1 5000 [U]
Enabled Crit Powered 6720 AccessPt 2 7000 [C]
Disabled Low Disabled 0 0 15400 [C]

Figure 62. SHOW POWER-INLINE INTERFACE Command
This command displays a subset of the information the SHOW POWER-

INLINE command displays. The fields are described in Table 23 on
page 247.

Example

This example displays PoE information for ports 1 to 4:

awplus# show power-inline interface portl.0.1l-portl.0.4
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SHOW POWER-INLINE INTERFACE DETAIL

Syntax
show power-inline interface port detail
Parameter

port
Specifies a port. You can display more than one port at a time.

Mode
Privileged Exec mode
Description

Use this command to display additional information about the ports. An
example is shown in Figure 63.

/Ehterface portl.0.1 \\
Powered device type: Desk Phone #1
PoE admin enabled
Priority Low
Detection status: Powered
Current power consumption: 00 mW
Powered device class: 1
Power allocated: 5000 mW (from configuration)
\\» Detection of legacy devices is disabled //

Figure 63. SHOW POWER-INLINE INTERFACE DETAIL Command

The fields are described in Table 25.

Table 25. SHOW POWER-INLINE INTERFACE DETAIL Command

Field Description

Interface The port number.

Powered device | The PD description. The description is set with
type ‘POWER-INLINE DESCRIPTION” on page 239.
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Table 25. SHOW POWER-INLINE INTERFACE DETAIL Command

Field Description
PoE admin The status of PoE on the port. The status can be
one of the following:

O Enabled: PoE is enabled. The port can transmit
power to a PD. PoE is enabled with “POWER-
INLINE ENABLE” on page 240.

O Disabled: PoE is disabled. The port does not
supply power to a PD, but it does forward
network traffic. PoE is disabled with “NO
POWER-INLINE ENABLE” on page 232.

Priority The port’s PoE priority level. The priority level is set

with “POWER-INLINE PRIORITY” on page 242.
The priorities are listed here:

O Low: the lowest priority level. This is default
level.

O High: the higher priority level.
O Crit: the critical, or highest priority level.

Detection status

The PoE operating status of the port. The possible
status are listed here:

0 Powered: The port is transmitting power to the
PD.

O Denied: The port is not transmitting power to
the PD because the switch has reached its
maximum power capacity.

0 Off: PoE is disabled on the port.

O Fault: The switch is exceeding the total
available power.

O Test: The port is in a test mode.

Current power
consumption

The port’s current power consumption in milliwatts
(mW).

Powered device
class

The PD’s class. See “PD Classes” on page 216 for
details.

Power allocated

The port’s power limit in milliwatts (mW).
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Table 25. SHOW POWER-INLINE INTERFACE DETAIL Command

Field

Description

Detection of
legacy devices

The status of support for a legacy PD on the port:
O Enabled: The port supports legacy devices.

0 Disabled: The port does not support legacy
devices.

Support for legacy devices is enabled with
“‘POWER-INLINE ALLOW-LEGACY” on page 238
and disabled with “NO POWER-INLINE ALLOW-
LEGACY” on page 230.

Powered pairs

The twisted pairs used to transfer power to the PD.
This parameter is not adjustable. The value is one
of the following:

0 Data
O Spare

Examples

This example displays PoE information for port 1:

awplus# show power-inline interface portl.0.1 detail

This example displays PoE information for ports 7 to 10:

awplus# show power-inline interface portl.0.7-portl.0.10

detail
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SNMP-SERVER ENABLE TRAP POWER-INLINE

Syntax
snmp-server enable trap power-inline
Parameters

None

Mode

Global Configuration mode

Description

Use this command to activate the transmission of the SNMP power-inline
trap. The trap is sent if the power requirements of the switch and PDs
exceed the power limit threshold set with “POWER-INLINE USAGE-
THRESHOLD” on page 244.

Confirmation Command

“SHOW RUNNING-CONFIG SNMP” on page 955

Example

This example enables the SNMP power-inline trap:
awplus> enable

awplus# configure terminal
awplus(config)# snmp-server enable trap power-inline
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Chapter 13

IPv4 and IPv6 Management Addresses

This chapter contains the following information:

O “Overview” on page 258

O “Assigning an IPv4 Management Address and Default Gateway” on
page 261

a “Assigning an IPv6 Management Address and Default Gateway” on
page 266
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Overview
This chapter explains how to assign the switch an IP address. The switch
must have an IP address to perform the features in Table 26. It uses the
address as its source address when it communicates with other network
devices, such as TFTP servers, and Telnet management workstations.
You may assign the switch an IPv4 or IPv6 address, or both. The switch
supports only one address of each version. The switch can support all of
the features with an IPv4 address, but only a subset of the features with an
IPv6 address. To use features that are not supported by an IPv6 address,
you must assign the switch an IPv4 address instead of or along with an
IPv6 address.
Table 26. Features Requiring an IP Management Address on the Switch
Supported | Supported
Feature Description by IPv4 by IPv6
Address Address
802.1x port-based network Used with a RADIUS server for | yes no
access control port security.
Enhanced stacking Used to manage more than yes no
one switch from the same local
or remote management
session.
Ping Used to test for valid links yes yes
between the switch and other
network devices.
RADIUS client Used for remote management | yes no
authentication and for 802.1x
port-based network access
control.
RMON Used with the RMON portion yes no
of the MIB tree on an SNMP
workstation to remotely
monitor the switch.
Secure Shell server Used to remotely manage the | yes yes
switch with a Secure Shell
client.
sFlow agent Used to transmit packet yes no
statistics and port counters to
an sFlow collector on your
network.
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Table 26. Features Requiring an IP Management Address on the Switch (Continued)

Supported | Supported
Feature Description by IPv4 by IPv6
Address Address
SNMPv1, v2¢, and v3 Used to remotely manage the | yes yes
switch with SNMP.
SNTP client Used to set the date and time | yes no
on the switch from an NTP or
SNTP server on your network
or the Internet.
Static ARP entries Used to add static ARP entries | yes no
to the switch.
Syslog client Used to send the event yes no
messages from the switch to
syslog servers on your
network for storage.
TACACS+ client Used for remote management | yes no
authentication using a
TACACS+ server on your
network.
Telnet client Used to manage other network | yes yes
devices from the switch.
Telnet server Used to remotely manage the | yes yes
switch with a Telnet client.
TFTP client Used to download files to or yes yes
upload files from the switch
using a TFTP server.
Non-secure HTTP web Used to remotely manage the | yes yes
browser server switch with a web browser.
Secure HTTPS web browser Used to remotely manage the | yes yes
server switch with a web browser,
with encryption.

Here are the guidelines to assigning the switch management IPv4 and
IPv6 addresses:

O The switch supports one IPv4 address and one IPv6 address.

O A management address can be assigned to a VLAN on the switch.
It can be assigned to any VLAN, including the Default_VLAN. For
background information on VLANSs, refer to Chapter 47, “Port-
based and Tagged VLANS” on page 687.
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If you assign both IPv4 and IPv6 addresses to the switch, they
must be assigned to the same VLAN.

An IPv4 management address can be assigned manually or from a
DHCP server on your network. (To learn the switch’s MAC address
to add to a DHCP server, refer to “SHOW SWITCH” on page 131.)

An IPv6 address must be assigned manually. The switch does not
support the assignment of an IPv6 management address from a
DHCP server or by IPv6 auto assignment.

You must also assign the switch a default gateway if the
management devices (syslog servers, Telnet workstations, etc,)
are not members of the same subnet as the management address.
This IP address designates an interface on a router or other Layer
3 device that represents the first hop to the remote subnets or
networks where the network devices are located.

The default gateway address, if needed, must be a member of the
same subnet as the management address.
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Assigning an IPv4 Management Address and Default Gateway

Adding an IPv4
Management
Address

This section covers the following topics:

O “Adding an IPv4 Management Address” next
0 “Adding an IPv4 Default Gateway Address” on page 263

0 “Deleting an IPv4 Management Address and Default Gateway” on
page 264

0 “Displaying an IPv4 Management Address and Default Gateway” on
page 265

The command to assign the switch an IPv4 management address is the IP
ADDRESS command. It has to be performed from the VLAN Configuration
mode of the VLAN to which the address is to be assigned. If the VLAN
does not already exist, you have to create it before you can assign the
address. For instructions, refer to Chapter 47, “Port-based and Tagged
VLANS” on page 687.

Here is the format of the command:
ip address 7paddress/mask|dhcp

The IPADDRESS parameter is the IPv4 management address to be
assigned the switch. The address is specified in this format:

nnn.nnn.nnn.nnNnN

Each NNN is a decimal number from 0 to 255. The numbers must be
separated by periods.

The MASK parameter is a decimal number that represents the number of
bits, from left to right, that constitute the network portion of the address.
Here are a couple of basic examples:

O The decimal mask 16 is equivalent to the mask 255.255.0.0.
O The decimal mask 24 is equivalent to the mask 255.255.255.0.

Note

If a management IPv4 address is already assigned to the switch,
you must delete it before entering a new address. For instructions,
refer to “Deleting an IPv4 Management Address and Default
Gateway” on page 264.
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Here are several examples of the command. The first example assigns the
switch the management IPv4 address 149.121.43.56/24 to the
Default_ VLAN, which has the VID number 1.

Note

By default, the switch is configured with the Default VLAN which
has a VID number of 1 and includes all ports on the switch. The
Default_VLAN only has default values and cannot be created,
modified or deleted.

awplus> enabTe

awplus# configure terminal

awplus(config)# interface vlanl
awplus(config-if)# ip address 149.121.43.56/24
awplus(config-if)# exit

This example assigns the IPv4 management address 143.24.55.67 and
subnet mask 255.255.255.0 to a new VLAN titled Tech_support. The
VLAN is assigned the VID 17 and consists of untagged ports 5 and 6. The
first series of commands create the new VLAN.

awplus> enable Enter the Privileged Executive
mode from the User Exec mode.

awplus# configure terminal Enter the Global Configuration
mode.

awplus(config)# vlan database Use the VLAN DATABASE

command to enter the VLAN
Configuration mode.

awplus(config-vlan)# vian 17 name Tech_support Use the VLAN command to assign
the VID 17 and the name
Tech_support to the new VLAN.

awplus(config-vlan)# exit Return to the Global Configuration
mode.

awplus(config)# interface portl.0.5,portl.0.6 Enter the Port Interface mode for
ports 5 and 6.

awplus(config-if)# switchport access vlan 17 Use the SWITCHPORT ACCESS

VLAN command to add the ports
to the new VLAN.

awplus(config-if)# end Return to the Privileged Exec
mode.

awplus# show vlan Use the SHOW VLAN command
to confirm the configuration of the
new VLAN.

262



AT-9000 Switch Command Line User’s Guide

The next series of commands assigns the management address
143.24.55.67 and subnet mask 255.255.255.0 to the new VLAN.

awplus# configure terminal Enter the Global Configuration
mode.

awplus(config)# interface vlanl?7 Use the INTERFACE VLAN
command to move to the VLAN
Interface.

awplus(config-if)# ip address 143.24.55.67/24 Use the IP ADDRESS command

to assign the management
address 143.24.55.67 and subnet
mask 255.255.255.0 to the VLAN.

awplus(config-if)# end Return to the Privileged Exec
mode.
awplus# show ip interface Use the SHOW IP INTERFACE

command to display the new
management |IPv4 address.

Adding an IPv4
Default Gateway
Address

This example activates the DHCP client so that the management IPv4
address is assigned to the Default_VLAN:

awplus> enable

awplus# configure terminal
awplus(config)# interface vlanl
awplus(config-if)# ip address dhcp

The switch must be assigned a default gateway if the management
devices (for example, syslog servers, TFTP servers, and Telnet clients)
are not members of the same subnet as the management IPv4 address. A
default gateway is an IP address of an interface on a router or other Layer
3 device. It represents the first hop to the networks in which the
management devices reside. The switch can have only one IPv4 default
gateway and the address must be a member of the same subnet as the
management IPv4 address.

The command for assigning the default gateway is the IP ROUTE
command in the Global Configuration mode. Here is the format:

ip route 0.0.0.0/0 7paddress

The IPADDDRESS parameter is the default gateway to be assigned the
switch.
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Deleting an I1Pv4
Management
Address and
Default Gateway
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Note

If an IPv4 default gateway is already assigned to the switch, you
must delete it prior to entering the new address. For instructions,
refer to “Deleting an IPv4 Management Address and Default
Gateway” on page 264.

This example assigns the switch the default gateway address
149.121.43.23:

awplus> enabTe
awplus# configure terminal
awplus(config)# ip route 0.0.0.0/0 149.121.43.23

To verify the default route, issue these commands:

awplus(config)# exit
awplus# show ip route

For information about how to add static IPv4 routes, see “Adding Static
and Default Routes” on page 1796.

The switch does not allow you to make any changes to the current
management address on the switch. If you want to change the address or
assign it to a different VLAN, you have to delete it and recreate it, with the
necessary changes.

To delete a static IPv4 management address from the switch, enter the
NO IP ADDRESS command in the VLAN Interface mode in which the
current address is assigned. This example of the command deletes the
address from a VLAN with the VID of 17:

awplus> enable

awplus# configure terminal
awplus(config)# interface vlanl7
awplus(config-if)# no ip address

To delete an IPv4 management address assigned by a DHCP server, use
the NO IP ADDRESS DHCP command. This example of the command
deletes the management address assigned by a DHCP server, from a
VLAN on the switch with the VID of 23:

awplus> enable

awplus# configure terminal
awplus(config)# interface vlan23
awplus(config-if)# no ip address dhcp

To remove the current default gateway, use the NO form of the IP ROUTE
command. The command must include the current default gateway. This
example removes the default route 149.121.43.23:
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awplus> enable
awplus# configure terminal
awplus(config)# no ip route 0.0.0.0/0 149.121.43.23

The easiest way to view the IPv4 management address and default

IPv4 Qateway address of the switch is with the SHOW IP ROUTE command. It
M ¢ displays both addresses at the same time. The command is found in the
anagemen Privileged Exec mode, as shown here:
Address and
Default Gateway awplus# show ip route
See Figure 64 on page 265 for an example of the information. The
management IPv4 address of the switch is displayed in the first entry in the
table and the default gateway address, if assigned to the switch, in the
second entry. Figure 64 displays an example of the information.
Destination Mask NextHop Interface Protocol
192.168.1.0 255.255.255.0 192.168.1.1 vlanl-0 INTERFACE

Figure 64. SHOW IP ROUTE Command
The columns in the display are defined in Table 28 on page 290.

To view only the management IP address, use the SHOW IP INTERFACE
command, also in the Privileged Exec mode:

awplus# show ip interface

Here is an example of the information from the command.
Interface IP Address Status Protocol
VLAN14-0 123.94.146.72 admin up down

Figure 65. SHOW IP INTERFACE Command

For definitions of the columns: See “SHOW IP INTERFACE” on page 289.
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Assigning an IPv6 Management Address and Default Gateway
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Adding an IPvé6
Management
Address

This section covers the following topics:

0 “Adding an IPv6 Management Address” next
0 “Adding an IPv6 Default Gateway Address” on page 267

0 “Deleting an IPv6 Management Address and Default Gateway” on
page 268

0 “Displaying an IPv6 Management Address and Default Gateway” on
page 269

The command to assign the switch an IPv6 management address is the
IPv6 ADDRESS command. As with the IPv4 address command, this
command has to be performed in the VLAN Configuration mode of the
VLAN to which the address is to be assigned. If the VLAN does not
already exist, you have to create it first. For instructions, refer to Chapter
47, “Port-based and Tagged VLANs” on page 687. If the switch already
has an IPv4 address, the IPv6 address must be assigned to the same
VLAN as that address.

Here is the format of the command:
ipv6 address 7paddress/mask

The IPADDRESS parameter is the management IPv6 address for the
switch, entered in this format:

nnnn:nnnn:nnNN:nNNN:NNNN.NNNN:NNNN:NNNN

Where N is a hexadecimal digit from 0 to F. The eight groups of digits are
separated by colons. Groups where all four digits are ‘0’ can be omitted.
Leading ‘O’s in groups can also be omitted. For example, the following
IPv6 addresses are equivalent:

12¢c4:421e:09a8:0000:0000:0000:00a4:1c50
12c4:421e:9a8::a4:1c50

The MASK parameter is a decimal number that represents the number of
bits, from left to right, that constitute the network portion of the address.
For example, an address whose network designator consists of the first
eight bytes would need a mask of 64 bits.
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Note

If there is a management IPv6 address already assigned to the
switch, you must delete it prior to entering the new address. For
instructions, refer to “Deleting an IPv6 Management Address and
Default Gateway” on page 268.

Here are several examples of the command. The first example assigns the
switch this static management IPv6 address to the Default_VLAN with VID
number 1.

90:0a21:091b:0000:0000:0000:09bd:c458
Here are the commands:

awplus> enable

awplus# configure terminal

awplus(config)# interface vlanl

awplus(config-if)# ipv6 address 90:a21:91b::9bd:c458/64
awplus(config-if)# exit

This example assigns a management IPv6 address to a VLAN with the
VID 8:

awplus> enable

awplus# configure terminal

awplus(config)# interface vlan8

awplus(config-if)# ipv6 address 1857:80cf:d54::1a:8f57/64
awplus(config-if)# exit

Note

You cannot use a DHCP server or SLAAC (State Address
Autoconfiguration) to assign the switch a dynamic IPv6 address. The
switch supports only a single static IPv6 address.

The switch must be assigned a default gateway if the management
devices (for example, TFTP servers, Telnet clients and SSH clients) are
not members of the same subnet as its management IPv6 address. A
default gateway is an IP address of an interface on a router or other Layer
3 device that is the first hop to the networks in which the management
devices are located. The switch can have only one IPv6 default gateway
and the address must be a member of the same subnet as the
management |IPv6 address.

The command for assigning the default gateway is the IPV6 ROUTE
command in the Global Configuration mode. Here is the format of the
command:

ipv6 route ::/0 7paddress
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Deleting an IPv6
Management
Address and
Default Gateway
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The IPADDDRESS parameter is the default gateway to be assigned the
switch. The address must be an IPv6 address and it must be a member of
the same subnet as the management IPv6 address.

Note
This configuration is different in the AT-8000GS switch where the
gateway is specified as the Link Local address.

Note

If there is an IPv6 default gateway already assigned to the switch,
you must delete it prior to entering the new default gateway. For
instructions, refer to “Deleting an IPv6 Management Address and
Default Gateway” on page 268.

This example assigns the switch the default gateway address
389c:be4d5:78::c45:8156:

awplus> enable
awplus# configure terminal
awplus(config)# ipv6 route ::/0 389c:be45:78::c45:8156

To verify the default route, issue these commands:

awplus(config-if)# end
awplus# show ipv6 route

To delete a static IPv6 management address, enter the NO IPV6
ADDRESS command in the VLAN Interface mode in which the current
address is assigned. This example of the command deletes the address
from a VLAN with the VID 21:

awplus> enable

awplus# configure terminal
awplus(config)# interface vlan2l
awplus(config-if)# no ipv6 address

To remove the default gateway, use the NO form of the IPV6 ROUTE
command. The command must include the current default gateway. Here
is the format of the command:

no ipv6 route ::/0 7paddress

The IPADDRESS parameter specifies the default route to be deleted. This
example deletes the default route 389c:be45:78::¢c45:8156:

awplus> enable
awplus# configure terminal
awpTlus(config)# no ipv6 route ::/0 389c:bed5:78::c45:8156
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Displaying an  There are two commands for displaying a management IPv6 address and
IPve default gateway. If the switch has both an IPv6 address and default
gateway, you can display both of them with the SHOW IPV6 ROUTE
Management command, in the Privileged Exec mode, as shown here:
Address and

I)efault(}atevvay awplus# show ipv6 route

Here is an example of the information. The default route is displayed first,
followed by the management address.

IPv6 Routing Table
Codes: C - connected, S - static

S 0:0:0:0:0:0:0:0/0 via 832a:5821:b34a:0:0:0:187:14, vlan4-0

C 832a:5821:b34a:0:0:0:187:95a/64 via ::, vlan4-0

Figure 66. SHOW IPV6 ROUTE Command

Another way to display just the management address is with the SHOW
IPV6 INTERFACE command, shown here:

awplus# show ipv6 interface

Here is an example of the information from the command.
Interface IPv6-Address Status Protocol
VLAN3-0 832a:5821:b34a:0:0:0:187:95a/64 admin up down

Figure 67. SHOW IPV6 INTERFACE Command

The columns are defined in Table 29 on page 292.
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IPv4 and IPv6 Management Address

Commands

The IPv4 and IPv6 management address commands are summarized in

Table 27.

Table 27. Management IP Address Commands

Command

Mode

Description

“CLEAR IPV6 NEIGHBORS” on
page 273

Privileged Exec

Clears all dynamic IPv6 neighbor
entries.

“IP ADDRESS” on page 274

VLAN Interface

Assigns the switch a static IPv4
management address.

“IP ADDRESS DHCP” on page 276

VLAN Interface

Assigns the switch an IPv4
management address from a DHCP
server on your network.

“IP ROUTE” on page 278

Global
Configuration

Assigns the switch an IPv4 default
gateway address.

“IPv6 ADDRESS” on page 280

VLAN Interface

Assigns the switch a static IPv6
management address.

“IPV6 ROUTE” on page 282

Global
Configuration

Assigns the switch an IPv6 default
gateway address.

“‘NO IP ADDRESS” on page 284

VLAN Interface

Deletes the IPv4 management
address.

“‘NO IP ADDRESS DHCP” on
page 285

VLAN Interface

Deactivates the IPv4 DHCP client on
the switch.

“‘NO IP ROUTE” on page 286

Global
Configuration

Deletes the IPv4 default gateway.

“NO IPV6 ADDRESS” on page 287

VLAN Interface

Deletes the IPv6 management
address.

“NO IPV6 ROUTE” on page 288

Global
Configuration

Deletes the IPv6 default gateway.

“SHOW IP INTERFACE” on page 289

Privileged Exec

Displays the IPv4 management
address.

“‘SHOW IP ROUTE” on page 290

Privileged Exec

Displays the IPv4 management
address and default gateway.
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Table 27. Management IP Address Commands (Continued)

Command Mode Description

“‘SHOW IPV6 INTERFACE” on Privileged Exec | Displays the IPv4 management
page 292 address.

“‘SHOW IPV6 ROUTE” on page 293 Privileged Exec | Displays the IPv6 management
address and default gateway.
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CLEAR IPV6 NEIGHBORS

Syntax

clear 1ipv6 neighbors

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to clear all of the dynamic IPv6 neighbor entries.
Example

This example clears all of the dynamic IPv6 neighbor entries:

awplus> enable
awplus# clear ipv6 neighbors
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IP ADDRESS
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Syntax

ip address ipaddress/mask

Parameters

ipaddress
Specifies a management IPv4 address for the switch. The address
is specified in the following format:

nnn.nnn.nnn.nnNn

Where each NNN is a decimal number from 0 to 255. The numbers
must be separated by periods.

mask
Specifies the subnet mask for the address. The mask is a decimal
number that represents the number of bits, from left to right, that
constitute the network portion of the address. For example, the
IPv4 decimal masks 16 and 24 are equivalent to masks
255.255.0.0 and 255.255.255.0, respectively.

Mode

VLAN Interface mode

Description

Use this command to manually assign the switch an IPv4 management
address. You must perform this command from the VLAN Interface mode
of the VLAN to which to the address is to be assigned.

To assign the switch an IPv4 address from a DHCP server, refer to “IP
ADDRESS DHCP” on page 276.

An IPv4 management address is required to support the features listed in
Table 26 on page 258. The switch can have only one IPv4 address, and it
must be assigned to the VLAN from which the switch is to communicate
with the management devices (such as Telnet workstations and syslog
servers). The VLAN must already exist on the switch before you use this
command.

Confirmation Command

“SHOW IP INTERFACE” on page 289
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Examples

This example assigns the switch the IPv4 management address
142.35.78.21 and subnet mask 255.255.255.0. The address is assigned to
the Default VLAN, which has the VID 1:

awplus> enable

awplus# configure terminal

awplus(config)# interface vlanl
awplus(config-if)# ip address 142.35.78.21/24

This example assigns the switch the IPv4 management address
116.152.173.45 and subnet mask 255.255.255.0. The VLAN assigned the
address has the VID 14:

awplus> enable

awplus# configure terminal

awplus(config)# interface vlanl4
awplus(config-if)# ip address 116.152.173.45/24
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IP ADDRESS DHCP
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Syntax

ip address dhcp

Parameters

None

Mode

VLAN Interface mode

Description

Use this command to assign the switch an IPv4 management address
from a DHCP server. This command activates the DHCP client, which
automatically queries the network for a DHCP server. The client also
queries for a DHCP server whenever you reset or power cycle the switch.

You must perform this command from the VLAN Interface mode of the
VLAN to which you want to assign the address.

The switch must have a management IPv4 address to support the
features listed in Table 26 on page 258. The switch can have only one
IPv4 address, and it must be assigned to the VLAN from which the switch
is to communicate with the management devices (such as Telnet
workstations and syslog servers). The VLAN must already exist on the
switch.

To manually assign the switch an IPv4 address, refer to “IP ADDRESS” on
page 274.

Note

You cannot assign the switch a dynamic IPv6 address from a DHCP
server. An IPv6 management address must be assigned manually
with “IPV6 ADDRESS” on page 280.

Confirmation Commands

“‘SHOW IP INTERFACE” on page 289 and “SHOW IP ROUTE” on
page 290
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Example

This example activates the DHCP client so that the switch obtains its IPv4
management address from a DHCP server on your network. The address
is applied to a VLAN with the VID 4:

awplus> enable

awplus# configure terminal
awplus(config)# interface vlan4
awplus(config-if)# ip address dhcp
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IP ROUTE
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Syntax

ip route 0.0.0.0/0 7paddress

Parameters

ipaddress
Specifies an IPv4 default gateway address.

Mode

Global Configuration mode

Description

Use this command to assign the switch an IPv4 default gateway address.
A default gateway is an address of an interface on a router or other Layer
3 device. The switch uses the address as the first hop to reaching remote
subnets or networks when communicating with management network
devices, such as Telnet clients and syslog servers, that are not members
of the same subnet as its IPv4 address.

You must assign the switch a default gateway address if both of the
following are true:
O You assigned the switch an IPv4 management address.
O The management network devices are not members of the same
subnet as the management IP address.

Review the following guidelines before assigning a default gateway
address to the switch:

O The switch can have just one IPv4 default gateway address.
O The switch must already have an IPv4 management address.

O The management address and the default gateway address must
be members of the same subnet.

Confirmation Command

“‘SHOW IP ROUTE” on page 290
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Example

This example assigns the switch the IPv4 default gateway address
143.87.132.45:

awplus> enable

awplus# configure terminal
awplus(config)# ip route 0.0.0.0/0 143.87.132.45
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IPV6 ADDRESS
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Syntax

ipv6 address 7paddress/mask

Parameters

ipaddress
Specifies an IPv6 management address for the switch. The
address is entered in this format:

nnnn:nnnn:nnNN:nNNN:NNNN:NNNN:NNNN:NNNN

Where N is a hexadecimal digit from 0 to F. The eight groups of
digits have to be separated by colons. Groups where all four digits
are ‘0’ can be omitted. Leading ‘0’s in groups can also be omitted.
For example, the following IPv6 addresses are equivalent:

12¢c4:421e:09a8:0000:0000:0000:00a4:1c50
12c4:421e:9a8::a4:1c50

mask
Specifies the subnet mask of the address. The mask is a decimal
number that represents the number of bits, from left to right, that
constitute the network portion of the address. For example, an
address whose network designator consists of the first eight bytes
would need a mask of 64 bits.

Mode

VLAN Interface mode

Description

Use this command to manually assign the switch an IPv6 management
address. You must perform this command from the VLAN Interface mode
of the VLAN to which to the address is to be assigned.

Note
An IPv6 management address must be assigned manually. The
switch cannot obtain an IPv6 address from a DHCP server.

The switch must have a management address to support the features
listed in Table 26 on page 258. The switch can have only one IPv6
address, and it must be assigned to the VLAN from which the switch is to
communicate with the management devices (such as Telnet workstations
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and syslog servers). The VLAN must already exist on the switch before
you use this command.

Confirmation Commands

“SHOW IPV6 INTERFACE” on page 292 and “SHOW IPV6 ROUTE” on
page 293

Examples

This example assigns the IPv6 management address
4¢c57:17a9:11::190:a1d4/64 to the Default_VLAN, which has the VID 1:

awplus> enable

awplus# configure terminal

awplus(config)# interface vlanl

awplus(config-if)# ipv6 address 4c57:17a9:11::190:al1d4/64

This example assigns the switch the IPv6 management IPv4 address
7891:¢45b:78::96:24/64 to a VLAN with the VID 4:

awplus> enable

awplus# configure terminal

awplus(config)# interface vlan4

awplus(config-if)# ipv6 address 7891:c45b:78::96:24/64
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IPV6 ROUTE
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Syntax

ipv6 route ::/0 7paddress

Parameters

ipaddress

Mode

Specifies an IPv6 address of a default gateway. The address is
entered in this format:

nnnn:nnnn:nnnN:nnNN:nNNN:NNNN:NNNN:nNNN

Where N is a hexadecimal digit from 0 to F. The eight groups of
digits have to be separated by colons. Groups where all four digits
are ‘0’ can be omitted. Leading ‘0’s in groups can also be omitted.

Global Configuration mode

Description

Use this command to assign the switch an IPv6 default gateway address.
A default gateway is an address of an interface on a router or other Layer
3 device. It defines the first hop to reaching the remote subnets or
networks where the network devices are located. You must assign the
switch a default gateway address if both of the following are true:

a
a

You assigned the switch an IPv6 management address.

The remote management devices (such as Telnet workstations
and TFTP servers) are not members of the same subnet as the
IPv6 management address.

Review the following guidelines before assigning a default gateway
address:

a
a
a

The switch can have just one IPv6 default gateway.
The switch must already have an IPv6 management address.

The IPv6 management address and the default gateway address
must be members of the same subnet.

Confirmation Command

“‘SHOW IPV6 ROUTE” on page 293
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Example

This example assigns the switch the IPv6 default gateway address
45ab:672:934c::78:17¢cb:

awplus> enable

awplus# configure terminal
awplus(config)# ipv6 route ::/0 45ab:672:934c::78:17chb
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NO IP ADDRESS
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Syntax
no ip address
Parameters

None

Mode

VLAN Interface mode

Description

Use this command to delete the current IPv4 management address from
the switch if the address was assigned manually. If a DHCP server
supplied the address, refer to “NO IP ADDRESS DHCP” on page 285.
You must perform this command from the VLAN Interface mode of the
VLAN to which the address is attached.

Note

The switch uses the IPv4 management address to perform the
features listed Table 26 on page 258. If you delete it, the switch will
not support the features unless it also has an IPv6 management
address.

Confirmation Commands

“SHOW IP INTERFACE” on page 289 and “SHOW IP ROUTE” on
page 290

Example

This example removes the static IPv4 management address from the
VLAN with the VID 15:

awplus> enable

awplus# configure terminal
awplus(config)# interface vlanl5
awplus(config-if)# no ip address
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NO IP ADDRESS DHCP

Syntax
no ip address dhcp
Parameters

None

Mode

VLAN Interface mode

Description

Use this command to delete the current IPv4 management address from
the switch if the address was assigned by a DHCP server. You must
perform this command from the VLAN Interface mode of the VLAN to
which the address is attached. This command also disables the DHCP
client.

Note

The switch uses the IPv4 management address to perform the
features listed Table 26 on page 258. If you delete it, the switch will
not support the features unless it also has an IPv6 management
address.

Confirmation Command

“SHOW IP INTERFACE” on page 289 and “SHOW IP ROUTE” on
page 290

Example

This example removes the IPv4 management address from a VLAN with
the VID 3 and disables the DHCP client:

awplus> enable

awplus# configure terminal
awplus(config)# interface vlan3
awplus(config-if)# no ip address dhcp
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NO IP ROUTE
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Syntax
no ip route 0.0.0.0/0 7paddress
Parameters

ipaddress
Specifies the current default gateway.

Mode

Global Configuration mode

Description

Use this command to delete the current IPv4 default gateway. The
command must include the current default gateway.

Confirmation Command

“‘SHOW IP ROUTE” on page 290

Example

This example deletes the default route 121.114.17.28 from the switch:

awplus> enable
awplus# configure terminal
awplus(config)# no ip route 0.0.0.0/0 121.114.17.28
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NO IPV6 ADDRESS

Syntax
no ipv6 address
Parameters

None

Mode

VLAN Interface mode

Description

Use this command to delete the current IPv6 management address from
the switch. You must perform this command from the VLAN Interface
mode of the VLAN to which the address is attached.

Note

The switch uses the IPv6 management address to perform the
features listed Table 26 on page 258. If you delete it, the switch will
not support the features unless it also has an IPv4 management
address.

Confirmation Command

“‘SHOW IPV6 INTERFACE” on page 292 and “SHOW IPV6 ROUTE” on
page 293

Example

This example removes the static IPv6 management address from the
VLAN with the VID 3:

awplus> enable

awplus# configure terminal
awplus(config)# interface vlan3
awplus(config-if)# no ipv6 address
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NO IPV6 ROUTE
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Syntax
no ipv6 route ::/0 7paddress
Parameters

ipaddress
Specifies the current IPv6 default gateway.

Mode

Global Configuration mode

Description

Use this command to delete the current IPv6 default gateway from the
switch. The command must include the current default gateway.

Confirmation Command

“‘SHOW IPV6 ROUTE” on page 293

Example

This example deletes the IPv6 default route 2b45:12:9ac4::5bc7:89 from
the switch:

awplus> enabTe
awplus# configure terminal
awplus(config)# no ipv6 route ::/0 2b45:12:9ac4::5bc7:89
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SHOW IP INTERFACE

Syntax

show ip interface
Parameters

None

Mode

Privileged Exec mode
Description

Use this command to display the management IP address on the switch.
Figure 68 is an example of the information.

Interface IP Address
VLAN14-0 123.94.146.72

Figure 68. SHOW IP INTERFACE Command

The Interface field is the VID of the VLAN to which the management IP
address is assigned. The IP Address field is the management IP address
of the switch.

Example

The following example displays the management IP address assigned to a
switch:

awplus# show ip interface
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SHOW IP ROUTE

Syntax

show ip route
Parameters

None

Mode

Privileged Exec mode

Description

Use this command to display the routes on the switch. Figure 69 displays
an example of the information.

Figure 69. SHOW IP ROUTE Command

The fields are described in Table 28.

Table 28. SHOW IP ROUTE Command

Parameter Description

Mask The masks of the management IP
address and the default gateway address.
The mask of the default gateway is
always 0.0.0.0.

NextHop The management IP address and the
default gateway address. The
management IP address is the first entry
in the table, and the default gateway
address is the second entry.

Interface The VID of the VLAN to which the
management IP address is assigned.
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Example

The following example displays the routes on the switch:

awplus# show ip route
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SHOW IPV6 INTERFACE

Syntax

show ipv6 interface
Parameters

None

Mode

Privileged Exec mode

Description

Use this command to display the IPv6 management address on the
switch. Figure 70 is an example of the information.

Interface IPv6-Address
VLAN3-0 832a:5821:b34a:0:0:0:187:95a/64

Figure 70. SHOW IPV6 INTERFACE Command

The fields are described in Table 29.

Table 29. SHOW IPV6 INTERFACE Command

Parameter Description
Interface The VID of the VLAN to which the
management address is assigned.
IPv6 Address The IPv6 management address of the
switch.
Example

The following example displays the IPv6 management address:

awplus# show ipv6 interface
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SHOW IPV6 ROUTE

Syntax
show ipv6 route
Parameters

None

Mode

Privileged Exec mode

Description

Use this command to display the IPv6 management address and default

gateway on the switch. Figure 71 is an example of the information. The
default route is display first, followed by the management address.

IPv6 Routing Table
Codes: C - connected, S - static

S 0:0:0:0:0:0:0:0/0 via 832a:5821:b34a:0:0:0:187:14, vlan4-0

C 832a:5821:b34a:0:0:0:187:95a/64 via ::, vlan4-0

Figure 71. SHOW IPV6 ROUTE Command

Example

The following example displays the IPv6 management address and default
gateway:

awplus# show ipv6 route
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Chapter 15

Simple Network Time Protocol (SNTP)
Client

This chapter contains the following information:

O “Overview” on page 296

O “Activating the SNTP Client and Specifying the IP Address of an NTP
or SNTP Server” on page 297

“Configuring Daylight Savings Time and UTC Offset” on page 298
“Disabling the SNTP Client” on page 300
“Displaying the SNTP Client” on page 301

a aaa

“Displaying the Date and Time” on page 302
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Overview

296

The switch has a Simple Network Time Protocol (SNTP) client for setting
its date and time from an SNTP or NTP server on your network or the
Internet. The date and time are added to the event messages that are
stored in the event log and sent to syslog servers.

The switch polls the SNTP or NTP server for the date and time when you
configure the client and when the unit is powered on or reset.

Here are the guidelines to using the SNTP client:

a

You must specify the IP address of the SNTP or NTP server from
which the switch is to obtain the date and time. You can specify
only one IP address. For instructions, refer to “Activating the SNTP
Client and Specifying the IP Address of an NTP or SNTP Server’
on page 297.

You must configure the client by specifying whether the locale of
the switch is in Standard Time or Daylight Savings Time. For
instructions, refer to “Configuring Daylight Savings Time and UTC
Offset” on page 298.

You must specify the offset of the switch from Coordinated
Universal Time (UTC). For instructions, refer to “Configuring
Daylight Savings Time and UTC Offset” on page 298.

The switch must have a management IP address to communicate
with an SNTP or NTP server. For instructions, refer to “Adding a
Management IP Address” on page 44 or Chapter 13, “IPv4 and
IPv6 Management Addresses” on page 257.

The SNTP or NTP server must be a member of the same subnet
as the management IP address of the switch or be able to access it
through routers or other Layer 3 devices.

If the management IP address of the switch and the IP address of
the SNTP or NTP server are members of different subnets or
networks, you must also assign the switch a default gateway. This
is the IP address of a routing interface that represents the first hop
to reaching the remote network of the SNTP or NTP server. For
instructions, refer to “Adding a Management IP Address” on

page 44 or Chapter 13, “IPv4 and IPv6 Management Addresses”
on page 257.
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Activating the SNTP Client and Specifying the IP Address of an NTP or
SNTP Server

To activate the SNTP client on the switch and to specify the IP address of
an NTP or SNTP server, use the NTP PEER command in the Global
Configuration mode. You can specify the IP address of only one server.

This example of the command specifies 1.77.122.54 as the IP address of
the server:

awplus> enable
awplus# configure terminal
awplus(config)# ntp peer 1.77.122.54

To display the date and time, use the SHOW CLOCK command in the
User Exec and Privileged Exec modes.

awplus# show clock
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Configuring Daylight Savings Time and UTC Offset

If the time that the NTP or SNTP server provides to the switch is in
Coordinated Universal Time (UTC), it has to be converted into local time.
To do that, the switch needs to know whether to use Standard Time (ST)
or Daylight Savings Time (DST), and the number of hours and minutes it is
ahead of or behind UTC, referred to as the UTC offset.

Note

To set the daylight savings time and UTC offset, you must first
specify the IP address of an NTP server with the NTP PEER
command. For instructions, refer to “Activating the SNTP Client and
Specifying the IP Address of an NTP or SNTP Server” on page 297.

This table lists the commands you use to configure the daylight savings
time and UTC offset.

Table 30. SNTP Daylight Savings Time and UTC Offset Commands

To Use This Command Range
Configure the client for Daylight CLOCK SUMMER-TIME -
Savings Time
Configure the client for Standard NO CLOCK SUMMER-TIME -
Time.
Configure the UTC offset. CLOCK TIMEZONE +hh:mm|-hh:mm | +12 to -12
hours in

increments of
15. (The hours
and minutes
must each have
two digits.)
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The commands are located in the Global Configuration mode. This
example configures the client for DST and a UTC offset of -8 hours:

awplus> enable

awplus# configure terminal
awplus(config)# clock summer-time
awplus(config)# clock timezone -08:00
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In this example, the client is configured for ST and a UTC offset of +2
hours and 45 minutes:

awplus> enable

awplus# configure terminal
awplus(config)# no clock summer-time
awplus(config)# clock timezone +02:45
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Disabling the SNTP Client

To disable the SNTP client so that the switch does not obtain its date and
time from an NTP or SNTP server, use the NO PEER command in the
Global Configuration mode:

awplus> enable

awplus# configure terminal
awplus(config)# no ntp peer
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Displaying the SNTP Client

To display the settings of the SNTP client on the switch, use the SHOW
NTP ASSOCIATIONS command in the Privileged Exec mode.

awplus# show ntp associations

The following is displayed:

SNTP Configuration:

StAtUS . iv ittt it e enn e Enabled

Y=Y V2= ol 149.134.23.154
UTC Ooffset ..., +2

Daylight Savings Time (DST) ... Enabled

Figure 72. SHOW NTP ASSOCIATIONS Command
The fields are described in Table 32 on page 311.

To learn whether the switch has synchronized its time with the designated
NTP or SNTP server, use the SHOW NTP STATUS command. An
example of the information is shown in Figure 73.

Clock is synchronized, reference is 149.154.42.190
Clock offset is -5

Figure 73. SHOW NTP STATUS Command
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Displaying the Date and Time

To display the date and time, use the SHOW CLOCK command in the
User Exec mode or Privileged Exec mode:

awplus# show clock
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SNTP Client Commands

The SNTP commands are summarized in Table 31.

Table 31. Simple Network Time Protocol Commands

Command Mode Description
“‘CLOCK SUMMER-TIME” on Global Activates Daylight Savings Time on
page 304 Configuration the SNTP client.
“CLOCK TIMEZONE” on page 305 Global Sets the UTC offset value, the time
Configuration difference in hours and minutes
between local time and Coordinated
Universal Time (UTC).
“‘NO CLOCK SUMMER-TIME” on Global Deactivates Daylight Savings Time
page 306 Configuration and enables Standard Time.
“‘NO NTP PEER” on page 307 Global Disables the NTP client.
Configuration
“‘“NTP PEER” on page 308 Global Specifies the IP address of the NTP or
Configuration SNTP server from which the switch is
to obtain the date and time.
“‘“PURGE NTP” on page 309 Global Restores the default settings to the
Configuration SNTP client.

“SHOW CLOCK" on page 310

User Exec and
Privilege Exec

Displays the date and time.

“SHOW NTP ASSOCIATIONS” on
page 311

Privilege Exec

Displays the settings of the NTP client
on the switch.

“‘SHOW NTP STATUS” on page 313

Privilege Exec

Displays whether the switch has
synchronized its time with the
specified NTP or SNTP server.
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CLOCK SUMMER-TIME

304

Syntax
clock summer-time
Parameters

None

Mode

Global Configuration mode

Description

Use this command to enable Daylight Savings Time (DST) on the SNTP
client.

Note

The switch does not set the DST automatically. If the switch is in a
locale that uses DST, you must remember to enable this when DST
begins and disable when DST ends. If the switch is in a locale that
does not use DST, set this option to disabled all the time. To disable
DST on the client, refer to “NO CLOCK SUMMER-TIME” on

page 306.

Confirmation Command

“SHOW NTP ASSOCIATIONS” on page 311

Example
The following example enables DST on the SNTP client:
awplus> enable

awplus# configure terminal
awplus(config)# clock summer-time
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CLOCK TIMEZONE

Syntax

clock timezone +hh:mm| -hh:mm

Parameters

hh:mm
Specifies the number of hours and minutes difference between
Coordinated Universal Time (UTC) and local time. HH are hours in
the range of -12 to +12, and MM are minutes in the range of
increments of 15. The value is specified as ahead of (positive) or
behind (negative) UTC. You must include both the hours and
minutes, and both must have two digits. The default is 00:00.

Mode

Global Configuration mode

Description

Use this command to set the UTC offset, which is used by the switch to
convert the time from an SNTP or NTP server into local time. You must
configure the NTP client with “NTP PEER” on page 308 before setting the
UTC offset.

Confirmation Command

“‘SHOW NTP ASSOCIATIONS” on page 311

Examples

This example specifies a time difference of -2 hours between UTC and
local time:

awplus> enable
awplus# configure terminal
awplus(config)# clock timezone -02:00

This example specifies a time difference of +4 hours and 15 minutes
between UTC and local time:

awplus> enable

awplus# configure terminal
awplus(config)# clock timezone +04:15
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NO CLOCK SUMMER-TIME

306

Syntax

no clock summer-time

Parameters

None

Mode

Global Configuration mode

Description

Use this command to disable Daylight Savings Time (DST) and activate
Standard Time (ST) on the SNTP client.

Confirmation Command

“‘SHOW NTP ASSOCIATIONS” on page 311

Examples

The following example disables Daylight Savings Time (DST) and
activates Standard Time (ST) on the SNTP client:

awplus> enable
awplus# configure terminal
awplus(config)# no clock summer-time
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NO NTP PEER

Syntax

no ntp server

Parameter

None

Mode

Global Configuration mode

Description

Use this command to deactivate the SNTP client on the switch. When the
client is disabled, the switch does not obtain its date and time from an
SNTP or NTP server the next time it is reset or power cycled.

Confirmation Command

“‘SHOW NTP ASSOCIATIONS” on page 311

Example
The following example deactivates the SNTP client on the switch:
awplus> enable

awplus# configure terminal
awplus(config)# no ntp peer
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NTP PEER

308

Syntax

ntp peer 7paddress

Parameter

ipaddress
Specifies an IP address of an SNTP or NTP server.

Mode

Global Configuration mode

Description

Use this command to activate the NTP client on the switch and to specify
the IP address of the SNTP or NTP server from which it is to obtain its
date and time. You can specify only one SNTP or NTP server. After you
enter this command, the switch automatically begins to query the network
for the defined server.

Confirmation Command

“SHOW NTP ASSOCIATIONS” on page 311

Example
This example defines the IP address of the SNTP server as 1.77.122.54:
awplus> enable

awplus# configure terminal
awplus(config)# ntp peer 1.77.122.54
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PURGE NTP

Syntax
purge ntp
Parameter

None

Mode

Global Configuration mode

Description

Use this command to disable the SNTP client, delete the |P address of the
SNTP or NTP server, and restore the client settings to the default values.

Confirmation Command

“‘SHOW NTP ASSOCIATIONS” on page 311

Example

The following example disables the SNTP client, deletes the IP address of
the SNTP or NTP server, and restores the client settings to the default
values:

awplus> enable

awplus# configure terminal
awplus(config)# purge ntp
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SHOW CLOCK

Syntax

show clock

Parameters

None

Modes

User Exec mode and Privileged Exec mode

Description

Use this command to display the switch’s date and time.

Example
The following example displays the switch’s date and time.

awplus# show clock
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SHOW NTP ASSOCIATIONS

Syntax
show ntp associations
Parameters

None

Mode

Privileged Exec mode

Description

Use this command to display the settings of the SNTP client. The
information the command displays is shown in Figure 74.

NTP Configuration:

Y o= of U 13 Enabled
Y =0 2= 192.168.20.27
UTC Offset .....iviiiininnnnn +02:00
Daylight Savings Time (DST) ... Enabled

Figure 74. SHOW NTP ASSOCIATIONS Command

The information is described here:

Table 32. SHOW NTP ASSOCIATIONS Command

Parameter Description

Status The status of the SNTP client software on
the switch. The status can be either
enabled or disabled. If enabled, the switch
seeks its date and time from an NTP or
SNTP server. The default is disabled.

To enable the client, use “NTP PEER” on
page 308. To disable the client, refer to
“‘NO NTP PEER” on page 307.

Server The IP address of an NTP or SNTP
server. This value is set with “NTP PEER”
on page 308.
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Table 32. SHOW NTP ASSOCIATIONS Command (Continued)

Parameter

Description

UTC Offset

The time difference in hours between
UTC and local time. The range is -12 to
+12 hours. The default is 0 hours. This
value is set with “CLOCK TIMEZONE” on
page 305.

Daylight Savings Time
(DST)

The status of the daylight savings time
setting. The status can be enabled or
disabled. This value is set with “CLOCK
TIMEZONE” on page 305.

Example

The following example displays the settings of the SNTP client:

awplus# show ntp associations
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SHOW NTP STATUS

Syntax

show ntp status

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to display the status of an NTP or SNTP server
assigned to the switch. The display states whether or not the switch has
synchronized its time with an NTP or SNTP server. An example of the
display is shown in Figure 75.

Clock 1is synchronized, reference is 192.168.20.27
Clock offset is +2:00

Figure 75. SHOW NTP STATUS Command

The IP address above is the address of the NTP or SNTP server specified
with the NTP PEER command. See “NTP PEER” on page 308. The clock
offset is configured with the CLOCK TIMEZONE command. See “CLOCK
TIMEZONE” on page 305.

Example

The following example displays the status of the NTP or SNTP server
assigned to the switch:

awplus# show ntp status
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MAC Address Table

This chapter discusses the following topics:

“Overview” on page 316

“Adding Static MAC Addresses” on page 318
“Deleting MAC Addresses” on page 320

“Setting the Aging Timer” on page 322
“Displaying the MAC Address Table” on page 323

g aaaa

315



Chapter 17: MAC Address Table

Overview

316

The MAC address table stores the MAC addresses of all the network
devices that are connected to the switch’s ports. Each entry in the table
consists of a MAC address, a port number where an address was learned
by the switch, and an ID number of a VLAN where a port is a member.

The switch learns the MAC addresses of the network devices by
examining the source addresses in the packets as they arrive on the ports.
When the switch receives a packet that has a source address that is not in
the table, it adds the address, along with the port number where the
packet was received and the ID number of the VLAN where the port is a
member. The result is a table that contains the MAC addresses of all the
network devices that are connected to the switch’s ports.

The purpose of the table is to allow the switch to forward packets more
efficiently. When a packet arrives on a port, the switch examines the
destination address in the packet and refers to its MAC address table to
determine the port where the destination node of that address is
connected. It then forwards the packet to that port and on to the network
device.

If the switch receives a packet with a destination address that is not in the
MAC address table, it floods the packet to all its ports, excluding the port
where the packet was received. If the ports are grouped into virtual LANs,
the switch floods the packet only to those ports that belong to the same
VLAN from which the packet originated. This prevents packets from being
forwarded to inappropriate LAN segments and increases network security.
When the destination node responds, the switch adds the node’s MAC
address and port number to the MAC address table.

If the switch receives a packet with a destination address that is on the
same port on which the packet was received, it discards the packet
without forwarding it on to any port. Because both the source node and the
destination node for the packet are located on the same port on the
switch, there is no reason for the switch to forward the packet. This, too,
increases network performance by preventing frames from being
forwarded unnecessarily to other network devices.

MAC addresses learned by the switch are referred to as dynamic
addresses. Dynamic MAC addresses are not stored indefinitely in the
MAC address table. They are automatically deleted when they are
inactive. A MAC address is considered inactive if the switch does not
receive any frames from the network device after a specified period of
time. The switch assumes that the node with that MAC address is no
longer active and that its MAC address can be purged from the table. This
prevents the MAC address table from becoming filled with addresses of
nodes that are no longer active.
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The period of time the switch waits before purging inactive dynamic MAC
addresses is called the aging time. This value is adjustable on the switch.
The default value is 300 seconds (5 minutes).

You can also enter addresses manually into the table. These addresses
are referred to as static addresses. Static MAC addresses remain in the
table indefinitely and are never deleted, even when the network devices
are inactive. Static MAC addresses are useful for addresses that the
switch might not learn through its normal learning process or for addresses
that you want the switch to retain, even when the end nodes are inactive.

317



Chapter 17: MAC Address Table

Adding Static MAC Addresses

318

The command for adding static unicast MAC addresses to the switch is
MAC ADDRESS-TABLE STATIC in the Global Configuration mode. Here
is the format of the command:

mac address-table static macaddress forward|discard
interface port [vlan vian-name|vid]

Here are the variables of the command:

O macaddress - Use this variable to specify the unicast or multicast
MAC address you want to add to the table. You can add only one
address at a time. In the command, the address must be specified
in either one of the following formats:

XXIXXIXXIXXIXXIXX O XXXX . XXXX. XXXX

0 forward|discard - Use these variables to specify whether the port is
to forward or discard packets that have the designated source
MAC address.

O port - Use this variable to specify the port to which the end node of
an address is connected. You can specify just one port.

O vlan-name or VID - Use this variable to specify the name or the ID
number of the VLAN of the port of the address. This information is
optional in the command.

This example adds the static MAC address 00:1B:75:62:10:84 to port 12
in the Default VLAN. The port forwards the packets of the designated
network device:

awplus> enable

awplus# configure terminal

awplus(config)# mac address-table static 00:1b:75:62:10:84
forward interface portl.0.12 vian 1

This example adds the static MAC address 00:A2:BC:34:D3:67 to port 11
in the VLAN with the ID 4. The port forwards the packets of the designated
network device:

awplus> enable

awplus# configure terminal

awplus(config)# mac address-table static 00:a2:bc:34:d3:67
forward interface portl.0.11 vilan 4

This example adds the static MAC address 00:A0:D2:18:1A:11 to port 7.
The port discards the packets of the designated network device:
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awplus> enable

awplus# configure terminal

awplus(config)# mac address-table static 00:a0:d2:18:1a:11
discard interface portl.0.7
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Deleting MAC Addresses

320

To delete MAC addresses from the switch, use the CLEAR MAC
ADDRESS-TABLE command in the Privileged Exec mode. The format of
the command is:

clear mac address-table dynamic|static [address
macaddress] | [interface port]|[vlan vid]

Here are the variables:

O dynamic - This variable lets you delete dynamic addresses.
0O static - This parameter lets you delete static addresses.

O address - You can use this parameter to delete specific addresses.
You can delete just one address at a time. In the command, the
address must be specified in either one of the following formats:

XXIXXIXXIXXIXX XX OF XXXX. XXX XL XXXX

O interface - You can use this parameter to delete all of the static or
dynamic addresses on a particular port. You can specify more than
one port at a time.

O vlan - You can use this parameter to delete all of the static or
dynamic addresses on the ports of a particular VLAN. You can
specify just one VID at a time.

This example of the command deletes all of the dynamic addresses from
the table:

awplus> enable
awplus# clear mac address-table dynamic

This example deletes all of the static addresses:

awplus> enable
awplus# clear mac address-table static

This example deletes a single dynamic address:

awplus> enable

awplus# clear mac address-table dynamic address
00:12:23:68:79:b2

This example deletes a single static address:

awplus> enable

awplus# clear mac address-table static address
00:12:a3:d4:67:da
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This example deletes all of the dynamic addresses learned on port 20:

awplus> enable
awplus# clear mac address-table dynamic interface portl.0.20

This example deletes all of the static addresses added to ports 2 to 5:
awplus> enable
awplus# clear mac address-table static interface portl.0.2-

portl.0.5

This example deletes all of the dynamic addresses learned on the ports of
the VLAN with the VID 82:

awplus> enable
awplus# clear mac address-table dynamic vlan 82

This example deletes all of the static addresses added to the ports of the
VLAN with the VID 18:

awplus> enable
awplus# clear mac address-table static vlan 18

321



Chapter 17: MAC Address Table

Setting the Aging Timer
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The aging timer defines the length of time that inactive dynamic MAC
addresses remain in the table before they are deleted by the switch. The
switch deletes inactive addresses to insure that the table contains only
active and current addresses.

The aging timer does not apply to static addresses because static
addresses are not deleted by the switch, even when the network devices
are inactive.

To set the aging timer, use the MAC ADDRESS-TABLE AGEING-TIME
command in the Global Configuration mode. Here is the format of the
command:

mac address-table ageing-time value|none

The aging-time is expressed in seconds and has a range of 10 to 1000000
seconds. The default is 300 seconds (5 minutes). The value none disables
the aging timer so that inactive MAC addresses are never deleted from the
table.

To view the current setting for the MAC address aging timer, refer to
“Displaying the MAC Address Table” on page 323.

This example sets the aging timer to 800 seconds:
awplus> enable

awplus# configure terminal
awplus(config)# mac address-table ageing-time 800
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Displaying the MAC Address Table

To view the aging time or the MAC address table, use the SHOW MAC
ADDRESS-TABLE command in the Privileged Exec mode. Here is its
format:

show mac address-table [interface port]|[vlan vid]

An example of the table is shown in Figure 76.

//Rging Interval: 300 second(s) <\\

Switch Forwarding Database

VLAN Port MAC Fwd

1 1.0.5 0011.2495.53f8 forward dynamic

1 1.0.5 0023.6¢90.08b9 forward dynamic

1 1.0.5 0024.36a0.1551 forward dynamic

1 1.0.5 0025.00d7.8908 forward dynamic

1 1.0.5 0050.50de.ad01 forward dynamic

Total Number of MAC Addresses: 121

MuTlticast Switch Forwarding Database
Total Number of MCAST MAC FDB Addresses: 1

1 01:00:51:00:00:01 Static u:18-24

Figure 76. SHOW MAC ADDRESS-TABLE Command

The columns in the window are described in “SHOW MAC ADDRESS-
TABLE” on page 334.

This example of the command displays the entire MAC address table:
awplus# show mac address-table
This example displays the MAC addresses learned on port 2:

awplus# show mac address-table interface portl.0.2
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This example displays the addresses learned on the ports in a VLAN with
the VID 8:

awplus# show mac address-table vlan 8
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MAC Address Table Commands

The MAC address table commands are summarized in Table 33.

Table 33. MAC Address Table Commands

Command Mode Description

“‘CLEAR MAC ADDRESS-TABLE” on | Privileged Exec | Deletes MAC addresses from the

page 326 MAC address table.

“MAC ADDRESS-TABLE AGEING- Global Sets the aging timer, which is used by

TIME” on page 328 Configuration the switch to identify inactive dynamic
MAC addresses for deletion from the
table.

“‘“MAC ADDRESS-TABLE STATIC” on | Global Adds static unicast MAC addresses to

page 330 Configuration the table.

“‘NO MAC ADDRESS-TABLE STATIC” | Global Deletes static unicast MAC addresses

on page 332 Configuration from the table.

“‘SHOW MAC ADDRESS-TABLE” on Privileged Exec | Displays the MAC address table and

page 334 the aging timer.
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CLEAR MAC ADDRESS-TABLE
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Syntax

clear mac address-table dynamic|static [address
macaddress] | [interface port]|[vlan vid]

Parameters

dynamic
Deletes dynamic MAC addresses.

static
Deletes static addresses.

address
Deletes a specific address.

macaddress
Specifies the address to be deleted. The address must be
specified in either one of the following formats: XX:XXx:XX:XX:XX:Xx or
XXXX. XXXX. XXXX

interface
Deletes MAC addresses learned on a specific port.

port
Specifies the port the MAC addresses to be deleted was learned
on. You can specify more than one port.

vian
Deletes MAC addresses learned on a specific VLAN.

vid
Specifies the VID of the VLAN the MAC addresses to be deleted
was learned on. You can specify just one VID.

Mode

Privileged Exec mode

Description

Use this command to delete addresses from the MAC address table.

Confirmation Command

“‘SHOW MAC ADDRESS-TABLE” on page 334.
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Examples
This example deletes all of the dynamic addresses from the table:

awplus> enable
awplus# clear mac address-table dynamic

This example deletes all of the static addresses:

awplus> enable
awplus# clear mac address-table static

This example deletes a single dynamic address:

awplus> enable

awplus# clear mac address-table dynamic address
00:12:a3:34:8b:32

This example deletes a single static address:

awplus> enable

awplus# clear mac address-table static address

00:12:a3:d4:67:da

This example deletes all of the dynamic addresses learned on ports 17 to
20:

awplus> enable

awplus# clear mac address-table dynamic interface portl.0.17-
portl.0.20

This example deletes all of the static addresses added to port 19:

awplus> enable
awplus# clear mac address-table static interface portl.0.19

This example deletes all of the dynamic addresses learned on the ports of
the VLAN with the VID 12:

awplus> enable
awplus# clear mac address-table dynamic vlan 12

This example deletes all of the static addresses added to the ports of the
VLAN with the VID 56:

awplus> enable
awplus# clear mac address-table static vlan 56
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MAC ADDRESS-TABLE AGEING-TIME
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Syntax

mac address-table ageing-time value|none

Parameter

ageing-time
Specifies the aging timer in seconds for the MAC address table.
The range is 10 to 1000000 seconds. The default is 300 seconds
(5 minutes).

Mode

Global Configuration mode

Description

Use this command to set the aging timer. The aging timer is used by the
switch to delete inactive dynamic MAC addresses from the MAC address
table, to prevent the table from becoming full of inactive addresses. An
address is considered inactive if no packets are sent to or received from
the corresponding node for the duration of the timer.

Setting the aging timer to none disables the timer. No dynamic MAC
addresses are aged out, and the table stops learning new addresses after
reaching its maximum capacity.

To return the aging timer to its default value, use the NO form of this
command.

Confirmation Command

“‘SHOW MAC ADDRESS-TABLE” on page 334.

Examples
This example sets the aging timer to 500 seconds:
awplus> enable

awplus# configure terminal
awplus(config)# mac address-table ageing-time 500
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This example disables the aging timer so that the switch does not delete
inactive dynamic MAC addresses from the table:

awplus> enable

awplus# configure terminal

awplus(config)# mac address-table ageing-time none

This example returns the aging timer to its default setting of 300 seconds:

awplus> enable
awplus# configure terminal
awplus(config)# no mac address-table ageing-time
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MAC ADDRESS-TABLE STATIC
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Syntax

mac address-table static macaddress forward|discard
interface port [vlan vian-name|vid]

Parameters

macaddress
Specifies the static unicast address you want to add to the switch’s
MAC address table. The address must be specified in either one of
the following formats: XX:XX:XX:XX:XX:XX OF XXXX.XXXX.XXXX

forward
Forwards packets containing the designated source MAC address.

discard
Discards packets containing the designated source MAC address.

port
Specifies the port(s) where the MAC address is to be assigned. A
unicast MAC address can be added to only one port.
vlan-name
Specifies the name of the VLAN where the node designated by the
MAC address is a member.
vid
Specifies the ID number of the VLAN where the node designated
by the MAC address is a member. This parameter is optional.
Mode

Global Configuration mode

Description

Use this command to add static unicast MAC addresses to the switch’s
MAC address table. A static MAC address is never timed out from the
MAC address table, even when the end node is inactive. You can add just
one static MAC address at a time with this command.

The FORWARD and DISCARD parameters are used to specify whether
the switch is to forward or discard packets containing the specified source
MAC address.
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Confirmation Command

“SHOW MAC ADDRESS-TABLE” on page 334

Examples

This example adds the static MAC address 44:¢3:22:17:62:a4 to port 4 in
the Production VLAN. The port forwards the packets from the specified
node:

awplus> enable

awplus# configure terminal

awplus(config)# mac address-table static 44:c3:22:17:62:a4
forward interface portl.0.4 vlan Production

This example adds the static MAC address 00:a0:d2:18:1d:11 to port 7 in
the Default_VLAN, which has the VID 1. The port discards the packets
from the specified node:

awplus> enable

awplus# configure terminal

awplus(config)# mac address-table static 00:a0:d2:18:1a:11
discard interface portl.0.7 vlan 1

This example adds the static MAC address 78:1a:45:¢2:22:32 to port 15 in
the Marketing VLAN. The port forwards the packets:

awplus> enable

awplus# configure terminal

awplus(config)# mac address-table static 78:1a:45:c2:22:32
forward interface portl.0.15 vlan Marketing
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NO MAC ADDRESS-TABLE STATIC

Syntax

no mac address-table static macaddress forward/discard
interface port [vlan vian-name|vid]

Parameters

macaddress
Specifies the static unicast address you want to delete from the
switch’s MAC address table. The address must be specified in
either one of the following formats: XX:XX:XX:XX:XX:XX or
XXXX. XXXX. XXXX

forward
Forwards packets containing the designated source MAC address.

discard
Discards packets containing the designated source MAC address.

port
Specifies the port(s) where the MAC address is assigned.
vlan-name
Specifies the name of the VLAN where the node of the MAC
address is a member. This parameter is optional.
vid
Specifies the ID number of the VLAN where the node of the MAC
address is a member. You can omit this parameter when removing
addresses from the Default VLAN.
Mode

Global Configuration mode

Description

Use this command to delete dynamic or static unicast addresses from the
switch’s MAC address table. This command performs the same function
as “CLEAR MAC ADDRESS-TABLE” on page 326.

Note
You cannot delete the switch’s MAC address, an STP BPDU MAC
address, or a broadcast address from the table.
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Confirmation Command

“SHOW MAC ADDRESS-TABLE” on page 334

Examples

This example deletes the MAC address 00:A0:D2:18:1A:11 from port 12 in
the Default_VLAN, which has the VID 1. The port is forwarding packets of
the owner of the address:

awplus> enable

awplus# configure terminal

awplus(config)# no mac address-table static
00:a0:d2:18:1a:11 forward interface portl.0.12 vian 1

This example deletes the MAC address 86:24:3¢:79:52:32 from port 16 in
the Sales VLAN. The port is discarding packets of the owner of the
address:

awplus> enable

awplus# configure terminal

awplus(config)# no mac address-table static
86:24:3c:79:52:32 discard interface portl.0.16 vlan Sales
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SHOW MAC ADDRESS-TABLE

334

Syntax

show mac address-table begin|exclude|include [interface
port] | [vlan vid]

Parameters

begin
Specifies the first line that matches the MAC address is displayed.
The address must be specified in either one of the following
formats: XX:XX:XX:XX:XX:XX OF XXXX.XXXX.XXXX

exclude
Indicates the specified MAC address is excluded from the display.
The address must be specified in either one of the following
formats: XX:XX:XX:XX:XX:XX OF XXXX.XXXX.XXXX

include
Indicates the specified MAC address is included in the display. The
address must be specified in either one of the following formats:
XX XXX XXEXX XX OF XXXX. XXXX. XXXX

port

Specifies a port. You may specify more than one port.
vid

Specifies a VID. You may specify one VID.
Modes

Privileged Exec mode

Description

Use this command to display the aging timer and the unicast and multicast
MAC addresses the switch has stored in the table. You may view all of the
addresses in the table or only the addresses learned on a particular port or
VLAN.

In addition, the software supports a GREP feature which allows you to
specify a MAC address that is displayed or a MAC address that is not

displayed by this command. You can also display MAC addresses that
begin with a specified value.
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An example of the table is shown in Figure 77.

//Aging Interval: 300 second(s) ‘\\

Switch Forwarding Database

VLAN Port MAC Fwd

1 1.0.1 00a0.d218.1ac8 Forward Dynamic
1 1.0.2 00a0.c416.3b80 Forward Dynamic
1 1.0.3 00a0.12c2.10c6 Forward Dynamic
1 1.0.4 00a0.c209.10d8 Forward Dynamic
1 1.0.4 00a0.3343.a187 Forward Dynamic
1 1.0.4 00a0.12a7.1468 Forward Dynamic

Total Number of MAC Addresses: 121

MuTticast Switch Forwarding Database
Total Number of MCAST MAC FDB Addresses: 1

1 01:00:51:00:00:01 Static u:18-24

Figure 77. SHOW MAC ADDRESS-TABLE Command

The Aging Interval field at the top of the table displays the aging timer of
the MAC address table.

The Switch Forwarding Database displays the static and dynamic unicast
MAC addresses the switch has stored in the table. The first address is the
MAC address of the switch. The columns are defined in Table 34.

Table 34. SHOW MAC ADDRESS-TABLE Command - Unicast Addresses

Parameter Description

VLAN The ID number of the VLAN where the
port is an untagged member.

Port The port where the address was learned
or assigned. The MAC address with port 0
is the address of the switch.

MAC The dynamic or static unicast MAC
address learned on or assigned to the
port.
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Table 34. SHOW MAC ADDRESS-TABLE Command - Unicast Addresses

Parameter Description

Fwd The status of the address. MAC
addresses have the status of Forward,
meaning that they are used by the switch
to forward packets.

(unlabeled) The type of address: static or dynamic.

The Multicast Switch Forwarding Database contains the multicast
addresses. The columns are defined in this table.

Table 35. SHOW MAC ADDRESS-TABLE Command - Multicast
Addresses

Parameter Description

VLAN The ID number of the VLAN where the
port is an untagged member.

MAC The multicast MAC address.

(unlabeled) The type of the address: static or
dynamic.

Port Maps The tagged and untagged ports on the
switch that are members of the multicast
group. This column is useful in
determining which ports belong to
different groups.

Examples

This example displays the entire MAC address table:

awplus# show mac address-table

This example displays the MAC addresses learned on ports 1 through 4:
awplus# show mac address-table interface portl.0.1-portl.0.4

This example displays the addresses learned on the ports in a VLAN with
a VID of 22:

awplus# show mac address-table vlan 22

This example displays the MAC addresses that include a value of
“90:08:B9:”

awplus# show mac address-table include 90:08:B9
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Enhanced Stacking

This chapter discusses the following topics:

“Overview” on page 338

“Configuring the Command Switch” on page 341

“Configuring a Member Switch” on page 344

“Managing the Member Switches of an Enhanced Stack” on page 346
“Changing the Enhanced Stacking Mode” on page 348
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“Uploading Boot Configuration Files from the Command Switch to
Member Switches” on page 350

a

“Uploading the Management Software from the Command Switch to
Member Switches” on page 357

0 “Disabling Enhanced Stacking” on page 359
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Overview

Command and
Member Switches

Common VLAN

338

Enhanced stacking is a management tool that allows you to manage
different AT-9000 Switches from one management session. With
enhanced stacking you can start a management session on one switch
and then redirect the session to any of the other switches in the stack,
without having to start a new session.

It is important to understand that enhanced stacking is simply a
management tool. The switches of an enhanced stack continue to function
as stand-alone devices. As such, the switches operate independently of
each other and must be configured individually. For a description of how
the feature is used, refer to “Managing the Member Switches of an
Enhanced Stack” on page 346.

Note
Enhanced stacking is only supported on standalone switches. A
standalone switch is defined as a switch with a Device ID set to 0.

An enhanced stack must have one command switch. This switch is your
management access point to the other switches in a stack. To manage the
switches of a stack, you start a local or remote management session on
the command switch and then redirect the session, as needed, to the
other switches.

The other switches in the stack are known as member switches. They can
be managed either through the command switch with enhanced stacking
or from local or remote management sessions.

O The switches of an enhanced stack do not have to be connected
together with a common VLAN. The command switch uses this
VLAN to send out broadcast packets to search for the switches in
the stack. The VLAN also carries your configuration commands to
the switches. Here are several things to keep in mind when
planning the common VLAN of an enhanced stack:

O The common VLAN can have any valid VLAN name and VLAN
identifier (VID).

O A member switch can be connected indirectly to the command
switch through other switches, so long as there is an uninterrupted
path of the common VLAN to the command switch.

O The Default VLAN can be used as the common VLAN.

O The common VLAN of the enhanced stack does not have to be
dedicated solely to that feature. It can be used like any other
VLAN.
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A member switch can be any distance from the command switch,
so long as the distance adheres to Ethernet cabling standards.

For background information on port-based and tagged virtual LANs, refer
to Chapter 47, “Port-based and Tagged VLANs” on page 687.

Guidelines Here are the enhanced stacking guidelines for the AT-9000 Switch:

a
a

A stack can have up to 24 AT-9000 Switches.

The switches of an enhanced stack must be connected together
with a common port-based or tagged VLAN.

The common VLAN does not require the same VID on all of the
switches.

You can use tagged or untagged twisted pair or fiber optic ports of
the common VLAN to connect the switches together.

A member switch does not have to be connected directly to the
command switch. It can be connected indirectly through other
switches, so long as there is an uninterrupted path of the common
VLAN to the command switch.

There are not any distance limitations between the command
switch and the member switches of a stack, other than those
dictated by the Ethernet cabling standards.

The command switch is not required to be assigned a
management |IP address. The member switches also do not
require IP addresses.

You can create more than one enhanced stack in a network by
assigning switches to different common VLANSs.

The enhanced stacking feature on the AT-9000 Switch is not
compatible with the same feature on other Allied Telesis switches,
such as the AT-8400, AT-8500, and AT-9400 Series switches.

Remote Telnet, SSH, or web browser management of an
enhanced stack must be conducted through the subnet of the
common VLAN. The remote management workstations must be
members of that subnet or have access to it through routers or
other Layer 3 devices.

The IP address 172.16.16.16 is reserved for the enhanced
stacking feature. It must not be assigned to any device on your
network.

General Steps  Here are the general steps to implementing the enhanced stacking feature
on the switches:

1. Select an AT-9000 Switch to act as the command switch of the stack.
This can be any AT-9000 Switch.
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On the switch chosen to be the command switch, activate enhanced
stacking and change its stacking status to command switch. The
commands are ESTACK RUN and ESTACK COMMAND-SWITCH,
both in the Global Configuration mode.

On the member switches, activate enhanced stacking. You do not
have to set the enhanced stacking mode on the member switch
because the member mode is the default setting.

Create a common port-based or tagged VLAN on the command and
member switches. This step is not necessary if you are using the
Default_ VLAN (VID 1) as the common VLAN.

Optionally, assign the command switch a management IP address in
the common VLAN.

If you plan to remotely manage the stack from management
workstations that are not members of the same subnet as the switch,
assign the command switch a default gateway that defines the first hop
to reaching the subnet of the workstations.

Since an enhanced stack is managed through the command switch,
only that switch must have a default gateway, and only if the remote
management workstations are not members of the same subnet as the
common VLAN of the stack.

Connect the devices together using twisted pair or fiber optic ports of
the common VLAN.
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Configuring the Command Switch

Here is

an example on how to configure the switch as the command switch

of the enhanced stack. The example creates a common VLAN and
assigns it a management IP address. Here are the specifications for this
command switch:

a aaa

a

(A defa

Common VLAN name: Tech_Support
VID: 12
Untagged VLAN ports: 18 to 22

Management IP address and subnet mask: 149.22.88.5 and
255.255.255.0

Default gateway: 149.22.88.27

ult gateway is optional, but including it allows you to manage the

switch and the enhanced stack from remote workstations that are not in
the same subnet as the command switch.)

1. This step creates the common VLAN.

awplus> enable

Enter the Privileged Exec mode
from the User Exec mode.

awplus# configure terminal

Enter the Global Configuration
mode.

awplus(config)# vlan database From the Global Configuration

mode, enter the VLAN Interface
mode.

awplus(config-vlan)# vlan

12 name Tech_Support Create the Tech_Support VLAN
and assign it the VID 12.

awplus(config-vlan)# exit

Return to the Global Configuration
mode.

awplus(config)# interface

portl.0.18-portl.0.22 Enter the Port Interface mode for
ports 18 to 22.

awplus(config-if)# switchport mode access Designate the ports as untagged
ports.

awplus(config-if)# switchport access vlan 12 Add the ports to the Tech_Support
VLAN.

awplus(config-if)# end

Return to the Privileged Exec
mode.

awplus# show vlan 12

Verify the new VLAN.
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2. Atter creating the common VLAN on the switch, assign it the
management IP address and default gateway:

awplus# configure terminal

Enter the Global Configuration
mode.

awplus(config)# interface vlanl2

From the Global Configuration
mode, enter the VLAN Interface
mode for the Tech_Support VLAN.

awplus(config-if)# ip address 149.22.88.5/24

Assign the VLAN the management
IP address, 149.22.88.5 and the
subnet mask, 255.255.255.0.

awplus(config-if)# exit

Return to the Global Configuration
mode.

awplus(config)# ip route 0.0.0.0/0 149.22.88.27

Assign the switch the default
gateway 149.22.88.27.

awplus(config)# exit

Return to the Privileged Exec
mode.

awplus# show 1ip interface

Confirm the IP address.

awplus# show 1ip route

Confirm the default route.

3. Use the ESTACK RUN command in the Global Configuration mode to
activate enhanced stacking and the ESTACK COMMAND-SWITCH
command to set the enhanced stacking mode of the switch to

command.

awplus# configure terminal

Enter the Global Configuration
mode.

awplus(config)# estack run

Activate enhanced stacking on the
switch.

awplus(config)# estack command-switch

Assign the switch the enhanced
stacking status of command
switch.

awplus(config)# exit

Return to the Privileged Exec
mode.

awplus# show estack

Confirm the stack mode of the
switch.

4. To save the configuration, enter the WRITE command in the Privileged

Executive mode.
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awplus# write Save the configuration.
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Configuring a Member Switch

This example shows you how to configure the switch as a member switch
of an enhanced stack. It configures the switch to be part of the same

enhanced stack with the same common VLAN as the command switch in
the previous example. Here are the specifications for the member switch:

0 Common VLAN name: Tech_Support

o VID: 12

O Untagged VLAN ports: 4 and 5

1. This step creates the common VLAN.

awplus> enable

Enter the Privileged Executive
mode from the User Executive
mode.

awplus# configure terminal

Enter the Global Configuration
mode.

awplus(config)# vlan database

Enter the VLAN Interface mode.

awplus(config-vlan)# vlan 12 name Tech_Support

Create the Tech_Support VLAN
and assign it the VID 12.

awplus(config-vlan)# exit

Return to the Global Configuration
mode.

awplus(config)# interface portl.0.4-portl.0.5

Enter the Port Interface mode for
ports 4 to 5.

awplus(config-if)# switchport mode access

Designate the ports as untagged
ports.

awplus(config-if)# switchport access vlan 12

Add ports 4 and 5 to the
Tech_Support VLAN.

awplus(config-if)# end

Return to the Privileged Exec
mode.

awplus# show vlan 12

Verify the new VLAN.

2. Use the ESTACK RUN command in the Global Configuration mode to
activate enhanced stacking on the switch. It is not necessary to set the
switch to the member mode because that is the default setting.

awplus# configure terminal

Enter the Global Configuration
mode.
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awplus(config)# estack run Activate enhanced stacking on the

switch.

awplus(config)# exit

Return to the Privileged Exec
mode.

awplus# show estack

Confirm the stack mode of the
switch.

To save the configuration, enter the WRITE command in the Privileged
Executive mode.

awplus# write

Save the configuration.

Connect the switches together using ports of the common VLAN.
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Managing the Member Switches of an Enhanced Stack

346

Here are the steps on how to manage the member switches of an
enhanced stack.

1.

Start a local or remote management session on the command switch
of the enhanced stack. After logging on, you can view and configure
the settings of just the command switch.

To manage a member switch in the enhanced stack, enter the SHOW
ESTACK REMOTELIST command in the Privileged Exec mode.

awplus> enable
awplus# show estack remotelist

This command displays all of the member switches in the stack. It
does not display any command switches, including the command
switch on which you started the management session. An example is
shown here.

numOofNodes 2
Num Mac Address

eccd.6d4d.6dd5

Name Mode version ModeT
dutc Member AWPLUS v2.1.6.0 AT-8100S/24
dutB Member AWPLUS v2.1.6.0 AT-8100S/24C

eccd.6d4d.6dd0

Figure 78. SHOW ESTACK REMOTELIST Command

Use the RCOMMAND command in the Global Configuration mode to
redirect the management session from the command switch to one of
the member switches in the list. The format of the command is shown
here:

rcommand switch_7d

For example, to manage the dutB switch in the list, you would enter
this command:

awplus# configure terminal
awplus(config)# rcommand 2

You can manage just one member switch at a time.

When prompted, enter the login name and password of a manager
account on the member switch you are accessing. Once you have
logged on, the command prompt for the member switch is displayed.

Configure or view the settings of the member switch, as needed.
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6. When you are finished managing the member switch, enter the EXIT
command from the User Exec mode or Privileged Exec mode to return
the management session to the command switch.

7. To manage another member switch in the enhanced stack, repeat this
procedure starting with step 2.

8. To end the management session, return to the User Exec mode or
Privileged Exec mode on the command switch and enter the EXIT
command.
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Changing the Enhanced Stacking Mode

348

If you want to change the enhanced stacking mode of a switch from
command to member, all you have to do is enter the NO ESTACK
COMMAND-SWITCH command in the Global Configuration mode, as
shown here:

awplus> enable
awplus# configure terminal
awplus(config)# no estack command-switch

You can enter this command even if the enhanced stack is functional. Of
course, once you have changed the mode on the switch to member from
command, you cannot use the switch to manage the member switches in
the stack.

Changing the switch from the member mode to the command mode can

be more problematic, particularly if the enhanced stack is functional. This
is because a member switch will not allow you to change its mode to the

command mode if it is part of an active stack.

The easiest way to determine whether the switch is part of an active stack
is to use the SHOW ESTACK command. An example of the command is
shown here:

Enhanced Stacking mode Member [1]
Management IP address 0.0.0.0

Mac address ECCD.6D4D.6DD5
Model Type AT-9000/28
version Number AWPLUS 2.1.8.0

Figure 79. SHOW ESTACK Command

If the brackets following “Member” are empty, the switch is not part of a
stack, and you can use the ESTACK COMMMAND-SWITCH command in
the Global Configuration mode to change its mode to command, as shown
here:

awplus> enable
awplus# configure terminal
awplus(config)# estack command-switch

If there is a number in the brackets following “Member,” the switch is a
member of an active enhanced stack, and it will not let you change its
mode. Here are the steps to follow in this situation:

1. On the command switch, disable enhanced stacking with the NO
ESTACK RUN command.
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2. On the member switch, change its mode from member to command
with the ESTACK COMMAND-SWITCH command.

3. On the original command switch, restart enhanced stacking with the
ESTACK RUN command and, if desired, reestablish its command
mode with the ESTACK COMMAND-SWITCH command. (Disabling
enhanced stacking changes the mode on a command switch from
command to member.)
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Uploading Boot Configuration Files from the Command Switch to

Member Switches

350

You may use the enhanced stacking feature to transfer boot configuration
files from the file system in the command switch of the enhanced stack to
member switches. This allows you to use the command switch as a central
storage device for the configuration files of the member switches in the
stack and to distribute the files to the switches in the event you need to
restore their configuration settings.

There are three situations where you are likely to find this feature useful:

O To restore the configuration to an existing member switch that has
lost its configuration or that has the wrong configuration.

O To configure a replacement switch for a failed unit.

O To configure a new switch that is to have the same configuration
as another switch.

There are several ways to use the feature. If the member switches share
the same basic configuration, you could create a generic configuration file
that contains most of the configuration settings for the switches in the
stack and store the file on the command switch. To restore the
configuration of a member switch, you could download this file to it from
the command switch and afterwards, manually configure whatever other
settings are needed for that specific member switch.

If the switches have different configurations, a generic configuration file
may not be that useful. Instead, you could store each switch’s unique
configuration file on the command switch so that you can fully restore the
configuration of any of the units.

To use the feature, you first have to store the configuration files of the
member switches on the command switch. You can upload the files from
the switches using TFTP or Zmodem and then download them into the file
system of the command switch, again using TFTP or Zmodem.

The command for transferring configuration files is the UPLOAD CONFIG
REMOTELIST command in the Global Configuration mode. The command
itself does not have any parameters. Instead, it displays two prompts for
the necessary information. The first prompt is shown here:

Enter the configuration file name ->

When you see this prompt, enter the name of the boot configuration file
you want to transfer from the command switch to the member switches.
You may specify just one filename, and the name must include the
extension .cfg.
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The second prompt is shown here:

Enter the 1ist of switches ->

At the prompt, enter the enhanced stack numbers of the member switches
to receive the file. You may upload a file to more than one member switch
at a time by separating the numbers with commas. The numbers are
viewed with the SHOW ESTACK REMOTELIST command.

There are certain things to know prior to using this feature:

a

The transfer works from the command switch to the member
switches. You may not use this feature to transfer configuration
files from member switches to the command switch.

You have to store the configuration files of the member switches in
the file system of the command switch. To do that, you have to
upload the files from the member switches using TFTP or Zmodem
and then download them onto the command switch.

Uploading a configuration file that contains the IP ADDRESS or
IPV6 ADDRESS command to more than one switch may cause an
IP address conflict in your network, in which multiple switches have
the same IP address.

A member switch has to be configured for enhanced stacking
before the command switch can upload a configuration file to it.
This means you have to activate enhanced stacking on it, and if the
common VLAN of the enhanced stack is not the Default VLAN, you
have to create the common VLAN on the switch.

When a member switch receives a boot configuration file from the
command switch, it stores the file in its file system as BOOT.CFG.

You may upload any configuration file from the command switch,
even the active boot configuration file.

Here are two examples of the feature. The first example restores a
configuration file to an existing member switch of an enhanced stack. The
example makes the following assumptions:

a
a

m

a

Enhanced stacking is already activated on the member switch.

The member switch already has the common VLAN that links the
switches of the enhanced stack together.

The name of its configuration file on the command switch is
Eng12c.cfg.

The member switch uses BOOT.CFG as its active boot
configuration file, meaning it will not be necessary to change the
name of the configuration file after is transferred to the member
switch.
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Here are the steps to perform on the command switch to upload the
configuration file from its file system to the member switch:

awplus> enable

Enter the Privileged Executive
mode from the User Executive
mode.

awplus# show estack remotelist

Display the member switches of
the enhanced stack with the
SHOW ESTACK REMOTELIST
command to learn the ID number
of the switch to receive the
configuration file.

awplus# dir

List the files in the file system of
the command switch to confirm
that it has the configuration file to
upload to the member switch. In
this example, the filename is
Eng12c.cfg file.

awplus# configure terminal

Enter the Global Configuration
mode.

awplus(config)# upload config remotelist

Enter the UPLOAD CONFIG
REMOTELIST command to begin
the file transfer.

Enter the configuration file name -> Engl2c.cfg

At the prompt, enter the name of
the configuration file the command
switch is to upload to the member
switch. The filename in this
example is Eng12c.cfg.

Enter the 1ist of switches -> 3

At the prompt, enter the enhanced
stacking ID number of the member
switch to receive the file. This
number is learned with the SHOW
ESTACK REMOTELIST
command. The example assumes
that the member switch has the ID
number 3.

At this point, the command switch
sends the file to the member
switch, which stores it in its file
system as BOOT.CFG.

awplus(config_if)# reboot estack member 3

Reboot the member switch so that
it uses the new configuration file to
set its parameters.

352




AT-9000 Switch Command Line User’s Guide

Here is another example of the feature. This example uploads a
configuration file to a new switch in an enhanced stack, such as a
replacement switch for a failed unit. This example is more complicated
than the previous example because the stack is not using the Default
VLAN as the common VLAN, and the new switch will not be using
BOOT.CFG as the name of its active boot configuration file. The example

makes the following assumptions:

O The common VLAN of the enhanced stack is called Network5a

with the VID 25.

O The common VLAN will initially consist of just untagged port 1 on

the new switch.

d The name of the boot configuration file to be downloaded to the
new switch stored for the command switch is called SalesE4.cfg

O The name of the active boot configuration file on the new switch is

to be actSalesE4.cfg

The first step is to create the common VLAN on the new switch. This is
necessary because the enhanced stack is not using the Default VLAN as
the common VLAN of the stack. To create the common VLAN and to
activate enhanced stacking, perform these steps:

1. Start a local or remote management session on the new switch.

2. Create the common VLAN on the new switch with these commands.

awplus> enable

Enter the Privileged Executive
mode from the User Executive
mode.

awplus# configure terminal

Enter the Global Configuration
mode.

awplus(config)# vlan database

Enter the VLAN Interface mode.

awplus(config-vlan)# vlan 25 name Network5a

Create the Network5a VLAN and
assign it the VID 25.

awplus(config-vlan)# exit

Return to the Global Configuration
mode.

awplus(config)# interface portl.0.1

Enter the Port Interface mode for
port 1.

awplus(config-if)# switchport mode access

Designate the port as an untagged
port.

awplus(config-if)# switchport access vlan 25

Add port 1 to the Network5a
VLAN.
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awplus(config-if)# end Return to the Privileged Exec
mode.
awplus# show vlan 12 Verify the new VLAN.

3. Use the ESTACK RUN command in the Global Configuration mode to
activate enhanced stacking on the switch. It is not necessary to set the
switch to the member mode because that is the default setting.

awplus# configure terminal Enter the Global Configuration
mode.

awplus(config)# estack run Activate enhanced stacking on the
new switch.

awplus(config)# exit Return to the Privileged Exec
mode.

awplus# show estack Confirm the stack mode of the
switch.

4. To save the configuration, enter the WRITE command in the Privileged
Executive mode.

awplus# write Save the configuration.

5. Connect port 1 on the new switch to a port on another network device
that is a member of the Network5A VLAN, such as the command
switch.

Now that the replacement member switch is connected to the command
switch through the common VLAN of the enhanced stack, you are ready to
upload the SalesE4.cfg configuration file to it from the command switch
with these steps:

1. Start a local or remote management session on the command switch
of the enhanced stack.

2. Transfer the SalesE4.cfg configuration file from the command switch
to the new member switch by performing these commands:

awplus> enable Enter the Privileged Executive
mode from the User Executive
mode.

awplus# show estack remotelist Display the SHOW ESTACK

REMOTELIST command to learn
the stack ID number of the
replacement member switch.
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awplus# dir List the files in the file system of
the command switch to confirm
that it has the configuration file you
want to upload to the member
switch. In this example, the
filename is Eng12c.cfg file.

awplus# configure terminal Enter the Global Configuration
mode.
awplus(config)# upload config remotelist Enter the UPLOAD CONFIG

REMOTELIST command to begin
the file transfer.

Enter the configuration file name -> salese4.cfg | Atthe prompt, enter the name of
the configuration file the command
switch is to upload to the member
switch. In this example, the
filename is SalesE4.cfg.

Enter the Tist of switches -> 3 At the prompt, enter the enhanced
stacking ID number, learned with
the SHOW ESTACK
REMOTELIST command, of the
member switch to receive the file.
The example assumes that the ID
number of the replacement
member switch is 3.

- At this point, the command switch
sends the file to the member
switch, which stores it in its file
system as BOOT.CFG.

3. If the new member switch is to use BOOT.CFG as the name of its
active boot configuration file, you complete the replacement procedure
by resetting the switch to configure its parameters with the settings in
the file. But because this example assumes that the name of the active
boot configuration file has to be actSalesE4.cfg, you have to perform a
few additional steps. You need to rename the BOOT.CFG file with the
MOVE command and designate the file as the active boot
configuration file with the BOOT CONFIG-FILE command. You can
perform these tasks through enhanced stacking from the command
switch, as shown in these steps:

awplus(config)# exit On the command switch, return to
the Privileged Exec mode.
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awplus# show estack remotelist

Reconfirm the enhanced stacking
ID number of the replacement
member switch.

awplus# configure terminal

Enter the Global Configuration
mode.

awplus(config)# rcommand 3

Use the RCOMMAND command
to start a remote management
session on the replacement
member switch. In this example
the ID number of the switch is 3.

Login: manager
PaSSWOIﬂd: ThHHRhNR

Log on the replacement member
switch.

awplus> enable

Enter the Privileged Exec mode.

awplus(config)# move boot.cfg actSalesE4.cfg

Rename the boot.cfg configuration
file to actSalesE4.cfg.

awplus(config)# boot config-file actSalesE4.cfg

Designate the actSalesE4 file as
the active boot configuration file
on the switch.

awplus(config)# exit

Return to the Privileged Exec
mode.

awplus# exit

End your management session of
the replacement member switch to
return the session to the command
switch.

awplus(config)# reboot estack member 3

From the command switch, reboot
the replacement member switch
so that it configures its parameters
with the actSalesE4.cfg
configuration file.
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Uploading the Management Software from the Command Switch to
Member Switches

You may use enhanced stacking to install new releases of the

management software on the member switches from the command switch.
After you update the command switch with the new management software,
you can instruct it to upload the software to the member switches for you.

After you receive a new release of the management software and install it
on the command switch, as explained in “Downloading New Management
Software with TFTP” on page 463, you may use the UPLOAD IMAGE
REMOTELIST command to upload the software to the member switches
from the command switch. You may update specific member switches or
all of the switches. The format of the command is shown here:

upload image remotelist

The command, located in the Global Configuration mode, does not have
any parameters and displays this prompt:

Remote switches will reboot after load is complete...
Enter the 1list of switches ->

When you see this prompt, enter the enhanced stacking ID numbers of the
member switches to receive the management software from the command
switch. The numbers are viewed with the SHOW ESTACK REMOTELIST
command in the Privileged Exec mode. You may update the management
software on more than one member switch at a time. To specify more than
one switch, separate the numbers with commas. To update all of the
switches in the enhanced stack, enter ALL.

Here are the steps of the file transfer between the command switch and a
member switch:

1. The command switch sends its management software to the member
switch over the Ethernet link of the common VLAN that connects the
switches of the enhanced stack.

2. After the member switch receives the entire file, it compares the
version numbers of the new management software from the command
switch and its current software.

3. If the version numbers are the same, the switch cancels the update
and discards the file.

4. If the version numbers of the programs are different, the switch writes
the new management software from the command switch into its flash
memory. This phase may take up to one minute to complete.

5. After the file is written to flash memory, the member switch resets.
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Caution

A member switch stops forwarding network traffic after it receives
the management software from the command switch and begins
writing it to flash memory. Some network traffic may be lost.

Caution
Do not power off a member switch while it is writing the software to
flash memory.

Here in this example of the command, the command switch uploads its
management software to two member switches that have the ID numbers,
5 and 6. The procedure assumes that the new management software is
already installed on the command switch.

awplus> enable Enter the Privileged Exec mode
from the User Exec mode.

awplus# show estack remotelist Display the enhanced stacking ID
numbers of the member switches
in the stack. You should perform
this command even if you intend to
update all of the member
switches, to ensure that the
command switch is aware of all of
the member switches that
comprise the stack.

awplus# configure terminal Enter the Global Configuration
mode.

awplus(config)# upload image remotelist Start the upload with the UPLOAD
IMAGE REMOTELIST command.

Remote switches will reboot after Toad is At the prompt, enter 5 and 6, the

complete ... enhanced stacking ID numbers of

Enter the 1list of switches -> 5,6 the two member switches to be
upgraded.
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Disabling Enhanced Stacking

The command that disables enhanced stacking on a switch is the NO
ESTACK RUN command in the Global Configuration mode, and the
confirmation command is the SHOW ESTACK command in the Privileged
Exec mode.

You may not use the NO ESTACK RUN command when you are
managing a member switch through enhanced stacking. You may only use
the command when you are managing a switch directly, from a local
management session or a remote Telnet, SSH, or web browser session.

When you disable enhanced stacking on a command switch, you may not
use the switch to manage the member switches of an enhanced stack. It
should be noted that disabling enhanced stacking on a command switch
returns the mode to the member switch mode. So if you reactivate
enhanced stacking, the switch is a member switch, unless you change it
again with the ESTACK COMMAND-STACK command.

Here is the command:
awplus> enable

awplus# configure terminal
awplus(config)# no estack run
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Enhanced Stacking Commands

The enhanced stacking commands are summarized in Table 36.

Table 36. Enhanced Stacking Commands

Command Mode Description

“‘ESTACK COMMAND-SWITCH” on Global Designates the switch as the

page 363 Configuration command switch.

“‘ESTACK RUN” on page 364 Global Activates enhanced stacking on the
Configuration switch.

“NO ESTACK COMMAND-SWITCH” Global Returns the switch to the state of

on page 365 Configuration being a member switch.

“‘NO ESTACK RUN” on page 366 Global Disables enhanced stacking on the
Configuration switch.

‘RCOMMAND” on page 367 Global Redirects the management session to
Configuration a different switch in the enhanced

stack.
‘REBOOT ESTACK MEMBER” on Global Reboots member switches of an
page 368 Configuration enhanced stack from the command

switch.

“SHOW ESTACK” on page 370

Privileged Exec

Displays whether the switch is a
command or member switch and
whether enhanced stacking is enabled
or disabled.

“SHOW ESTACK COMMAND-
SWITCH?” on page 372

Privileged Exec

Displays enhanced stacking
information about the command
switch from a member switch.

“‘SHOW ESTACK REMOTELIST” on
page 373

Privileged Exec

Displays the switches of an enhanced
stack.

“UPLOAD CONFIG REMOTELIST” on
page 375

Global
Configuration

Uploads boot configuration files from
the file system in the command switch
of an enhanced stack to the member
switches.
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Table 36. Enhanced Stacking Commands

Command

Mode

Description

page 376

‘UPLOAD IMAGE REMOTELIST” on | Global

Configuration

Uploads the management software on
the command switch of an enhanced
stack to the member switches.
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ESTACK COMMAND-SWITCH

Syntax

estack command-switch

Parameter

None

Mode

Global Configuration mode

Description

O Use this command to set the enhanced stacking mode on the
switch to the command mode. This command has the following
guidelines:

O Enhanced stacking must be activated on the switch. To activate
enhanced stacking, refer to “ESTACK RUN” on page 364.

0 A switch that is a member of an active enhanced stack cannot be
changed to the command mode. You must first disable enhanced
stacking on the current command switch in the stack.

O You cannot use this command on a switch accessed through
enhanced stacking. This command can only be used from a local
or remote management session of the switch.

Confirmation Command

“‘SHOW ESTACK” on page 370

Example

This example activates enhanced stacking on the switch and sets the
stacking status to command mode:

awplus> enable

awplus# configure terminal
awplus(config)# estack run
awplus(config)# estack command-switch
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ESTACK RUN

364

Syntax

estack run

Parameter

None

Mode

Global Configuration mode

Description

Use this command to activate enhanced stacking on the switch.

Confirmation Command

“SHOW ESTACK” on page 370

Example
The following example activates enhanced stacking on the switch:
awplus> enable

awplus# configure terminal
awplus(config)# estack run
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NO ESTACK COMMAND-SWITCH

Syntax

no estack command-switch

Parameter

None

Mode

Global Configuration mode

Description

Use this command to return the enhanced stacking mode on the switch to
member switch from command switch. This command has the following
guidelines:

O The default setting for the enhanced stacking mode on the switch
is member. So you would only use this command if you set the
mode to command mode and now want to return it to member
mode.

O Enhanced stacking must be activated on the switch for you to use
the command. To activate enhanced stacking, refer to “ESTACK
RUN” on page 364.

O You cannot use this command on a switch accessed through
enhanced stacking. This command can only be used from a local
or remote management session of the switch.

To configure the switch as a command switch, refer to “ESTACK
COMMAND-SWITCH?” on page 363.

Confirmation Command

“‘SHOW ESTACK” on page 370

Example
This example returns the switch’s stacking status to member switch:
awplus> enable

awplus# configure terminal
awplus(config)# no estack command-switch
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NO ESTACK RUN

366

Syntax

no estack run

Parameter

None

Mode

Global Configuration mode

Description

Use this command to disable enhanced stacking on the switch. The switch
cannot use enhanced stacking when the feature is disabled. If you disable
enhanced stacking on the command switch, you cannot use that switch to
manage the switches in the stack.

When you disable enhanced stacking on the command switch, its mode is
reset to member mode. Consequently, you must set it back again to the
command mode if you reactivate enhanced stacking.

Note

You should only use this command from a local or remote
management session of the switch. You should not issue this
command on a member switch that you accessed through enhanced
stacking. Otherwise, your management session will be interrupted.

Confirmation Command

“‘SHOW ESTACK” on page 370

Example
This example deactivates enhanced stacking on the switch:
awplus> enable

awplus# configure terminal
awplus(config)# no estack run
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Syntax

rcommand switch_7id

Parameters

switch_id
Specifies the ID number of a member switch you want to manage
in the enhanced stack. This number is displayed with “SHOW
ESTACK REMOTELIST” on page 373. You can enter only one ID
number.

Mode

Global Configuration mode

Description

Use this command to redirect the management session from the
command switch to a member switch in the enhanced stack. The member
switch is identified by its ID number, displayed with “SHOW ESTACK
REMOTELIST” on page 373. You can manage only one member switch at
a time.

Note
You must perform this command from the command switch of the
stack. This command will not work on a member switch.

Note
You should perform the SHOW ESTACK REMOTELIST command
before this command.

When you are finished managing a member switch, use the EXIT
command to return to the command switch.

Example
This example starts a management session on switch number 12:
awplus> enable

awplus# configure terminal
awplus(config)# rcommand 12
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REBOOT ESTACK MEMBER

368

Syntax

reboot estack member 7d_number | all

Parameters

id_number
Specifies the enhanced stack ID number of a switch. The number
is displayed with “SHOW ESTACK REMOTELIST” on page 373.
You may specify the ID number of only one switch.

all
Specifies all of the switches of the enhanced stack, except the
command switch.

Mode

Global Configuration mode

Description

Use this command from the command stack of an enhanced switch to
reboot member switches. You may reboot individual member switches or
all of the member switches of a stack. You must perform “SHOW ESTACK
REMOTELIST” on page 373 prior to this command to determine the ID
numbers of the switches.

& Caution

A switch does not forward network traffic when it reboots and
initializes its management software. Some network traffic may be
lost. The reset can take from 10 seconds to two minutes, depending
on the number and complexity of the commands in the active boot
configuration file.

Note

Any configuration changes that are not saved to the active
configuration file with the WRITE command are discarded when a
switch reboots.

A Caution

This command does not display a confirmation prompt. A member
switch resets as soon as you enter the command.
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Examples

This example reboots a member switch that has the ID number 3:
awplus> enable

awplus# configure terminal

awplus(config)# reboot estack member 3

This example reboots all of the member switches of the enhanced stack:
awplus> enable

awplus# configure terminal
awplus(config)# reboot estack member all
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SHOW ESTACK

370

Syntax

show estack

Parameters

None

Mode

Privileged Exec mode

Description

Use this command to display whether enhanced stacking is enabled or
disabled on the switch and whether the switch’s mode is command or
member. Figure 80 is an example of the information the command
displays.

Enhanced Stacking mode Member [1]

MAC address 00:15:77:cc:e2:42
Model Type AT-9000/52
version Number AWPLUS 2.1.8.0

Figure 80. SHOW ESTACK Command

The fields are described in Table 37 on page 370.
Table 37. SHOW ESTACK Command

Parameter Description

Enhanced Stacking mode | The status of enhanced stacking on the
switch and the mode of the switch. The
possible modes are:

0 Command - Enhanced stacking is
enabled on the switch, and the switch
is set to the command mode.




AT-9000 Switch Command Line User’s Guide

Table 37. SHOW ESTACK Command (Continued)

Parameter

Description

Enhanced Stacking mode
(Continued)

O Member [1] - Enhanced stacking is
enabled on the switch, and the switch
is set to the member mode. If there is
a number in the brackets, the switch
detected a command switch on the
common VLAN of the enhanced stack.
The number is the switch’s stack ID
number. If the brackets are empty, the
switch did not detect a command
switch on the common VLAN and so
does not consider itself part of an
enhanced stack.

0 Disabled - Enhanced stacking is
disabled on the switch.

MAC address

The switch’s MAC address.

Model Type

The model name of the switch.

Version Number

The name and version number of the
management software on the switch. The
name of the management software for the
AT-9000 Switch is displayed as AWPLUS,
for AlliedWare Plus.

Example

The following example displays whether enhanced stacking is enabled or
disabled on the switch and whether the switch’s mode is command or

member:

awplus> enable
awplus# show estack
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SHOW ESTACK COMMAND-SWITCH

Syntax

show estack command-switch

Parameters

None

Mode

Privileged Exec mode

Description

Use this command on a member switch in an enhanced stack to display
the enhanced stacking information about the command switch. This
command is equivalent to issuing the SHOW ESTACK command on the
command switch. Figure 81 is an example of the information the
command displays.

Enhanced Stacking mode Member [1]
Management IP address 0.0.0.0

Mac address ECCD.6D4D.6DD5
Model Type AT-9000/52
version Number AWPLUS 2.1.8.0

Figure 81. SHOW ESTACK COMMAND-SWITCH Command

The fields are described in Table 37 on page 370.

Example

The following example displays the enhanced stacking information about
the command switch:

awplus> enable
awplus# show estack command-switch
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SHOW ESTACK REMOTELIST

Syntax

show estack remotelist [name] [series]

Parameters

name
Sorts the list of switches by the host name.

series
Sorts the list of switches by the model name.

Mode

Privileged Exec mode

Description

Use this command on the command switch to display the member
switches of an enhanced stack. You may sort the names by MAC address,
host name, or model series. The default is MAC address. An example is
shown in Figure 82.

numOfNodes 2

Num Mac Address Name Mode version Mode]
01 eccd.6d4d.6dd5 dutc Member AwWPLUS v2.1.8.0 AT-9000/28
02 eccd.6d4d.6dd0 dutB Member AWPLUS v2.1.8.0 AT-9000/28sP

Figure 82. SHOW ESTACK REMOTELIST Command

The list does not include the command switch on which you entered the
command.

Note
This command only works on the command switch of the stack. It
does not work on member switches.

Examples

This example displays the member switches of an enhanced stack by
MAC address:

awplus> enable
awplus# show estack remotelist
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This example sorts the switches by host name:

awplus> enable
awplus# configure terminal
awplus(config)# show estack remotelist name

This example sorts the switches by model series:
awplus> enable

awplus# configure terminal
awplus(config)# show estack remotelist series
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UPLOAD CONFIG REMOTELIST

Syntax

upload config remotelist

Parameters

None

Mode

Global Configuration mode

Description

Use this command to upload boot configuration files from the file system in
the command switch of an enhanced stack to the member switches. The
member switches store the files in their file systems as BOOT.CFG.

The command displays two prompts. The first prompt is shown here:
Enter the configuration file name ->

When you see this prompt, enter the name of the boot configuration file to
transfer from the command switch to the member switches. You may
specify only one filename, and the name must include the extension .cfg.

The second prompt is shown here:
Enter the Tist of switches ->

At this prompt, enter the enhanced stack numbers of the member switches
to receive the file. If you are uploading a file to more than one switch,
separate the numbers with commas. The numbers are viewed with the
SHOW ESTACK REMOTELIST command.

Example

This example uploads the Sw12a.cfg configuration file from the file system
of the command switch to a member switch that has the ID number 3. The
member switch stores the file as BOOT.CFG in its file system:

awplus> enable

awplus# configure terminal

awplus(config)# upload config remotelist

Enter the configuration file name -> swl2a.cfg
Enter the Tist of switches -> 3

375



Chapter 20: Enhanced Stacking Commands

UPLOAD IMAGE REMOTELIST

376

Syntax

upload image remotelist

Parameters

None

Mode

Global Configuration mode

Description

Use this command to upload the management software on the command
switch of an enhanced stack to the member switches. The command
displays the following prompt:

Remote switches will reboot after load is complete...
Enter the 1ist of switches ->

When you see this prompt, enter the enhanced stack numbers of the
member switches to receive the management software from the command
switch. You may update the management software on more than one
member switch at a time. To specify more than one switch, separate the
numbers with commas. To update all of the switches in the enhanced
stack, enter ALL. The numbers are viewed with the SHOW ESTACK
REMOTELIST command in the Privileged Exec mode.

Here are the steps of the file transfer between the command switch and a
member switch:

1.

The command switch sends its management software to the member
switch over the Ethernet link of the common VLAN that connects the
switches of the enhanced stack.

After the member switch has received the entire file, it compares the
version numbers of the new management software from the command
switch and its current software.

If the version numbers are the same, the switch cancels the update
and discards the file.

If the version numbers are different, the member switch writes the file
to its flash memory. This phase may take up to one minute to
complete.

After the file is written to flash memory, the member switch resets.
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& Caution

The member switches stop forwarding network traffic after they
receive the management software from the command switch and as
they write the file to their flash memory. Some network traffic may be
lost.

& Caution

Do not power off the member switches while they are writing the
software to their flash memory.

Example

This example uploads the management software on the command switch
to two member switches that have the ID numbers 1 and 5:

awplus> enable

awplus# configure terminal

awplus(config)# upload image remotelist

Remote switches will reboot after Toad is complete...
Enter the 1list of switches -> 1,5

...Uploading 13316011 bytes. Please wait...

Upload image to Member Switches complete. <120 sec.>
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Chapter 21
Port Mirror

This chapter discusses the following topics:

“Overview” on page 380

“Creating the Port Mirror or Adding New Source Ports” on page 381
“Removing Source Ports or Deleting the Port Mirror” on page 382
“Combining the Port Mirror with Access Control Lists” on page 383
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“Displaying the Port Mirror” on page 385
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Overview

380

The port mirror is a management tool that allows you to monitor the traffic
on one or more ports on the switch. It works by copying the traffic from
designated ports to another port where the traffic can be monitored with a
network analyzer. The port mirror can be used to troubleshoot network
problems or to investigate possible unauthorized network access. The
performance and speed of the switch is not affected by the port mirror.

To use this feature, you must designate one or more source ports and the
destination port. The source ports are the ports whose packets are to be
mirrored and monitored. The destination port is the port where the packets
from the source ports are copied and where the network analyzer is
connected. There can be only one destination port on the switch.

Here are the guidelines for the port mirror:

a
a
a

The switch supports only one port mirror.
The port mirror can have just one destination port.

The port mirror can have more than one source port. This allows
you to monitor the traffic on multiple ports at the same time. For
example, you might monitor the traffic on all the ports of a
particular VLAN.

You can mirror the ingress traffic, the egress traffic or both on the
source ports.

The destination port should not be a member of a static port trunk
or an LACP trunk.
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Creating the Port Mirror or Adding New Source Ports

The command to create the port mirror is the MIRROR INTERFACE
command. You must perform this command from the Port Interface mode
of the destination port of the port mirror. The command has this format:

mirror interface source_ports direction
receive|transmit|both

This example configures the port mirror to copy the ingress traffic on the
source port 3 to the destination port 5:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5

awplus(config-if)# mirror interface portl.0.3 direction
receive

The switch immediately begins to copy the monitored traffic from the
source ports to the destination port as soon as you create the port mirror.

To add new source ports to the port mirror, return to the Port Interface
mode of the destination port and enter the same command. For example,
to monitor both the ingress and egress traffic on ports 11 and 12 to the
destination port 5, you enter:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5

awplus(config-if)# mirror interface portl.0.11l-portl.0.12
direction both

For reference information, refer to “MIRROR INTERFACE” on page 389.
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Removing Source Ports or Deleting the Port Mirror

382

To remove source ports from the port mirror, enter the Port Interface mode
of the destination port and issue the NO MIRROR INTERFACE command.
Here is the format of the command:

no mirror interface source_ports

This example removes source port 2 from the port mirror. The destination
port is port 11:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.11
awplus(config-if)# no mirror interface portl.0.2

To stop port mirroring and return the destination port to normal network
operations, remove all of the source ports from the port mirror. For
example, if the source ports of the port mirror were ports 1 to 4, and the
destination port was 18, you would enter these commands to stop the port
mirror and reestablish normal network operations on the destination port:

awplus> enabTe

awplus# configure terminal

awplus(config)# interface portl.0.18

awplus(config-if)# no mirror interface portl.0.1l-portl.0.4

For reference information, refer to “NO MIRROR INTERFACE” on
page 391.
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Combining the Port Mirror with Access Control Lists

You may combine the port mirror with an access control list to monitor a
subset of the ingress traffic on a port. The access control list is used to
specify the ingress traffic to be coped to the destination port of the port
mirror. This feature only works on ingress packets because access control
lists are only effective on those types of packets. You cannot use it to copy
a subset of the egress packets on a port.

You first have to specify the destination port of the port mirror. The switch
can have only one destination port. The command for specifying the
destination port is the MIRROR command in the Port Interface mode. The
mode in which to perform the command is the Port Interface mode of the
port to be the destination port for the monitored traffic the access control
list defines.

You then have to create the access control list and assign it to the port
whose packets you want to monitor. When you create the access control
list, you have to specify the copy-to-mirror action.

Here is an example of the feature. It assumes you want to monitor ports 14
and 15 for ingress packets that have the IP address 149.83.124.95 as their
destination address. The traffic is to be copied to port 18, the destination
port for the port mirror. The access control list is given the ID number
3008.

awplus> enable

Enter the Privileged Exec mode
from the User Executive mode.

awplus# configure terminal Enter the Global Configuration
mode.

awplus(config)# interface portl.0.18 Enter the Port Interface mode for
port 18, the destination port for the
port mirror.

awplus(config-if)# mirror Enter the MIRROR command to

designate port 18 as the
destination port for the copied
packets.

awplus(config-if)# exit Return to the Global Configuration

mode.

awplus(config)# access-Tist 3008 copy-to-mirror Create the access control list. The
ip any 149.83.124.95/32 source address is ANY and the

destination address is
149.83.124.95.
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awplus(config)# interface portl.0.14,portl.0.15

Enter the Port Interface modes for
ports 14 and 15.

awplus(config-if)# access-group 3008

Assign the access control list to
the ports.

awplus(config-if)# end

Return to the Privileged Exec
mode.

awplus# show mirror

(:Mirror—To—Port Name: Portl.0.18 :)

Use the SHOW MIRROR
command to confirm that port 18 is
the destination port of the port
mirror.

awplus# show access-Tist

Use the SHOW ACCESS-LIST
command to confirm the
configuration of the access control
list.

Hardware IP access-1ist 3008

Total number of access-list =1

copy-to-mirror ip any 149.83.124.95 mask 255.255.255.255

awplus# show interface portl.0.14,portl.0.15
access-group

Interface portl.0.14
access-group 3008

Interface portl.0.15

access-group 3008

Use the SHOW INTERFACE
ACCESS-GROUP command to
confirm that the access control list
is assigned to ports 14 and 15.
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Displaying the Port Mirror

To display the port mirror, go to the Privileged Exec mode and enter the
SHOW MIRROR command:

awplus# show mirror

In this example of the information, the port mirror is enabled, and the
ingress and egress packets on ports 1 and 3, as well as the egress traffic
on ports 11 to 13, are being copied to destination port 22.

Destination Pot ———————  Mirror Test Port Name: portl.0.22
———— Mirror option: Enabled
Source Port ——— Mirror direction: both
L L Monitored Port Name: portl.0.1
Destination Port ——————  Mirror Test Port Name: portl.0.22
[ Mirror option: Enabled
Source Port —— Mirror direction: receive
L Monitored Port Name: portl.0.4

Figure 83. SHOW MIRROR Command
The fields are described in Table 39 on page 392.

If you are using the port mirror with access control lists to copy subsets of
ingress packets on source ports, the SHOW MIRROR command displays
only the destination port of the copied traffic. Here is an example.

<M1’rr‘or—To—Port Name: portl.0.11 >

Figure 84. SHOW MIRROR Command and Access Control Lists
To view the access control lists and their port assignments, use “SHOW

ACCESS-LIST” on page 1232 and “SHOW INTERFACE ACCESS-
GROUP” on page 1234, respectively.
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Port Mirror Commands

The port mirror commands are summarized in Table 38.

Table 38. Port Mirror Commands

Command

Mode

Description

“‘MIRROR” on page 388

Port Interface

Designates the destination port for
access control lists that use the copy-
to-mirror action.

“‘MIRROR INTERFACE” on page 389

Port Interface

Creates the port mirror and adds ports
to the port mirror.

“‘NO MIRROR INTERFACE” on
page 391

Port Interface

Removes source ports from the port
mirror and deletes the port mirror.

“‘SHOW MIRROR” on page 392

Privileged Exec

Displays the destination port and
source ports of the port mirror.
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MIRROR

388

Syntax

mirror

Parameters

None

Mode

Port Interface mode

Description

Use this command to designate the destination port for the copy-to-mirror
action in access control lists. You can designate only one destination port.

Confirmation Command

“‘SHOW MIRROR” on page 392

Example

This example designates port 21 as the destination port for packets from
the copy-to-mirror action of access control lists:

awplus> enable

awplus# configure terminal
awplus(config)# interface portl.0.5
awplus(config-if)# mirror
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MIRROR INTERFACE

Syntax

mirror interface source_ports direction
receive/transmit/both

Parameters

source_ports
Specifies a source port for the port mirror. You can specify more
than one source port.

direction
Specifies the traffic to be mirrored from a source port to the
destination port. The options are:

receive: Copies the ingress packets on a source port.
transmit: Copies the egress packets on a source port.

both: Copies both the ingress and egress packets on a source
port.

Mode

Port Interface mode

Description

Use this command to create the port mirror or to add ports to the port
mirror. You must issue this command from the Port Interface mode of the
destination port of the port mirror. The switch can have only one
destination port.

Confirmation Command

“‘SHOW MIRROR” on page 392
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Example

This example configures the port mirror to copy the ingress traffic on ports
3 and 4, the source ports, to port 5, the destination port. If port 5 is already
acting as the destination port of the port mirror, the commands add ports 3
and 4 to the port mirror:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.5

awplus(config-if)# mirror interface portl.0.3,portl.0.4
direction receive
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NO MIRROR INTERFACE

Syntax

no mirror interface source_ports

Parameters

source_ports
Specifies a source port of the port mirror. You can specify more
than one source port at a time in the command.

Mode

Port Interface mode

Description

Use this command to remove source ports from the port mirror or to delete
the port mirror. You should enter this command in the Port Interface mode
of the destination port of the port mirror.

To delete the port mirror and return the destination port to normal
operations, remove all of the source ports from the port mirror.

Confirmation Command

“‘SHOW MIRROR” on page 392

Example

These commands remove ports 7 and 8 from the port mirror. If these are
the only source ports of the port mirror, the port mirror is deleted and the
destination port, which in this example is port 11, resumes normal network
operations:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.11

awplus(config-if)# no mirror interface portl.0.7,portl.0.8
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SHOW MIRROR

Syntax
show mirror
Parameters

None

Modes
Privileged Exec mode

Description

Use this command to display the source and destination ports of the port
mirror on the switch. An example is shown in Figure 85.

Destination Port ————————  Mirror Test Port Name: portl.0.22
——— Mirror option: Enabled
Source Port —— Mirror direction: both
o | Monitored Port Name: portl.0.1
Destination Port ———————  Mirror Test Port Name: portl.0.22
[ Mirror option: Enabled
Source Port —— Mirror direction: receive
L Monitored Port Name: portl.0.4

Figure 85. SHOW MIRROR Command

The fields are described in Table 39.
Table 39. SHOW MIRROR Command

Parameter Description

Mirror Test Port Name The destination port of the port mirror. The
switch can have only one destination port.

Mirror option: The status of the port mirror on the source
port. This is always enabled.
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Table 39. SHOW MIRROR Command (Continued)

Parameter Description
Mirror direction The packets to be mirrored to the
destination port. The states are listed
here:

O Receive - The ingress packets of the
source port are mirrored to the
destination port.

O Transmit - The egress packets of the
source port are mirrored to the
destination port.

O Both - Both the ingress and egress
packets of the source port are
mirrored to the destination port.

Monitored Port Name A source port of the port mirror.

If you are using the port mirror with access control lists to copy subsets of
ingress packets on source ports, the SHOW MIRROR command displays
only the destination port of the copied traffic. Here is an example.

<M1'rror—To—Port Name: portl.0.11 >

Figure 86. SHOW MIRROR Command and Access Control Lists

To view the access control lists and their port assignments, use “SHOW
ACCESS-LIST” on page 1232 and “SHOW INTERFACE ACCESS-
GROUP” on page 1234, respectively.

Example

The following example displays the source and destination ports of the
port mirror on the switch:

awplus# show mirror
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Chapter 23

Internet Group Management Protocol
(IGMP) Snooping

This chapter discusses the following topics:

g aaaaaa

“Overview” on page 396

“Host Node Topology” on page 398

“Enabling IGMP Snooping” on page 399

“Configuring the IGMP Snooping Commands” on page 400
“Disabling IGMP Snooping” on page 402

“Displaying IGMP Snooping” on page 403
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Overview

396

IGMP snooping allows the switch to control the flow of multicast packets
from its ports. It enables the switch to forward packets of multicast groups
to only ports that have host nodes that want to join the multicast groups.

IGMP is used by IPv4 routers to create lists of nodes that are members of
multicast groups. (A multicast group is a group of end nodes that want to
receive multicast packets from a multicast application.) The router creates
a multicast membership list by periodically sending out queries to the local
area networks connected to its ports.

A node that wants to become a member of a multicast group responds to a
query by sending a report. A report indicates that an end node wants to
become a member of a multicast group. Nodes that join a multicast group
are referred to as host nodes. After joining a multicast group, a host node
must continue to periodically issue reports to remain a member.

After the router has received a report from a host node, it notes the
multicast group that the host node wants to join and the port on the router
where the node is located. Any multicast packets belonging to that
multicast group are then forwarded by the router out the port. If a particular
port on the router has no nodes that want to be members of multicast
groups, the router does not send multicast packets out the port. This
improves network performance by restricting the multicast packets only to
router ports where host nodes are located.

There are three versions of IGMP— versions 1, 2, and 3. One of the
differences between the versions is how a host node signals that it no
longer wants to be a member of a multicast group. In version 1, it stops
sending reports. If a router does not receive a report from a host node
after a predefined length of time, referred to as a time-out value, it
assumes that the host node no longer wants to receive multicast frames
and removes it from the membership list of the multicast group.

In version 2, a host node exits from a multicast group by sending a leave
request. After receiving a leave request from a host node, the router
removes the node from the appropriate membership list. The router also
stops sending multicast packets out the port to which the node is
connected if it determines there are no further host nodes on the port.

Version 3 adds the ability to register multiple groups using a group list
within a single packet.

The IGMP snooping feature on the switch supports all three versions of
IGMP. The switch monitors the flow of queries from routers, and reports
leave messages from host nodes to build its own multicast membership
lists. It uses the lists to forward multicast packets only to switch ports

where there are host nodes that are members of multicast groups. This
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improves switch performance and network security by restricting the flow
of multicast packets to only those switch ports that are connected to host
nodes.

If the switch is not using IGMP snooping and receives multicast packets, it
floods the packets out all its ports, except the port on which it received the
packets. Such flooding of packets can negatively impact network
performance.

The switch maintains its list of multicast groups through an adjustable
timeout value, which controls how frequently it expects to see reports from
end nodes that want to remain members of multicast groups, and by
processing leave requests.

Note
The default setting for IGMP snooping on the switch is enabled.

By default, IGMP snooping is disabled on the switch. As a result, this
setting can impact multicast settings on a port. When you block egress or
ingress multicast packets on a port and the switch is set to IGMP snooping
disabled, the result is that all reports are suppressed on the specified ports
except for reserved multicast addresses.

When you enable IGMP Snooping by executing the IP IGMP SNOOPING
command, all unknown multicast traffic is unsuppressed and floods the
switch ports except for IPv4 reserved addresses 224.0.0.1 through
224.0.0.255. To enable the suppression of unknown multicast traffic, see
“Enabling the Suppression of Unknown Multicast Traffic”.

For information about how to block egress and ingress multicast packets,
see “SWITCHPORT BLOCK EGRESS-MULTICAST” on page 422 and
“‘SWITCHPORT BLOCK INGRESS-MULTICAST” on page 423.

IGMP snooping does not suppress all unknown multicast traffic except for
IPv4 reserved addresses in the range of 224.0.0.1 to 224.0.0.255 by
default. To suppress the flooding, use the NO IP IGMP SNOOPING
FLOOD-UNKNOWN-MCAST command. When you execute this
command, all unknown multicast traffic is suppressed prior to a join
message. Once a join message is accepted for the specified multicast
destination, it is no longer considered an unknown destination and,
therefore, no longer floods. For more information about this command, see
“IP IGMP SNOOPING FLOOD-UNKNOWN-MCAST” on page 410.
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Host Node Topology

398

Single-host Per
Port

Multiple-hosts
Per Port

The switch has a host node topology setting. You use this setting to define
whether there is more than one host node on each port on the switch. The
switch refers to the topology to determine whether or not to continue
transmitting multicast packets from ports that receive leave requests or
where host nodes time out due to inactivity. The possible topology settings
are:

O Single-host per port
O Multiple-hosts per port

This is the appropriate setting when there is only one host node connected
to each port on the switch. When this topology setting is enabled, the
switch immediately stops sending multicast packets from ports on which
host nodes have sent leave requests or have timed out. The switch
responds by immediately ceasing the transmission of additional multicast
packets out the ports.

The multiple-hosts per port setting is appropriate when the ports are
connected to more than one host node, such as when ports are connected
to other Ethernet switches where there are multiple host nodes. With this
setting selected, the switch continues sending multicast packets out a port
even after it receives a leave request from a host node. This ensures that
the remaining active host nodes on a port continue to receive the multicast
packets. Only after all the host nodes connected to a switch port have
transmitted leave requests, or have timed out, does the switch stop
sending multicast packets out a port.

If the switch has a mixture of host nodes, that is, some connected directly
to the switch and others through other Ethernet switches or hubs, you
should select the multiple-hosts per port setting.
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Enabling IGMP Snooping

The command to enable IGMP Snooping on the switch is the IP IGMP
SNOOPING command in the Global Configuration mode. After you enter
the command, the switch begins to build its multicast table as queries from
the multicast router and reports from the host nodes arrive on its ports. To
enable IGMP Snooping:

awplus> enable

awplus# configure terminal
awplus(config)# ip igmp snooping
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Configuring the IGMP Snooping Commands

This table lists the IGMP Snooping commands with the exception of the
enable, disable, and display commands which are described in other
sections of this chapter.

Table 40. IGMP Snooping Commands

and reactivate auto-detection of router
ports.

INTERFACE port

To Use This Command Range
Clear all IGMP group membership CLEAR IP IGMP none
records.
Specify the maximum number of IP IGMP LIMIT multicastgroups 0 to 255
multicast groups the switch will multicast
support. addresses
Specify the time period, in seconds, IP IGMP QUERIER-TIMEOUT timeout | 1 to 65535
used by the switch to identify inactive seconds
host nodes and multicast routers. (default 255)
Disable the suppression of unknown IP IGMP SNOOPING FLOOD- none
multicast traffic. UNKNOWN-MCAST
Specify ports that are connected to IP IGMP SNOOPING MROUTER none
multicast routers. INTERFACE port
Specify the IGMP host node topology. | IP IGMP STATUS SINGLE|MULTIPLE | none
Remove static multicast router ports NO IP IGMP SNOOPING MROUTER | none

Most of the commands are found in the Global Configuration mode. The
following examples illustrate the commands. The first example clears all
IGMP group membership records on all VLANS:

awplus> enable
awplus(config)# clear 1ip igmp

For more information about this command, see “CLEAR IP IGMP” on

page 406.
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This example limits the switch to two multicast groups and specifies that
there is only one host node per port:

awplus> enable

awplus# configure terminal
awplus(config)# ip igmp Timit 2
awplus(config)# ip igmp status single

For more information about these commands, see “IP IGMP LIMIT” on
page 407 and “IP IGMP STATUS” on page 413.

This example configures the switch to time out inactive host nodes after 50
seconds and designates port 4 as a multicast router port:

awplus> enable

awplus# configure terminal

awplus(config)# ip igmp querier-timeout 50

awplus(config)# ip igmp snooping mrouter interface portl.0.4

For more information about these commands, see “IP IGMP QUERIER-
TIMEOUT” on page 408 and “IP IGMP SNOOPING MROUTER” on
page 412.

This example disables the suppression of unknown multicast traffic:

awplus> enable

awplus# configure terminal

awplus(config)# ip igmp shooping

awplus(config)# ip igmp snooping flood-unknown-mcast

For more information about this command, see “IP IGMP SNOOPING
FLOOD-UNKNOWN-MCAST” on page 410.

This example reactivates the auto-detection of multicast router ports by
removing the static router port 4:

awplus> enable

awplus# configure terminal

awplus(config)# no ip igmp snooping mrouter interface
portl.0.4

For more information about this command, see “NO IP IGMP SNOOPING
MROUTER” on page 415.
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Disabling IGMP Snooping

402

The command to disable IGMP Snooping on the switch is the NO IP IGMP
SNOOPING command in the Global Configuration mode. To disable
IGMP Snooping:

awplus> enable
awplus# configure terminal
awplus(config)# no ip igmp snooping

When IGMP Snooping is disabled, the switch floods the multicast packets
on all ports, except on ports that receive the packets.
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Displaying IGMP Snooping

To display the settings of IGMP Snooping and its status, use the SHOW IP
IGMP SNOOPING command in the User Exec mode or Privileged Exec
mode:

awplus# show ip igmp snooping

Here is an example of the information the command displays:

//;GMP Snooping Configuration: ‘\\

IGMP Snhooping Status ............... Enabled
Host Topology ............... ... ..., Single-Host/Port
Host/Router Timeout Interval ....... 255 seconds
Maximum IGMP Multicast Groups ...... 64
Router POrt(S) ..uviiirenenrnnenennns Auto Detect

Router List:

VLAN ID Port/Trunk ID RouterIP Exp. Time

1 portl.0.31 10.0.0.254 110

Host List:

Number of IGMP Multicast Groups: 2

MulticastGroup VLAN ID Port/TrunkID HOsStIP IGMP Ver Exp.Time
0100.5e7f.ffff 1 portl.0.1 192.169.20.50 v3 200
0100.5e7f.ffff 1 portl.0.30 172.16.20.222 v2 45
0100.5e64.3201 1 portl.0.15 10.10.5.01 vl 161

Figure 87. SHOW IP IGMP SNOOPING

The information in the window is described in Table 42 on page 417.
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IGMP Snooping Commands

The IGMP snooping commands are summarized in Table 41 and are
described in detail within the chapter.

Table 41. Internet Group Management Protocol Snooping Commands

Command

Mode

Description

“CLEAR IP IGMP” on page 406

Privileged Exec

Clears all IGMP group membership
records.

“IP IGMP LIMIT” on page 407 Global Specifies the maximum number of
Configuration multicast addresses the switch is
allowed to learn.
“IP IGMP QUERIER-TIMEOUT” on Global Specifies the time period in seconds
page 408 Configuration used by the switch to identify inactive
host nodes and multicast routers.
“IP IGMP SNOOPING” on page 409 Global Enables IGMP snooping on the
Configuration switch.
“IP IGMP SNOOPING FLOOD- Global Disables the automatic suppression of
UNKNOWN-MCAST” on page 410 Configuration unknown multicast traffic.
“IP IGMP SNOOPING MROUTER” on | Global Manually identifies the ports where
page 412 Configuration multicast routers are connected.
“IP IGMP STATUS” on page 413 Global Specifies the IGMP host node
Configuration topology, of either single-host per port
or multiple-host per port.
“‘NO IP IGMP SNOOPING” on Global Disables IGMP snooping on the
page 414 Configuration switch.
“‘NO IP IGMP SNOOPING Global Removes multicast router ports.
MROUTER” on page 415 Configuration

“SHOW IP IGMP SNOOPING” on
page 416

Privileged Exec

Displays the parameter settings and
operational details of IGMP snooping.
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CLEAR IP IGMP

Syntax
clear 1ip igmp
Parameters

None

Mode

Privileged Exec mode

Description

Use this command to clear all IGMP group membership records on all
VLANSs.

Example
This example clears all IGMP group membership records on all VLANSs:

awplus> enabTe
awplus# clear ip igmp
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Syntax
ip igmp limit multicastgroups
Parameter

multicastgroups
Specifies the maximum number of multicast addresses the switch
is allowed to learn. The range is 0 to 255 multicast addresses; the
default is 64 addresses.

Mode

Global Configuration mode

Description

Use this command to specify the maximum number of multicast addresses
the switch can learn. If your network has a large number of multicast
groups, you can use this parameter to limit the number of multicast groups
the switch supports.

Confirmation Command

“SHOW IP IGMP SNOOPING” on page 416

Example

This example sets the maximum number of multicast groups on the switch
to 25:

awplus> enable

awplus# configure terminal
awplus(config)# ip igmp Timit 25
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IP IGMP QUERIER-TIMEOUT

408

Syntax

ip igmp querier-timeout t7meout

Parameters

timeout
Specifies the time period in seconds used by the switch to identify
inactive host nodes and multicast routers. The range is from 0 to
65535 seconds. The default is 255 seconds. Setting the timeout to
zero (0) disables the timer.

Mode

Global Configuration mode

Description

Use this command to specify the time period the switch uses to identify
inactive host nodes and multicast routers. The time period is in seconds.

A host node is deemed inactive if the switch does not receive any IGMP
reports from it for the duration of the timer. The switch stops transmitting
multicast packets from a port of an inactive host node if there are no
additional host nodes.

A multicast router is deemed inactive if the switch does not receive any
queries from it for the duration of the timer.

The actual timeout may be 10 seconds less that the specified value. For
example, a setting of 25 seconds can result in the switch classifying a host
node or multicast router as inactive after only 15 seconds. A setting of 10
seconds or less can result in the immediate timeout of inactive host nodes
or routers.

Confirmation Command

“‘SHOW IP IGMP SNOOPING” on page 416

Example

This example sets the timeout for inactive host nodes and multicast
routers to 400 seconds:

awplus> enable
awplus# configure terminal
awplus(config)# ip igmp querier-timeout 400
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IP IGMP SNOOPING

Syntax
ip igmp snooping
Parameters

None

Mode

Global Configuration mode

Description

Use this command to activate IGMP snooping on the switch.

& Caution

The IP IGMP SNOOPING FLOOD-UNKNOWN-MCAST command is
enabled by default when IGMP Snooping is activated. This may
cause a slow-down of network data. If you want to disable flooding of
unknown multicast packets, you must enter the NO IP IGMP
SNOOPING FLOOD-UNKNOWN-MCAST command.

Confirmation Command

“SHOW IP IGMP SNOOPING” on page 416

Example
This example enables IGMP Snooping on the switch:
awplus> enable

awplus# configure terminal
awplus(config)# ip igmp snhooping
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IP IGMP SNOOPING FLOOD-UNKNOWN-MCAST

410

Syntax

ip igmp snooping flood-unknown-mcast
Parameter

None

Mode

Global Configuration mode

Description

This command disables the automatic suppression of unknown multicast
traffic on the switch. By default, IGMP Snooping does not suppress all
unknown multicast traffic except for IPv4 reserved addresses 224.0.0.1
through 224.0.0.255. When you enable the IP IGMP SNOOPING FLOOD-
UNKNOWN-MCAST command, all unknown multicast traffic is flooded
before a join message. Once a join message occurs for a particular
multicast destination, it is no longer “unknown” and, therefore, no longer
floods.

Use the no version of this command, NO IP IGMP SNOOPING FLOOD-
UNKNOWN-MCAST, to enable the automatic suppression of unknown
multicast traffic on the switch.

& Caution

The IP IGMP SNOOPING FLOOD-UNKNOWN-MCAST command
is enabled by default when IGMP Snooping is activated. This may
cause a slow-down of network data. If you want to disable flooding
of unknown multicast packets, you must enter the NO IP IGMP
SNOOPING FLOOD-UNKNOWN-MCAST command.

Confirmation Command

“SHOW IP IGMP SNOOPING” on page 416

Examples

This example disables the automatic suppression of unknown multicast
traffic on the switch:
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awplus> enable

awplus# configure terminal

awplus(config)# ip igmp snooping

awplus(config)# ip igmp snooping flood-unknown-mcast

This example enables the automatic suppression of unknown multicast
traffic on the switch:

awplus> enable

awplus# configure terminal
awplus(config)# no ip igmp snooping flood-unknown-mcast
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IP IGMP SNOOPING MROUTER

412

Syntax

ip igmp snooping mrouter interface port

Parameter

port
Specifies a port connected to a multicast router. You can specify
more than one port.

Mode

Global Configuration mode

Description

Use this command to manually specify ports that are connected to
multicast routers. Manually specifying multicast router ports deactivates
auto-detect. To reactivate auto-detect, remove all static multicast router
ports. For instructions, refer to “NO IP IGMP SNOOPING MROUTER” on
page 415.

Confirmation Command

“SHOW IP IGMP SNOOPING” on page 416

Example
This example identifies ports 14 and 15 as multicast router ports:

awplus> enable

awplus# configure terminal

awplus(config)# ip igmp snooping mrouter interface
portl.0.14,portl.0.15
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IP IGMP STATUS

Syntax

ip igmp status single | multiple

Parameters

single
Activates the single-host per port setting, which is used when the
ports on the switch have only one host node each.

multiple
Activates the multiple-host per port setting, which is used when the
ports have more than one host node.

Mode

Global Configuration mode

Description

Use this command to specify the IGMP host node topology. For
background information, refer to “Host Node Topology” on page 398.

Confirmation Command

“SHOW IP IGMP SNOOPING” on page 416

Examples

This example sets the host node topology to the single-host per port
setting:

awplus> enable
awplus# configure terminal
awplus(config)# ip igmp status single

This example sets the host node topology to the multiple-host per port
setting:

awplus> enable

awplus# configure terminal
awplus(config)# ip igmp status multiple
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NO IP IGMP SNOOPING

414

Syntax
no ip igmp shooping
Parameters

None

Mode

Global Configuration mode

Description
Use this command to deactivate IGMP snooping on the switch.

When IGMP snooping is disabled, the switch floods multicast packets on
all ports, except on ports that receive the packets.

Confirmation Command

“‘SHOW IP IGMP SNOOPING” on page 416

Example

awplus> enable
awplus# configure terminal
awplus(config)# no ip igmp snooping
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NO IP IGMP SNOOPING MROUTER

Syntax

no ip igmp snhooping mrouter interface port

Parameter

port
Specifies a multicast router port.

Mode

Global Configuration mode

Description

Use this command to remove static multicast router ports. Removing all
multicast router ports activates auto-detect.

Confirmation Command

“SHOW IP IGMP SNOOPING” on page 416

Examples

This example removes port 3 as multicast router ports:
awplus> enable

awplus# configure terminal

awplus(config)# no ip igmp snooping mrouter interface
portl.0.3
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SHOW IP IGMP SNOOPING

416

Syntax
show ip igmp snooping
Parameters

None

Mode
Privileged Exec mode

Description

Use this command to display the IGMP snooping parameters. Figure 88
illustrates the information.

//;GMP Snooping Configuration: <\\

IGMP Snhooping Status ............... Enabled
Host Topology ...................... Single-Host/Port
Host/Router Timeout Interval ....... 255 seconds
Maximum IGMP Multicast Groups ...... 64
Router POrt(S) ..viiirenrnrnnnnennns Auto Detect

Router List:

VLAN ID Port/Trunk ID RouterIP Exp. Time

1 portl.0.31 10.0.0.254 110

Host List:

Number of IGMP Multicast Groups: 2

MulticastGroup VLAN ID Port/TrunkID HOostIP IGMP Ver Exp.Time
0100.5e7f.ffff 1 portl.0.1 192.169.20.50 v3 200
0100.5e7f.ffff 1 portl.0.30 172.16.20.222 v2 45
0100.5e64.3201 1 portl.0.15 10.10.5.01 vl 161

Figure 88. SHOW IP IGMP SNOOPING Command
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The information the command displays is explained in Table 42.
Table 42. SHOW IP IGMP SNOOPING Command

Parameter

Description

IGMP Snooping Configuration

IGMP Snooping Status

The status of IGMP snooping on the
switch. To enable or disable the feature,
refer to “IP IGMP SNOOPING” on

page 409 and “NO IP IGMP SNOOPING”
on page 414, respectively.

Host Topology

The IGMP host node topology on the
switch. The possible topologies are:

singlehost— This is the single-host per
port topology. This topology is appropriate
when there is only one host node per port
on the switch. This is the default setting.

multihost— This is the multiple-host per
port topology. This topology is appropriate
when there is more than one host node
per port on the switch.

To set this parameter, refer to “IP IGMP
STATUS” on page 413.

Host/Router Timeout
Interval

The amount of time the switch uses to
time out inactive host nodes and multicast
routers. To set this parameter, refer to “IP
IGMP QUERIER-TIMEOUT” on

page 408.

Maximum IGMP Multicast
Groups

The maximum number of multicast groups
the switch supports. To set this parameter,
refer to “IP IGMP LIMIT” on page 407.

Router Port(s)

The ports connected to multicast routers.
The switch can learn the router ports
automatically or you can assign them
manually. To assign the ports manually,
refer to “IP IGMP SNOOPING
MROUTER” on page 412.

Router List

VLAN ID

The ID numbers of the VLANSs of the
router ports.
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418

Table 42. SHOW IP IGMP SNOOPING Command (Continued)

Parameter

Description

Port/Trunk ID

The port of a multicast router. If the switch
learned a router on a port trunk, the trunk
ID number, instead of a port number, is
displayed.

Router IP The IP addresses of the multicast routers.
Exp. Time The number of seconds remaining before
the switch times out a multicast router if
there are no further IGMP queries from it.
Host List

Number of IGMP Multicast
Groups

The number of IGMP multicast groups
that have active host nodes on the switch.

Multicast Group

The multicast addresses of the groups.

ID

The ID numbers of the VLANSs of the host
nodes.

Port/Trunk ID

The ports of the host nodes. If the host
nodes are on port trunks, this field
displays the trunk ID numbers instead of
the port numbers.

HostIP The IP addresses of the host nodes.

IGMP Ver. The IGMP versions used by the host
nodes.

Exp. Time The number of seconds remaining before
host nodes are timed out if they do not
send IGMP reports.

Example

The following example displays the IGMP snooping parameters:

awplus# show ip igmp snooping
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Multicast Commands

The multicast commands are summarized in Table 43.

Table 43. Multicast Commands

Command

Mode

Description

“NO SWITCHPORT BLOCK
EGRESS-MULTICAST” on page 420

Port Interface

Resumes forwarding egress multicast
packets on ports.

“‘NO SWITCHPORT BLOCK
INGRESS-MULTICAST” on page 421

Port Interface

Resumes forwarding ingress multicast
packets on ports.

“‘SWITCHPORT BLOCK EGRESS-
MULTICAST” on page 422

Port Interface

Blocks egress multicast packets on
ports.

“SWITCHPORT BLOCK INGRESS-
MULTICAST” on page 423

Port Interface

Blocks ingress multicast packets on
ports.
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NO SWITCHPORT BLOCK EGRESS-MULTICAST

Syntax
no switchport block egress-multicast
Parameters

None

Mode

Port Interface mode

Description

Use this command to resume forwarding of egress multicast packets on
ports. By default, this is the default setting on all of the ports on the switch.

Confirmation Command

“SHOW INTERFACE” on page 193

Example

This example resumes forwarding of egress multicast packets on port 19:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.19

awplus(config-if)# no switchport block egress-multicast
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NO SWITCHPORT BLOCK INGRESS-MULTICAST

Syntax
no switchport block ingress-multicast
Parameters

None

Mode

Port Interface mode

Description

Use this command to resume forwarding of ingress multicast packets on
ports.

Confirmation Command

“SHOW INTERFACE” on page 193

Example

This example resumes forwarding of ingress multicast packets on ports 2
and 8:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.2,portl.0.8
awplus(config-if)# no switchport block ingress-multicast
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SWITCHPORT BLOCK EGRESS-MULTICAST

422

Syntax

switchport block egress-multicast
Parameters

None

Mode

Port Interface mode

Description

Use this command to block egress multicast packets on ports. By default,
all ports on the switch are set to allow multicast packets.

Note

This feature does not block multicast packets that have reserved
multicast addresses in the range of 01:80:C2:00:00:00 to
01:80:C2:00:00:0F.

Note

If IGMP snooping is disabled on the switch, all reports are
suppressed on a port even if you enable this command. By default,
IGMP snooping is disabled on the switch. For more information
about this feature, see Chapter 23, “Internet Group Management
Protocol (IGMP) Snooping” on page 395.

Confirmation Command

“‘SHOW INTERFACE” on page 193

Example

This example blocks egress multicast packets on ports 20 and 22:

awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.20,portl.0.22
awplus(config-if)# switchport block egress-multicast



AT-9000 Switch Command Line User’s Guide

SWITCHPORT BLOCK INGRESS-MULTICAST

Syntax

switchport block ingress-multicast
Parameters

None

Mode

Port Interface mode

Description

Use this command to block ingress multicast packets on ports.

Note

This feature does not block multicast packets that have reserved
multicast addresses in the range of 01:80:C2:00:00:00 to
01:80:C2:00:00:0F.

Note

If IGMP snooping is disabled on the switch, all reports are
suppressed on a port even if you enable this command. By default,
IGMP snooping is disabled on the switch. For more information
about this feature, see Chapter 23, “Internet Group Management
Protocol (IGMP) Snooping” on page 395.

Confirmation Command

“‘SHOW INTERFACE” on page 193.

Example

This example blocks ingress multicast packets on ports 12 to 18:
awplus> enable

awplus# configure terminal

awplus(config)# interface portl.0.12-portl.0.18
awplus(config-if)# switchport block ingress-multicast
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Section II1

File System

This section contains the following chapters:

Chapter 26, “File System” on page 427

Chapter 27, “File System Commands” on page 435

Chapter 28, “Boot Configuration Files” on page 443

Chapter 29, “Boot Configuration File Commands” on page 449
Chapter 30, “File Transfer” on page 461

g aaaaaa

Chapter 31, “File Transfer Commands” on page 473
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Chapter 26

File System

This chapter discusses the following topics:

“Overview” on page 428

“Copying Boot Configuration Files” on page 429

“‘Renaming Boot Configuration Files” on page 430

“Deleting Boot Configuration Files” on page 431

“Displaying the Specifications of the File System” on page 432

g aaaaaa

“Listing the Files in the File System” on page 433
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Overview

The file system in the switch stores the following types of files:

O Boot configuration files
O Encryption key pairs

The file system has a flat directory structure. All the files are stored in the
root directory. The file system does not support subdirectories.

Table 44. File Extensions and File Types

Extension File Type
.cfg Configuration file
.cer Certificate file
.pem Certificate enrollment request
key Public encryption key
Jog Event log
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Copying Boot Configuration Files

Maintaining a history of the configuration settings of the switch can prove
useful in the event you need to undo recent changes and return the device
to an earlier configuration. The best way to compile a configuration history
of the unit is by periodically copying the active boot configuration file.

The command for copying boot configuration files is the COPY command
in the Privileged Exec mode. Here is the format:

copy sourcefile.cfg destinationfile.cfg

The SOURCEFILE parameter specifies the name of the boot configuration
file you want to copy. The DESTINATIONFILE parameter specifies the
name of the new copy. The name can be up to 16 alphanumeric
characters and must include the extension “.cfg”. Spaces are not allowed.

This command creates a copy of the configuration file “unit12.cfg” in the
switch’s file system and names the copy “unit24.cfg”:

awplus# copy unitl2.cfg unit24.cfg

Note

Allied Telesis recommends that you periodically upload the active
boot configuration file of the switch to a network device, so that if the
switch should fail and become inoperable, the uploaded files will be
available to quickly configure its replacement. For instructions on
how to upload boot configuration files, refer to Chapter 30, “File
Transfer” on page 461.
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Renaming Boot Configuration Files

430

To rename boot configuration files in the file system, use the MOVE
command, found in the Privileged Exec mode. Here is the format:

move f7lenamel.cfq filename?.cfqg

The FILENAME1 variable is the name of the file to be renamed and the
FILENAME?2Z variable is the file’s new name. The filenames cannot contain
spaces or special characters.

This example renames the “Sales2sw.cfg” boot configuration file to
“unit12a.cfg:”

awplus> enable
awplus# move Sales2sw.cfg unitl2a.cfg

Note

If you rename the active boot configuration file, you will have to
designate another active boot configuration file before the switch will
allow you to save new parameter settings. For instructions on how to
designate the active boot configuration file, refer to “Specifying the
Active Boot Configuration File” on page 445.

Note
If you rename the active boot configuration file and reset the switch,
the switch restores the default settings to all its parameter settings.
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Deleting Boot Configuration Files

If the file system becomes cluttered with unnecessary configuration files,
you use the DELETE command in the Privileged Exec mode to delete
them. The format of the command is:

delete f7lename.ext
This example deletes the configuration file “unit2a.cfg”:

awplus# delete unit2a.cfg

Note

If you delete the active boot configuration file, you will have to
designate another active boot configuration file before the switch will
allow you to save new parameter settings. If you delete the active
boot configuration file and reset the switch, the switch returns to its
default settings. For instructions on how to designate the active boot
configuration file, refer to “Specifying the Active Boot Configuration
File” on page 445.
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Displaying the Specifications of the File System

The User Exec mode and the Privileged Exec mode have a command that
lets you display the size of the file system, the amount of free space, and
the amount of space used by the files currently stored in the file system. It
is the SHOW FILE SYSTEMS command. Here is an example of the

information.
Size (b) Free (b) Type Flags Prefixes S/D/V LcT/Ntwk Avail
2.0M 1.4m flash rw /cfg/ static Jocal Y

Figure 89. SHOW FILE SYSTEMS Command
The fields in the table are described in Table 46 on page 441.
Here is the command from the Privileged Exec mode:

awplus# show file systems
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Listing the Files in the File System

To view the names of the files in the file system of the switch, use the DIR
command in the Privileged Exec mode:

awplus# dir

The command does not accept wildcards.
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File System Commands

The file system commands are summarized in Table 45.

Table 45. File System Commands

Command

Mode

Description

“COPY” on page 436

Privileged Exec

Copies boot configuration files.

“‘DELETE” on page 437

Privileged Exec

Deletes boot configuration files from
the file system.

“‘DELETE FORCE” on page 438

Privileged Exec

Deletes boot configuration files from
the file system.

“‘DIR” on page 439

Privileged Exec

Lists the files in the file system.

“MOVE” on page 440

Privileged Exec

Renames files.

“SHOW FILE SYSTEMS” on
page 441

Privileged Exec

Displays the amount of free and used
memory in the file system.
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COPY

436

Syntax

copy sourcefile.cfqg destinationfile.cfqg

Parameters

sourcefile.cfg
Specifies the name of the boot configuration file you want to copy.

destinationfile.cfg
Specifies the name of the new copy of the file. The filename can be
from 1 to 16 alphanumeric characters. The extension must be
“.cfg”. Spaces and special characters are not allowed.

Mode

Privileged Exec mode

Description

Use this command to create copies of boot configuration files in the file
system of the switch. Creating copies of the active boot configuration file is
an easy way to maintain a history of the configurations of the switch. To
display the name of the active boot configuration file, refer to “SHOW
BOOT” on page 456.

If the destination filename is the same as the name of an existing file in the
file system, the command overwrites the existing file.

Example

This command creates a copy of the boot configuration file “unit12.cfg” in
the switch’s file system and names the copy “unit12backup.cfg”:

awplus# copy unitl2.cfg unitl2backup.cfg
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Syntax

delete f7lename.cfg

Parameter

filename.cfg
Specifies the name of the boot configuration file to be deleted. You
can use the wildcard “*” to replace any part of a filename to delete
multiple configuration files.

Mode

Privileged Exec mode

Description

Use this command to delete boot configuration files from the file system in
the switch. This command is equivalent to “DELETE FORCE” on
page 438.

Note

If you delete the active configuration file, the switch recreates it the
next time you issue the WRITE command or the COPY RUNNING-
CONFIG STARTUP-CONFIG command. To view the name of the
active boot configuration file on the switch, refer to “SHOW BOOT”
on page 456.

To view a list of the files in the file system, refer to “DIR” on page 439.

Examples

This command deletes the boot configuration file “unit12.cfg”:
awplus# delete unitl2.cfg

This command deletes all boot configuration files that start with “bldg”:

awplus# delete bldg*.cfg
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DELETE FORCE

438

Syntax

delete force f7lename.ext

Parameter

filename.ext
Specifies the name of the boot configuration file to be deleted. You
can use the wildcard “*” to replace any part of a filename to delete
multiple configuration files.

Mode
Privileged Exec mode

Description

Use this command to delete boot configuration files from the file system in
the switch. This command is equivalent to “DELETE” on page 437.

Note

If you delete the active configuration file, the switch recreates it the
next time you issue the WRITE command or the COPY RUNNING-
CONFIG STARTUP-CONFIG command. To view the name of the
active boot configuration file on the switch, refer to “SHOW BOOT”
on page 456.

To view a list of the files in the file system, refer to “DIR” on page 439.

Examples

This command deletes the boot configuration file “production_sw.cfg”:
awplus# delete force production_sw.cfg

This command deletes all boot configuration files that start with “unit”:

awplus# delete force unit*.cfg
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DIR

Syntax
dir
Parameter

None

Mode
Privileged Exec mode

Description

Use this command to list the names of the files stored in the file system on
the switch.

Example
The following command lists the file names stored in the file system:

awplus# dir
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MOVE

Syntax

move f7lenamel.cfq filename?.cfqg

Parameters

filename1.cfg
Specifies the name of the boot configuration file to be renamed.

filename2.cfg
Specifies the new name for the file. The filename can be from 1 to
16 alphanumeric characters, not including the filename extension,

which must be “.cfg”. The filename cannot contain spaces or
special characters.

Mode

Privileged Exec mode

Description

Use this command to rename boot configuration files in the switch’s file
system.

Note

If you rename the active boot configuration file, the switch recreates
it the next time you issue the WRITE command or the COPY
RUNNING-CONFIG STARTUP-CONFIG command.

Note

If you rename the active boot configuration file and reset the switch
without specifying a new active boot configuration file or issuing the
WRITE command or the COPY RUNNING-CONFIG STARTUP-
CONFIG command, the switch returns to its default settings.

Example
This example renames the file “sw12.cfg” to “swrm102.cfg:”

awplus# move swl2.cfg swrml02.cfg
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SHOW FILE SYSTEMS

Syntax
show file systems
Parameter

None

Mode

Privileged Exec mode

Description

Use this command to display the specifications of the file system in the
switch. An example is shown in Figure 90.

Size (b) Free (b) Type Flags Prefixes S/D/V LcT/Ntwk Avail

2.0M 1.4Mm flash rw /cfg/ static Jocal Y

Figure 90. SHOW FILE SYSTEMS Command

The fields are described in Figure 46.

Table 46. SHOW FILE SYSTEMS Command

Parameter Description

Size (B) The total amount of flash memory in the
switch. The amount is given in megabytes
(M) or kilobytes (k).

Free (B) The amount of unused flash memory in
the switch. The amount is given in
megabytes (M) or kilobytes (k).

Type The type of memory.
This is always “flash” for flash memory.

Flags The file setting options.
This is always “rw” for read-write.

Prefixes The directory in which files are stored.
This is always “cfg” for configuration file.
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Table 46. SHOW FILE SYSTEMS Command (Continued)

Parameter

Description

S/DIV

The memory type: static, dynamic, or
virtual.

Lcl/Ntwk

Whether the memory is located locally or
via a network connection.
This is always Local.

Y/N

Whether the memory is accessible: Y
(yes), N (no), - (not appropriate)

Example

The following example displays the specifications of the file system:

awplus# show file systems
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Boot Configuration Files

This chapter discusses the following topics:

“Overview” on page 444
“Specifying the Active Boot Configuration File” on page 445
“Creating a New Boot Configuration File” on page 447

g a a a

“Displaying the Active Boot Configuration File” on page 448
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Overview

444

The changes that you make to the parameters settings of the switch are
saved as a series of commands in a special file in the file system. The file
is referred to as the active boot configuration file. This file is updated by
the switch with your latest changes whenever you issue the WRITE
command or the COPY RUNNING-CONFIG STARTUP-CONFIG
command in the Privileged Exec mode.

Once the parameter settings are saved in the active boot configuration file,
they are retained even when the switch is powered off or reset. This saves
you from having to reconfigure the parameter settings every time you
power off or reset the unit. The switch, as part of its initialization process
whenever it is powered on or reset, automatically refers to this file to set its
parameter settings.

You can store more than one boot configuration file in the file system on
the switch, but only one file can be the active file at a time. The active boot
configuration file is specified with the BOOT CONFIG-FILE command, in
the Privileged Exec mode.

There are a couple of situations where you might want to specify a
different active boot configuration file on the switch. You might want to
reconfigure the switch with the settings in a new file that you downloaded
into the file system. Or perhaps you want to restore a previous
configuration on the switch, using a copy of an earlier version of the active
boot configuration file.
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Specifying the Active Boot Configuration File

To create or designate a new active boot configuration file for the switch,
use the BOOT CONFIG-FILE command in the Global Configuration mode.
Here is the format of the command;

boot config-file f77ename.cfqg

The FILENAME.CFG parameter is the file name of the configuration file to
act as the active boot configuration file for the switch. This can be the
name of an entirely new file that does not exist yet in the file system, or an
existing file. The filename can be from 1 to 16 alphanumeric characters
and must include the “.cfg” extension. The filename is case sensitive. To
verify the name of an existing file, use the DIR command in the Privileged
Exec mode to display the names of the files in the file system.

The BOOT CONFIG-FILE command is unique from all the other
commands that are used to configure the parameters on the switch. After
you enter the command, the switch permanently remembers the filename
of the new active boot configuration file, without you having to enter the
WRITE command or the COPY RUNNING-CONFIG STARTUP-CONFIG
command. In fact, you probably will not want to enter either of those
commands after you specify a new active boot configuration file, because
that would cause the switch to overwrite the settings in the file with the
current settings.

After you enter the command, it does one of two things, depending on
whether the filename is of a new or an existing file. If the filename is of an
entirely new boot configuration file, the switch automatically creates it,
stores the current parameter settings in it, and finally designates it as the
active boot configuration.

If you specify the filename of an existing boot configuration file in the file
system, the switch marks it as the active boot configuration file, at which
point you need to make a choice.

O To reconfigure the switch with the settings in the newly designated
active boot configuration file, reset the switch with the REBOOT
command in the Privileged Exec mode.

Caution

The switch does not forward packets while it is initializing its
management software. Some network traffic may be lost.

O To overwrite the settings in the file with the switch’s current
settings, enter the WRITE or COPY RUNNING-CONFIG
STARTUP-CONFIG command in the Privileged Exec mode.
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446

Here are a couple examples of the command. The first example creates a
new active boot configuration file called “sw_product4.cfg”:

awplus> enable
awplus# configure terminal
awplus(config)# boot config-file sw_product4.cfg

After you enter the command, the switch creates the file in its file system,
updates it with the current parameter settings, and finally marks it as the
active boot configuration file. The file is now ready to store any new
parameter settings you might make to the switch.

In this example, the settings of the switch are configured using a different
boot configuration file in the file system. Perhaps it is an archive copy of an
early configuration of the unit or perhaps a boot configuration file you
downloaded from another switch. In either case, this will require rebooting
the switch. The name of the file is “sw12_eng.cfg”:

awplus> enable

awplus# configure terminal

awpTlus(config)# boot config-file swl2_eng.cfg
awplus(config)# exit

awplus# reboot
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Creating a New Boot Configuration File

It is a good idea to periodically make copies of the current configuration of
the switch so that you can return the switch to an earlier configuration, if
necessary. For this there is the COPY RUNNING-CONFIG command in
the Privileged Exec mode. The command has this format:

copy running-config f77ename.cfqg

The name of the new boot configuration file, specified with the FILENAME
parameter, can be from 1 to 16 alphanumeric characters, not including the
extension “.cfg”. If you specify the name of an existing file, the new file
overwrites the existing file.

It is important to understand that this command does not change the
switch’s active boot configuration file. That file remains unchanged. All this
command does is create a new boot configuration file of the current
parameter settings in the file system. If you want to change the active boot
configuration file, use the BOOT CONFIG-FILE command, explained in
“Specifying the Active Boot Configuration File” on page 445.

This example of the COPY RUNNING-CONFIG command creates a new
boot configuration file called “sw_sales_archive.cfg” in the file system:

awplus> enable
awplus# copy running-config sw_sales_archive.cfg
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Displaying the Active Boot Configuration File

To display the name of the active boot configuration file on the switch, go
to the Privileged Exec mode and enter the SHOW BOOT command. Here
is the command:

awplus# show boot

Here is an example of the information.

Current software 1 v2.1.1
Current boot image : v2.1.1
Backup boot image : Not set

Default boot config: /cfg/boot.cfg
Current boot config: /cfg/switch2.cfg (file exists)

Figure 91. SHOW BOOT Command

The “Current boot config” field displays the name of the active boot
configuration file, which for the switch in the example is “switch2.cfg.” The
rest of the fields are defined in Table 48 on page 456.
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Boot Configuration File Commands

The boot configuration file commands are summarized in Table 47 and
described in detail within the chapter.

Table 47. Boot Configuration File Commands

Command Mode Description
“BOOT CONFIG-FILE” on page 450 Global Designates or creates a new active
Configuration boot configuration file for the switch.

“COPY RUNNING-CONFIG” on
page 452

Privileged Exec

Creates new boot configuration files
that contain the current settings of the
switch.

“COPY RUNNING-CONFIG
STARTUP-CONFIG” on page 453

Privileged Exec

Saves the switch’s current
configuration to the active boot
configuration file.

“‘ERASE STARTUP-CONFIG” on
page 454

Privileged Exec

Returns the switch to its default
settings.

“‘NO BOOT CONFIG-FILE” on
page 455

Global
Configuration

Designates the default BOOT.CFG file
as the active boot configuration file on
the switch.

“‘SHOW BOOT” on page 456

Privileged Exec

Displays the names of the active
configuration file and the configuration
file that was used by the switch during
the last reset or power cycle.

“‘SHOW STARTUP-CONFIG” on
page 458

Privileged Exec

Displays the contents of the active
boot configuration file.

“WRITE” on page 459

Privileged Exec

Saves the switch’s current
configuration to the active boot
configuration file.
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BOOT CONFIG-FILE

450

Syntax

boot config-file f77ename.cfg
Parameter

filename
Specifies the name of a boot configuration file that is to act as the
active boot configuration file on the switch. The filename can be
from 1 to 16 alphanumeric characters. The extension must be
“.cfg”.

Mode
Global Configuration mode
Description

Use this command to designate the active boot configuration file on the
switch. The switch uses the file to save its parameter settings when you
issue the WRITE or COPY RUNNING-CONFIG STARTUP-CONFIG
command, and to restore its parameter settings when you reset or power
cycle the unit.

To create a new active boot configuration file, enter a new filename in the
command. The command automatically creates the file, updates it with the
current settings of the switch, and designates it as the active boot
configuration file.

To specify an existing boot configuration file as the new active file on the
switch, include the file’s name in the command. The switch marks it as the
active boot configuration file. Afterwards, do one of the following:

O To reconfigure the switch with the settings in the newly designated
active boot configuration file, reset the switch with the REBOOT
command in the Privileged Exec mode.

Caution

The switch does not forward packets while it is initializing its
management software. Some network traffic may be lost.

O To overwrite the settings in the file with the switch’s current
settings, enter the WRITE or COPY RUNNING-CONFIG
STARTUP-CONFIG command in the Privileged Exec mode.
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Confirmation Command

“‘SHOW BOOT” on page 456.
Examples

This example designates a file called “region2asw.cfg” as the switch’s
active configuration file. This example assumes that the file is completely
new. The switch creates the file, with its current parameter settings, and
then designates it as the active boot configuration file:

awplus> enable
awplus# configure terminal
awplus(config)# boot config-file region2asw.cfg

This example designates the file “sw12a.cfg” as the switch’s active
configuration file. The example assumes that the file already exists in the
file system of the switch and that you want to reconfigure the switch
according to the settings in the file:

awplus> enable

awplus# configure terminal

awplus(config)# boot config-file swl2a.cfg
awplus(config)# exit

awplus# reboot

This example designates the file “bldg4.cfg” as the active configuration file
on the switch. This example assumes that instead of configuring the switch
with the settings in the file, you want to overwrite the settings in the file with
the current settings on the switch:

awplus> enable

awplus# configure terminal

awplus(config)# boot config-file bldg4.cfg
awplus(config)# exit

awplus# write

451



Chapter 29: Boot Configuration File Commands

COPY RUNNING-CONFIG

452

Syntax

copy running-config f77ename.cfg
Parameter

filename
Specifies a name for a new boot configuration file. The name can
be from 1 to 16 alphanumeric characters. The extension must be

“ ”

.cfg”.
Mode
Privileged Exec mode
Description

Use this command to create new boot configuration files. Stored in the file
system on the switch, the files contain the current settings of the switch.
You might use this command to create a backup copy of the switch’s
current configuration.

This command does not change the active boot configuration file. To
designate a different file as the active boot configuration file on the switch,
refer to “BOOT CONFIG-FILE” on page 450.

Confirmation Command
“‘DIR” on page 439
Example

This example creates a new boot configuration file called
“salesunit2_archive.cfg”.

awplus> enable
awplus# copy running-config salesunit2_archive.cfg
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COPY RUNNING-CONFIG STARTUP-CONFIG

Syntax

copy running-config startup-config
Parameters

None

Mode

Privileged Exec mode

Description

Use this command to update the active boot configuration file with the
switch’s current configuration, for permanent storage. When you enter the
command, the switch copies its parameter settings into the active boot
configuration file. The switch saves only those parameters that have been
changed from their default settings.

Note

Parameter changes that are not saved in the active boot
configuration file are discarded when the switch is powered off or
reset.

To view the name of the active boot configuration file, see “SHOW BOOT”
on page 456.

This command is equivalent to “WRITE” on page 459.
Example

The following example updates the active boot configuration with the
switch’s current configuration:

awplus# copy running-config startup-config
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ERASE STARTUP-CONFIG

454

Syntax

erase startup-config
Parameters

None

Mode

Privileged Exec mode

Description

Use this command to restore the default settings to all the parameters on
the switch. Review the following information before using this command:

O This command does not delete the files in the switch’s file system
or the encryption keys in the key database. To delete those files,
refer to “DELETE” on page 437 and “CRYPTO KEY DESTROY
HOSTKEY” on page 1312.

O This command does not change the settings in the active boot
configuration file. To return the active configuration file to the
default settings, you must enter the WRITE or COPY RUNNING-
CONFIG STARTUP-CONFIG command after the switch reboots
and after you have established a local management session.
Otherwise, the switch reverts to the previous configuration the next
time it is reset.

O To resume managing the switch, you must use the Console port.
Remote management is not possible because the switch will not
have a management IP address.

& Caution

This command causes the switch to reset. The switch will not
forward network traffic while it initializes its management software.
Some network traffic may be lost.

Example

This example restores all the parameters on the switch to their default
values:

awplus> enable
awplus# erase startup-config
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NO BOOT CONFIG-FILE

Syntax

no boot config-file
Parameter

None

Mode

Global Configuration mode
Description

Use this command to configure the switch with the settings in the default
BOOT.CFG file.

& Caution

This command causes the switch to reset. It does not forward
network traffic while it initializes the management software. Some
network packets may be lost.

After the switch finishes initializing its management software, it uses the
BOOT.CFG file to configure its parameter settings. To overwrite the
settings in the active boot configuration file with the switch’s current
settings, enter the WRITE or COPY RUNNING-CONFIG STARTUP-
CONFIG command in the Privileged Exec mode.

This command does not return the switch to its default settings if, at some
earlier time, you used the BOOT.CFG file as the activate boot
configuration file on the switch. To restore the default settings to the
switch, refer to “ERASE STARTUP-CONFIG” on page 454.

Example

This example configures the switch with the settings in the default
BOOT.CFG file:

awplus> enable

awplus# configure terminal
awplus(config)# no boot config-file
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SHOW BOOT

Syntax

show boot
Parameter

None

Mode

Privileged Exec mode
Description

Use this command to display the name of the active boot configuration file
and the version numbers of the management software and bootloader.
Figure 92 is an example of the information.

Current software: v2.1.1

Current boot image: v2.1.1

Default boot config: /cfg/boot.cfg

Current boot config: /cfg/switch2.cfg (file exists)

Figure 92. SHOW BOOT Command

The fields are described in Figure 48.

Table 48. SHOW BOOT Command

Field Description

Current software The version number of the AlliedWare
Plus Management Software on the switch.

Current boot image The version number of the bootloader.

Default boot config The name of the boot configuration file
used by the switch to configure its
parameters after “NO BOOT CONFIG-
FILE” on page 455. This parameter
cannot be changed.

Current boot config The name of the active boot configuration
file on the switch.
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Example

This command displays the name of the active boot configuration file and
the version numbers of the management software and bootloader.

awplus# show boot
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SHOW STARTUP-CONFIG

Syntax

show startup-config
Parameters

None

Mode

Privileged Exec mode
Description

Use this command to display the contents of the active boot configuration
file.

Example

The following example displays the contents of the active boot
configuration file:

awpTlus# show startup-config
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Syntax

write

Parameters

None

Mode

Privileged Exec mode
Description

Use this command to update the active